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Reducing of Authentication Signaling Traffic in LTE Networks
Seonho Kim' - Jongpil Jeong™

ABSTRACT

As a result of the prevalence of smartphone, various mobile services became faster by LTE networks. Because many mobile devices
are used more wireless services, heavy signaling traffic for authentication could be generated. Authentication is an important factor in
wireless networks to identify devices; it is the start of wireless networks. This paper analyzes previous patterns for more effective
authentication in accessing of another external networks. We propose a fast authentication scheme for minimizing of signaling cost
between the authentication server and external networks. And we calculate the rate of authentication occurrence in LTE networks using
mathematical modeling as well as the change of signaling cost for authentication in various network environments. Finally, we calculate
the optimized number of authentication data and show the effectiveness for authentication signaling costs.

Keywords : LTE(Long Term Evolution) Networks, EPS(Evolved Packet System), Authentication and Key Agreement, Mobile
Network Security, Poisson Distribution

LTE HlEH ZdlA AT Al1d= ] #H4& 7|

=t i
2 M5 .M =g

— o

ko

ok
ol

Al B2 2ntEES Bgo® LTE UEYAE T3 thefata e 2utd Auj=E s47 =tk ofd £33 2utd 7]7]50] o|drtt
o g FAAHEE ol gt Ha o wE FEE AT Aadge] TAsH Ao °Mﬂ AESZAA AT FA77IE A48T
T e T8Y A4S o FAUERY AFel7|k s a2 & =RellAE o] °] WE S £48ke] & gE 9% Y
EQAR Hog 9 ojd Bty g3AQ IFS Fdgth. ¥ LTE WIEA0NA o5 MEALL AFAM Afe]o] Al1dd] wES i
shato] whE T Q1% AW ARtk LTE YES A 1Fe] B v &S 734 E%“%% ol-gste] At o5 thke &
oA AT A2 Hge WMstE Adesith 8 w=EelA Alde HA AF dolE o] #E Adste] ofd wrh 587 1 S Al1EH

Hlgo] AT Bl

F|1¥9= : LTE(Long Term Evolution) LIE®3, EPS(Evolved Packet System), 2151} 7| 59|, 2HIY HESF Ot FoIs 2X

1.M B (Time Division Duplex)& AH82 4 dth= 3, ¥4
AL A, B opglE A, aR lE v egu

QF we ~AnE Eo HFgoE Huld FAELS U} o]t} EPS(Evolved Packet System)i= LTE, HSDPA/
kot Hqu A2 AF&3 = 97 H od mulde] th HSDPA+(High Speed Downlink Packet Acess)% that
FE AN aE F H owe T dEAY Fo2 UE Az dEHNAE Adsts Al-IP 7]e] Alzgolth
Wi, BAALES LTE(Long Term Evolution) AW =& LTEE EPS 7]%% o] 431 o+ 3GPP(3rd Gerneration
7Fd Al Al AlE s A H Ak 3Gl HlE LTES & o] Partnership Project)e] @@= 8% 7)dtal glow @A
AE =2 A=, @& Ad A, FYad Edo], & de]= 10704 ks,

& ZYEJMFDD(Frequency Division Duplex)¢t TDD A gk W 74 JESAE AFsts LTEYA 9 EPS

Ao el AT, ool 4, Aus AN 34 59

¥ o] T 2011L T AR Her|Es)e] AdoR dadtAde] 7% o] % o 93 e ol t] X = 7|&
AAbe] 91 Wl 3 219)(2011-0027030). I e HeA w&5e] Sl 28 GRS 712

t 2 3 9 AFRYsty AREAYS AR E T FHAIAL [ loj| Al © ors JAE ¢ A= Audk Z ¥

N %:;\Eﬁ_%mﬁ}m ,‘\O}@;—%a% ,\}ﬂﬁaAﬂﬂzs 1 ] 3G ooﬂ 1-’] E—L = H ! T BRI 7] 74] © “’]’
Srao0lon 69 49 Hol APAE WIS ATete Aﬁi% Hob i DA
AAbgha 20124 89 7Y 738} %) ES olZo] ZQAL o

* Corresponding Author : Jongpil Jeong(jpjeong @skku.edu) [1] §1’ ¥ EPS Lﬂ—‘rq ioﬂ }‘1 -’] RO Nt ey HH'I“ i‘jf

KIPS Tran Comp Comm Sys



110 SEXNEFal=2X/87H 2 S8 AL Mi1E H2=(2012. 1)

HAeA T2 g UEAA =Ed FA7]

74 e e
N9l GBS RAFAN AN JRE AFARZYE
3T 4 A T AT 2L MEA2AY Aze

ax
LTEE 7|& HSDPAE_E‘r 12HH
drk ool ¥ ®e FA vEYA Hﬂlé% ARE-3HA E 9L
I o] wWE old w9 B 9F Aladde] wA &
A HAh A gk 3GPPE] EPS 7] &l % Aladd =
=5 ke A7 fdoh A 2 =RdAME Ty
A49] Q1F oWE Helg BASa 1 shygAte] wE
o] AF Alddy A
A

7]

e

r oo b

1

RS

=
edel A% 4729 W Ee BT+ A

o
z
o
O >
N
fo
Iz
=)
m
111
i
[e]

% Lﬂ Ao Hag 2ukd fFAE A5 ol
EE A7 F UEYAY e

Subscriber Server)Z5-El 2= dHolHE X dr} olu
Z UEH A Fu o] v Uﬂ—rf’ﬂ A5 AHE &

el ofg] 7je] QAT HolHE X l Ao AE)
T E mEdl A R LﬂE%ﬂoﬂf‘i lE%ﬂoﬂ A

© HSS99 A& HAiglate EdREu] S Folg gt
e A HSSE—r1 ok wo] o] Je] dFdlo
A4 5 FAsY W JESASG T ol
45 %liﬁ}ﬂﬁ}

LTE UES A9 Q1FS WE HEYAS} & HES
a9 fIXAA FA A Lﬂqﬂ Wale] Aolxoz o f
W dEY IS ASMHHESS)ZHe] 95 AR o3 T
Ao glo] we UES A ujgo] @At} ujEo] 3GPP
A= HSSOIA & Rl 2] 79 dF HEHE Huo] ¢
o EQ A AMEE $ Al gk 3GPPY TS 29.002
o] 21z AW WA 3Ge 1% WE ?b 5% Ao
ATH2l. o]&= LTE HEY A st 5 o|aE 37|
gt gl LTE HEIdA = 7}°‘ZP7} % W
S HSSellAl 24¢ =+ gk a4 & =22 0SSl
S WE £5 24 9 A dF WE F5 243
2 9H Lﬂ %ﬂ Wol A Al-gslel HSSSF 9% U EYA
shated st 7hgAb TS WA
27

ERERRE:

o
lo,
i

[
ﬁ

N
rir
=
J?L'
a3

i)
o
o
o
o
ol
ob
i)
o2

o,

1 HJ
R
v
i
>,
o
-0,
ol

=2
>
o

el

3
B

tlo
XAz |

Jﬁo?:or‘iﬂ

ﬁérﬁl

o

B=JNT

N o

[o 1o Mo
z AT

f olN mlo Ll

tlo
N
=
£z
v
4
M -
o
>
ol
o
olX

i

)
=
ofo

lo
i)
o

e -
oX,
o m
ui
oo S

=
;ﬂ
=
K3
S~
S~
>
oo
EL
s
&3
g
wn
N
v
10 7
rz

Jhu
&
o

o O

FoAME oA o
TE LﬂEqﬂ }\]/\Eﬂ

olN m ki

N 4
=
[
F.&

o M
M
o

i
jur}
)
i)
[m
K
u
o
o
=

> jo fu
fil
LU

ofN

2.

-]

o HF

21 2o HESQ3 21F

3GPPo A 9] M= Eutd YEYA AFd 7] 59
b B o & dell oy 9] QT WEES HAATIL
R ol U EY A(visited network)ell o8] 79 A=

it

29 AFAH Abold] Be A1dY =
w8

o ATEANN Be B4 HAELS oY
My 5o $a49% ASOSI6L Li

[6]. Lm JJr Al SaralrehJ —Er
L2 ZZA|set Ao wEE
2Z 7o s 71EelA

t

MEES & ol AP of Ve PER 9T

JES

= AT
e LﬂEolioﬂv— 1 oe] Ao ez wg

= AZE F7te] 2EA Hlgo] wAsHA HA3][4].

# AgHE 9l

< AT

-1 o
5% olgdtol AF A1y EHHEAG e
A=A 43 g LaATEE B

s Y o O

< Ax ojdd AREEW QlF WMHE EF AREE|opA R
o5 15 oHE o Q1F AHEZHEE AEL S WE
S e Fubd gloe Ad FEACT] 250 A
Pre-authentication 7192 ¢Fzt F7hel Alady W=
o A QT AAS AAAE AS Kol HAg
% Alady EdIS e FHEe A5 WE wjde
A71E 3 HA HSSY Hom AF vLs Fole A

ojth. ol gt ofde] dAFES Fdl e LTEANAM AHE:

H= EPS7|&9] 5 (EPS-AKA)Ol #¢3k o
278 Aoksty g

2.2 LTE Networks System

o] it} Table 1014 LTE W& qaoﬂ/\H
3913, Fig. 12 7F)A7) o] &8l HA] x=E
ol Hekds o #A4 rﬂo]asq 2}-2-E o]
EA Azgl 3 wek 7]ES e QeHl]

HPLMN

[e]
Ol:oi

‘%
r°‘~

[8].

Operator ' s 1P
Services

WELMN

Serving
6 atew ay

Fig. 1. LTE network system



Table 1. Acronyms for the LTE system

¥l v
AKA Authentication and Key Agreement
ASME Access Security Management Entity
AuC Authentication Center
AUTN Authentication Token

AV Authentication Vector
eNB Evolved Node B
EPS Evolved Packet System

Evolved Universal Terrestrial Radio

E-UTRAN Access Network
HPNMN Home Public Land Movile Network
HSS Home Subscriber Server
MME Mobility Management Entity
PLMN Pubic Land Mobile Network
RAND RANDom number
RES Response
UE User Equipment
UICC Universal IC Card
USIM Universal Subscriber identity Module
VPLMN Visted Public Land Mobile Network
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