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A Study of an Anomalous Event Detection using White-List on Control
Networks

DongHwi Lee® - KyongHo Choi**

ABSTRACT

The control network has been operated in a closed. But it changes to open to external for business convenience
and cooperation with several organizations. As the way of connecting with user extends, the risk of control network
gets high. Thus, in this paper, proposed the technique of an anomalous event detection using white-list for control
network security and minimizing the cyber threats. The proposed method can be collected and cataloged of only
normal data from traffic of internal network, control network and field devices. Through way to check the this

situation, we can separate normal and abnormal behavior.

Key words : Control Networks, Misuse Detection, Traffic Signature, White-list, IDS, Snort
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