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Vulnerability Analysis using the Web Vulnerability Scanner

Jang Hee-Seon”

ABSTRACT

As the use of Mashups, web3.0, JavaScript and AJAX(Asynchronous JavaScript XML) widely increases, th
e new security threats for web vulnerability also increases when the web application services are provided. In
order to previously diagnose the vulnerability and prepare the threats, in this paper, the classification of secur
ity threats and requirements are presented, and the web vulnerability is analyzed for the domestic web sites
using WVS(Web Vulnerability Scanner) automatic evaluation tool. From the results of vulnerability such as X
SS(Cross Site Scripting) and SQL Injection, the total alerts are distributed from 0 to 31,177, mean of 411, and
standard deviation of 2,563. The results also show that the web sites of 22.5% for total web sites has web vu
Inerability, and the previous defenses for the security threats are required.
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