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ABSTRACT

C4ISR system is an important tool for military operational command and control. Therefore, it is frequently
exposed to the cyber-terror attempt to paralyze the military command and control system. Generally, the information
system uses IDS and firewall as major security computing tools. C4ISR system also uses them as major measures
for the information protection. But the usefulness of IDS is reduced due to the frequent false-positives and
false—negatives if the behavioral patterns are modifed or new behavioral patterns appear. This paper presents new
IDS structure which can create modified attack patterns and unexpected attack patterns automatically during IDS
probing process. The proposed IDS structure is expected to enhance the information protection capability of the
CAISR system by reducing false—positives and false-negatives through the creation and verification of new attack
patterns.

Key words : IDS, C4ISR, C4I System Infrastructure
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