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Detecting Repackaged Applications using the Information of App
Installation in Android Smartphones

Young Nam Joun® - Woo Hyun Ahn**

ABSTRACT

In recently years, repackaged malwares are becoming increased rapidly in Android smartphones. The repacakging
is a technique to disassemble an app in a market, modify its source code, and then re-assemble the code, so that it
is commonly used to make malwares by inserting malicious code in an app. However, it is impossible to collect all
the apps in many android markets including too many apps. To solve the problem, we propose RePAD (RePackaged
App Detector) scheme that is composed of a client and a remote server. In the smartphone-side, the client extracts
the information of an app with low CPU overhead when a user installs the app. The remote server analyzes the
information to decide whether the app is repackaged or not. Thus, the scheme reduces the time and cost to decide
whether apps are repackaged. For the experiments, the client and server are implemented as an app on Galaxy
TAB and PC respectively. We indicated that seven pairs of apps among ones collected in official and unofficial
market are repackaged. Furthermore, RePAD only increases the average of CPU overhead of 1.9% and the
maximum memory usage of 3.5 MB in Galaxy TAB.

Key words : Android, Application Security, Malware, Repackaging, Multi-Market
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