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( A Robust DNA Watermarking in Lifting Based 1D DWT Domain )
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A TR = 8% DNA A AR Hoe} GMO(Genetically Modified Organism) A2+ H5E 95t DNA
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Abstract

DNA watermarking have been interested for both the security of private genetic information or huge DNA storage
information and the copyright protection of GMO. Multimedia watermarking has been mainly designed on the basis of
frequency domain, such as DCT, DWT, FMT, and so on, for the robustness and invisibility. But a frequency domain
watermarking for coding DNA sequence has a considerable constraint for embedding the watermark because transform and
inverse transform must be performed without completely changing the amino acid sequence. This paper presents a coding
sequence watermarking on lifting based DWT domain and brings up the availability of frequency domain watermarking for
DNA sequence. From experimental results, we verified that the proposed scheme has the robustness to until a combination
of 10% point mutations, 5% insertion and deletion mutations and also the amino preservation and the security.
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Hrka NES p=3W Uk Abladth web] azel  Azpelth
o] ®3 DNA AY 4 fHula nESE DNA $JErH4e o Ael A% Wolojug, 20
Ny = floor((N—2)/(RNy)). DNA-Crypt A3l = 4 Aot A7IAE WEtE AmBEgth fAeE A &%
F 3 3= tiste] 20 EX AMEtglon, Woe] A stol| Al Agket w HSOHH% 71E el wlske] 37u)
4 R85 95kl WDHOE A3 B4 A% g AF Wolzh wAEh o DWT
ko] il W g oo P EHE BE dEEo] 9
7t ofole A 2EY B 83 Hulad] ojsto] S W] wjFo|t) F Alteh W
E A= E 19 535 DNA Ao gk A<t HE 7|E e gy 54 Z=d shue dEwuia
@ Wdo Heider 3] 43S 10009 w5 Agst  7h A9EE Sl ok, el e aEse] 2l
o] QJEva A, Fo] Ay wale}l ofm|wat W3} oste] YEviart AdlERR, 54 FAdAM ] A}
S Avugith wE AGelA] opueit o] st A Wkl wrk GbHolt Ak wolzh wel
9o Sdgt. 5, F gy BT olmed Adel  ASHE olvlwdt A Wb} glorz AHna
FAHEE AEuaE AYsdenz o= At A,5-9 A sdetth 19 45 AS H(4.3) W
¥ 4 DNA-Crypt <aglgol 9ste] $Jefnias
E 1. Aol AL2E DNA MEE ANG A3t ole] ofnial Azl 9B At
Table 1. Tested DNA sequences. = e heETh e e
Pairwise A2 ¥ ZA¥E HoFH o] A3E Amum,
Test Sequence Gene cg’li Alekst W el 93k 937] Adoe] DNA-Crypt &g
- = r o o Z]E o B 2=
Bacillus subtilis strain PS bal 14070 wo el Wk opidl Ade] AEE 2
beta—glucosidase gene, partial cds 9 P =
Saccharomyces Cerevisiae S288¢ coT2 1584b Heider®] Wiz} Alqkstk Wkt A4 &3 0
Cct2p mRNA, complete cds P _ .
¥ o Abstl ARekr] gakel W Aol A Heider ol
ycoplasma genitalium genotype maoB 2560
91 adhesin gene, partial cds op P A= WDHe 59 whE Abelahod a1, A|eksl Hbg ol A=
Homo sapiens hexosaminidase A B alol=lo] oW Aol Q.3kO T
(alpha polypeptide), MRNA HEXA 1590bp R=31 WM AFQISIYTE DNA A dd A9l &3 &
Homo sapiens angiogenin, 20 A e} 2t}
ribonuclease, RNase A family, 5, ANG 444bp =
transcript variant 1, mRNA i AEe T MFe floor((N=2)/Ny) ol
ol& Mol sk Aokt WA= Ny=4, R=3Y Lﬂ1
E 2. DNAQ ¢7| wWHatg 3 Mg S (ofn|dt Hate 25 g, I MUSY = fEot3H| ER/TEIN ST,
NFR-RE MY NS, Rette) uhE 515
Table 2. Change rate of bases in watermarked DNA sequences and bit capacity (No amino acids were changed. Bit
capacity in codon is [the number of bits / the number of codons], R is the embedding repetition time).
. X‘“ O|_|'g._|' l' 4 (NB’ ) (43) X'H sn_ I' 4 (NB! ) (83) Heider
Organism Lo He o Lo HoH o (WDH(5))
. 7| Hatg 0.580 0.543 0.603 0.580 0.112
B. Subtilis
rel=at 0.081 0.081 0.041 0.122 0.081
S, Cerevisiae 7| Hste 0.630 0.590 0.615 0.594 0.126
' elagt 0.081 0.081 0.040 0.117 0.097
M. Genitalium E7| HatE 0.480 0.410 0.468 0.621 0.109
' SRSE 0.071 0.071 0.035 0.106 0.071
Homo Sapiens (n)—_:|‘7| H,jif% 0.577 0.59% 0.601 0.590 0.121
rel=at 0.083 0.083 0.042 0.125 0.098
Homo Sapiens 7| Hste 0.581 0.5%4 0.628 0.594 0.128
ANG Mol 0.081 0.081 0.041 0.122 0.09%
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Identities = 359/444 (81%), Positives = 388/444 (87%

001 ATGGTGATGGGCCTGGGCGTTCTCCTCCTCGTC TTCGTSC TGGGTCTGEGTCTGACCCCACCGA
R R R RN RN R R N R AR R R R AN A RN R |

001 ATGGTCATGGGCCTAGGCGTACTCCTACTCGTATTTGTACTCGGACTCGGACTCACACCCCCAL

CTCAGGATAACTCCCGGTACACACACTTCCTGACCCAGCACTATGATGCCAAACCACA

e te e resrr b=t r e et e e e e rerrrsrn

AGCCCAGGACAATTCACGATACACTCACTTCCTAMC CCAGCACTATGACGCCAAGCCCCA

SGATGACCGCTACTGTGAATCGATCATGCGGCGCCGGGGCCTGACCTCACCCTGCALL
(R NN N R e RN e e e R R AR R R

[RERRNN
129  GGGCCGAGATGACCGCTACTGCGAATCAATCATGCGCCGACGAGGACTCACATCACCATGTAAG

193 GACATCAACACATTTATTCATGGCAACAAGCGCTCGATCAAGGCCATCTGTGAAAACAAGAATG
N R R R e N R RN R RN N R R RN R RN
193 GACATCAATACATTCATCCATGSAAACARACGATCCATCAAAGCAATCTGCGARAACARAALCG

257 GAAACCCTCACCGCGAAAACCTACGCATATCGAAGTCTTCTTTCCAGGTCACCACTTGCAAGCT
PELE TR0 P b= b= Peeren e berrr= et

257 GAAATCCACACCGAGARRACCTACGAATTTCARAGTCATCCTTCCAGGTAACCACATGCARGCT

321 ACATGGAGGTTCCCCCTGGCCTCCATGCCAGTACCGAGCCACAGCGGGGTTCCGCARCGTTGTT
R R R R R R R R RN R R R R R R A R

321 TCACGGAGGCTCACCCTGGCCCCCATGTCAGTATCGGGCCACAGCCGGGTTTCGAAATGTAGTC

385 GTTGCTTGTGAAAATGGCCTCCCTGTCCACCTCGATCAGTCAATTTTCCGTCGTCCGTAL
PEsT T T e b= b b Peeere b= e

385 GTAGCCTGCGAARACGGACTCCCAGTACACCTTGACCAGTCAATCTTCCGACGTCCGTAA

(a)

Identities = 148/148 (100%)

001 MVMGLGVLLLVFVLGLGLTPPTLAQDNSEYTHFLTOHYDAKPOGRDDRYCESIMERRGLTSPCE
RN R R RN R RN R R R RN RN RRRRE
001 MVMGLGVLLLVFVLGLGLTPPTLACDHSREYTHFLTOHYDAKPOGRDDRYCESIMRRRGLTSFCE
0&5 DINTFIHGNERSIKAICENKNGHFHRENLEISKESSFQVTTCKLHGGSFUPPCOQYRATAGFRIVY
RN R RN R RN R R R R RN RN RN RRRRE
085 DINTFIHGHNERSIKAICENFNGNFHRENLRISESSFOVTTCKLHGGSPUPPCOYRATAGFRIVV
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Identities = 399/444 (90%), Positives = 411/444 (93%)

001 ATGGTGATGGGCCTGGGCGTTTTGTIGTTIGGTCTTCGTGCTGGGTCTGEGTCTGACCCCACCGA
L e e R SR R T Al
001 ATGGTAATGGGACTAGGAGTATTGTTGTTGGTGTTCGTGCTGGGGCTCGGCCTCACCCCCCCTA
065 CCCTGGCTCAGGATAACTCCAGGTACACACACTTCCTGACCCAGCACTATGATGCCARACCACA
O L N e R R AR R R R AR A R )
085 CTCTTGCTCAGGATAACTCCAGTTACACACACTTCCTAACACAGCACTATGATGCAARACCACA

129 GGGCCGGGATGACAGATACTGTGAAAGCATCATGAGEAGACGGGGCCTGACCTCACCCTGCALL
L L R N A R R R R AR
128 GGGGCGGGATGACAGGTACTOTGAAAGCATCATGAGGAGGCGGGGCCTCACCTCCCOCTOOALL

193 GACATCAACACATTTATTCATGGCAACAAGCGCAGCATCAAGGCCATCTGTGARAACAAGAATG
PR W e e e e e e e e
193 GACATCAACACCTTTATTCATGGCARCAAGCGCAGCATCAAGGCCATCTGTGALAACAAGALTG
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O L N R R R A R A N R A R RN
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321 ACATGGAGGTTCCCCCTGGCCTCCATGCCAGTACCGAGCCACAGCGGGGTTCAGARACGTTGTT
s N A e R R I A RN R R AR Y

321 ACATGGAGGATCCCCCTGGCCCCCCTGCCAGTACCGCGCTACTGCTGGTTTCAGALACGTTGTT

385 GTTGCTTGTGAAAATGGCTTACCTGTCCACTTGGATCAGTCAATTTTCCGTCGTCCGTAL
L e R R R A A RY

385 GTTGCTTGTGAAAATGGTTTTCCGGTGCACTTGGATCAGTCAATTTTCCGGCGGCCGTAL
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Identities = 148/148 (100%)
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Fig. 5.

Pairwsie alignment using original coding ANG sequence; (a) watermarked sequence and (c) amino acid sequence

by proposed H band (4,3) scheme, (b) watermarked sequence and (d) amino acid sequence by DNA-Crypt

algorithm.
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