Analysis on National Economic Loss of Cyber Attack: Voice Phishing Case
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ABSTRACT

Voice phishing against the old or weak persons have used the methods which are social engineering in the object and financial structure
and function. Until recently Voice phishing from Chaina caused economic devastation and the economic loss by phishing grows with the
South Koreans in the whole. Korean government and public organizations involved have been strengthening protection system and a financial
security devices. But it is not easy to verify how much effects of security measures are. In this paper I will study the economic loss caused by
voice phishing and potential economic effects of security measures and security device reinforcements of the Republic of Korea. Direct costs
are reported about 100 million dollars and potential economic effects of voice phinshing secure measures may be around 320 million dollars.
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Table. 1 Electronic financial transactions(data:
Financial Supervisory Service)
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Fig. 2 Voice Phishing Types Ratios
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Table. 3 Hacking and Malware Damage Report
(data: KISA)
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Fig. 3 World Phishing Attacks in Recent 3 Years
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