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Protection domains to provide security

6,125,447 in a computer system 1997
2| 6,192,476 | Controlling access to a resource 1997
3 | 5966702 Method and apparatus for pre— 1997

processing and packaging class files

System and method for dynamic
preloading of classes through memory 2003
space cloning of a master runtime
system process

4| 7,426,720

Method and apparatus for resolving 1999

5| RE38104 data references in generated code

Interpreting functions utilizing a hybrid of 2002

6 6,910,205 virtual and native machine instructions

Method and system for performing 1998

7| 6061520 | g iic nitialization
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aiojo| ol Protection domains to provide security in a
ST SC | computer system
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. determination  is determination takes into account the sources of the
Recciue cless assigned 1o a protec code on the call ipal at the time the

tion domain based
on the source from

which the code is
g @ | received. The pro
Estebish srotection

tection domain esta

Is a protestion
darmain creatad
for class

428

Estabiist: mapping of ciass

plishes the permiss
jons that apply to

fo protection domain?

the code. In embo
diments where the code to be executed by the
computer belongs to-object classes, an association
is establisned between the protection domains and
the classes of objects: When an object requests an
action, a-determination is made as o whether the
action is permitted based on the class to which the
object belongs and the association between classes
and protection domains,
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durce of the code
time, so will the
, when a reguest

access Is desired, Because
on the call stack wil vary ¢
acoess rights of ihe principel. T
for an action is made by a thread, a determination is
made- of vvhetherf,the action' thorized based on
permissions associated with: routines in a calling
hierarchy associated with the ;ith:read. The deter
mination of whether a request is authorized is based
ona determinatiﬁon’, of whether at least one permi

When a routing in the calling hierarchy is privileged,
the determination-of whéthek an action is authorized
is made by determining whether at least one
permission associated with each routine between
and including the privileged routine and 2 second
routine in the calling hierarchy §encompasses the

284 39 | Controling access to & resource permission required to perform the requested action,
EHHS 988431
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D) ZE3t7| st A method and apparatus for p%’emrocessing and
- U 2 AJAE packaging class files. Embediments remove
= A method duplicate information elements from a set of class

and system are

provided  for
determining whether a principal (e.g. a thread) may
access a particular resource. According to one

files to reduce the size of individual class files and to
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aspect of the. invention, the. access authorization 20110026

December _2011 43



olumn

prevent redundant

I o resolution of the

i mrmwmuwumﬁmmm RN CLASNS 1 I/

L READ AND PARSE ALL CHLASSES (N 5 }/
« . information elements,
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COWW VR;‘VOR\’ R€Q&'\REMEN’Y5FOR EA‘»H Cu&.i i
vance for the set of

classes as g whole
s '“‘kmw”‘ o to reduce the com
it plexity of memory
allocation when the
“set of classes are

@“;":f‘:;u: w

loaded. - The- class: files are stored-in-a single
- package ‘for efficient storage, transter and
processing as a unit, in an embodiment, a pre—
© processor examines each class file in a set of class
files to locate duplicate information in the form of
~ redundant constants contained in a constant pool.
- The duplicate constant is placed in a separate
-~ shared table, and all occurrences of the constant are
- removed from the respective constant pools of the
- individual class files. During pre—processing,
- memory allocation requirements are determined for

each class file, and used to. determine a total

~ allocation requirement for the set of class files. The
shared table, the memory allocation reguirements
and the reduced class files are packaged as a unit
in a multi~class file.
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_ | System and method for dynamic preloading of
B3 | classes through memory space cloning of a master
runtime system process

E3HE 745023
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M FMHEREHS
IPC GOBF9/45 S
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< N , ‘A system and
method for dynamic
A 1T N ; l g f
e s e | preloading 0
S -:Z"N 1 classes through me
:;:w 1= mory space cloning
1) E—

of a master runtime
system process is

presented. A mas
ter runtime system process is executed. A
representation of at least one class is obtained from
a source- definition: provided ‘as ‘object—oriented
program code.The:r,epresehtaﬁ s interpreted and
instentiated as a class definition in & memory space
of the master runtime system process. The memory
space is cloned asy ka child: runtime system process
responsive 10 a process requeét and the child
runtime system process is. executed, inheriting the
memory state of the parent, vvhich reflects the data
structures and state correspondmg o the preloaded
classes,
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utojo| oix] Method and apparatus for resolving data references

in generated code
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source program code, and an interpreter for
interpreting the “compiled” code, is provided to a
computer system, The compiler comprises a code
generator that generates code in intermediate form
with data references made on a symbolic basis, The

Oracle Vs, Google S5{=M

function are provided,
A portion of the virtual
machine instructions
of the function are
compiled into native

ot

interpreter comprises a main interpretation routine, AT machine instructions
and two data reference handling routines, a dynamic Sl so that the function
field reference routine for handling symbolic \ e i includes both virtual

references, and a static field reference routine for
handling numeric references. The dynamic field
reference routine, when invoked, resolves a
symbolic reference and rewrites the symbolic
reference into a numeric reference, After re—writing,
the dynamic field reference routine returns to the
main interpretation routine without advancing
program execution to the next instruction, thereby
allowing the rewritten instruction with numeric
reference to be reexecuted, The static field
reference routine, when invoked, obtain data for the

and native machine
instructions,
Execution of the nafive machine instructions may be
accomplished by overwriting a virtual machine
instruction of the function with.a virtual machine
instruction that specifies execution of the native
machine instructions, Additionaﬂy, the original virtual
machine instruction may be stored so that the original
virtual machine instructions can be regenerated,

NO.7 US6061520

program from a data object based on the numeric E‘E:;ﬂ%:} Method and system for9 Zze;g)zrmlng static initialization
reference, After obtaining data, the static field 29 1998.04.07 Z90] Sun Microsystems
reference routine advances program execution to oM QMRS
the next instruction before returning to the IPC ‘ GOBF3/00 37EHS J
interpretation routine. The main interpretation routine
selectively invokes the two data reference handling (asonzed olzZ0|& HNeR X7
routines depending on whether the data reference in \om?'??'“cﬁs@ Flaf e 3tat7| I8t 7t M
an interaction in a symbolic or a numeric reference. [wx S ;";Z:"‘_} _ of Qs Aldl F=o 2
—T ) S HANEREN BH
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, , - , , PN 200
Bl B | ine euctone e o Vel ene e | zennee e
EHHS 194040 r““;“.,‘w;;co?}, I The disclosed sys
Y 2002.07.12 Fyaid! Sun Microsystems e tem. represents an
oMY SNHFIMS y improvement over con
IPC GOBFY/45 S | T ventional systems for
7158 95t 7HA Al 00| AlSH A2 Z7IA|7| e initializing static arrays
7| Y5t A|AE) 2 HhA by reducing the amount
Systems and methods for increasing the of code executed by the virtual machine to statically
execution speed of virtual machine instructions for a initialize an array. To realize this reduction, when
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