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A Technique to Apply Inlining for Code Obfuscation
based on Genetic Algorithm*

Jung-I1 Kim** - Eun-Joo Lee™**

B Abstract &

Code obfuscation is a technique that protects the abstract data contained in a program from malicious reverse
engineering and various obfuscation methods have been proposed for obfuscating intention. As the abstract data of
control flow about programs is important to clearly understand whole program, many control flow obfuscation
transformations have been introduced. Generally, inlining is a compiler optimization which improves the performance
of programs by reducing the overhead of calling invocation. In code obfuscation, inlining is used to protect the abstract
data of control flow. In this paper, we define new control flow complexity metric based on entropy theory and N-Scope
metric, and then apply genetic algorithm to obtain optimal inlining results, based on the defined metric.

Keyword : Code Obfuscation, Genetic Algorithm, Inline, Complexity Metric
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