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Design of an Authentication System Based on
Personal Identity Verification Card
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ABSTRACT

Electronic identity (e-ID) card based on smartcard is a representative identity credential for on-line
and off-line personal identification. The e~ID card can store the personal identity information securely,
so that the information can be accessed fast, automated identity verification and used to determine the
cardholder’s authorization to access protected resources. Due to such features of an e-ID card, the number
of government organizations and corporate enterprises that consider using e-ID card for identity
management is increasing. In this paper, we present an authentication framework for access control
system using e-ID cards by discussing the threat environment and security requirement against e-ID
card. Specifically, to accomplish our purpose, we consider the Personal Identity Verification system as
our target model.
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