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Abstract

The increasing ubiquity of wireless networks and
decreasing cost of hardware is fueling a proliferation of
mobile devices. These devices are enabling a new
revolution in mobile technology, not only running locally on
them, but running on cloud as a service as well, From web
browsing, email, or video conferencing, presentations to
movie and music entertainment or games, multimedia
applications, mobile cloud enables providing such diverse
applications, Many technologies have been designed to
address the limited hardware and performance in thin client
PC. However, with the assorted network and graphic
condition, those proposed technologies is obligated to alter
aim to adapt mobile cloud. In this paper, we provide a
survey of client technology on a Server that can be sufficed
the requirements of Mobile Cloud, We also analyze each
technology and classify with its individual difficulties and
challenges,

1. Introduction

According with the development of cloud computing,
mobile devices is growing overwhelmingly, The mobile

devices are including wireless Personal Digital Assistant

(PDA), mobile phone, smartphone (integrated PDA with
mobile phone), tablet, etc. These devices are enabling new
forms of mobile computing and communication, named
Mobile Cloud Computing (MCC). MCC is emerging as one
the most important branches of cloud computing, and is still
in its infancy MCC is defined as cloud computing extended
by mobility and a new ad-hoc infrastructure based on
mobile devices, In essence, mobile users are provided with
data storage and processing services on a cloud computing
platform rather than on the mobile devices themselves,
From a simple perspective, MCC can be thought of as
infrastructure where data processing could happen outside
of the mobile device, enabling deliver applications similar to
what is found in traditional desktop computing
environments with any platforms and operation system,
including web browsing, email, video conferencing,
presentations, movie, music entertainment, (2D or 3D)
games and multimedia applications.

Nowadays, the rapid development of MCC promotes the
investigation of thin client (remote control) technology.
Using thin client system, users are able to remotely control
other computers (servers) and delegate actual information
processing to them, Thus, thin client technology provides a
powerful way to break the barrier between diverse
applications and insufficient local hardware/software
environment, For example, a mobile device with thin client

system permits its user to use the applications running on
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different mobile platforms (Android, iOS, and so on) or PC
platforms (Windows, Linux, and so on),

Thin Client technology is expressed by two vital elements:
Remote Control and Platform Isolation technology, Firstly,
Remote Control technology is the essential communication
method between clients and server, It is defined as a
client/server technology that decouples a computer from the
mobile devices used to access and interact with it, in
patticular its monitor, speakers, keyboard, mouse and uses
the network to provide a communication channel between
mobile devices and the computer (Fig. 1). In this
architecture, the Audio/Video (A/V) output from server
would not be delivered to locally attached devices (as
monitor and speaker), but redirected over the network to a
client to be displayed. Secondly, Platform Isolation
technology is the fundamental structure to support multi-
users on one server, This technology grants permission one
server which enables providing separated service based on
creating sessions for multi-users, For each user, server
isolates resources (input/output) and delivers output
(video/audio) to user through the corresponding session,

In this paper, we survey two above technologies in Section
2 and 3, respectively, We then suggest the difficulties and
challenges for each technology in Section 4. Finally, we give

some conclusions in Section 5,
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(Figure 1) Remote Control Architecture
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II. Remote Control Technology

A remote control system decouples a server from the
mobile devices used to interact with it, In particular, the
monitor, speaker keyboard, and mouse no longer need to
be directly attached to the physical ports in the server in
order to interact with it, Instead, a communication channel
is provided between these mobile devices and the server via
network connection, A/V output from the server, which
would normally be sent to the local video hardware, is
instead intercepted and redirected over the network to a
client, Similarly, in response to the user interacting with the
desktop at the client, input events are generated and sent
back to the server, The client and server use a remote
control protocol for this back and forth communication,

The remote control technology can be categorized into
three distinctive groups based on three layers as (Fig. 2
Yshows, This three layer model was first proposed by
R.Baratto in his Ph,D, thesis [2]. The original version
demonstrates only the display pipeline while we extend the
same concept to the audio/input pipeline as well. There
exists three interceptions points in the pipeline : (1)
between the applications and the device independent layer,
(2) between the device independent layer and the device
dependent layer, and (3) between the device dependent
layer and the hardware layer, To utilize them, the server side
must be able handle the application/OS interfaces, the

device drivers and the hardware frame buffer, respectively,

At application/OS layer (1), Remote Desktop Protocol
(RDP) [1] is a typical protocol developed by Microsoft,
which concerns providing a user with a graphical interface
to another computer, RDP clients exist for most versions of
Microsoft Windows (including Windows Mobile), Linux,
Unix, Mac OS X, Android, and other modern operating
systems, The advantage of interception at layer 1 is no

trouble to isolate data for each application that is beneficial
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(Figure 2) Remote Control Layer

way to support multi-users with multi-applications,
Nevertheless, the server must work with Microsoft Windows
OS environment which support RDP protocol, Besides,
using suitable OS and hardware processing capability are
reqquired on client side,

At device driver layer (2), THINC uses its virtual device
driver to intercept display output in an application and OS
agnostic manner [2]. Then server uses that library to convert
video/audio to other format and delivery to client, It
efficiently translates high-level application display requests
to low-level protocol primitives and achieves efficient
network usage. Consequently, client s graphic hardware
processing capability is mandatory to translate from data to
raw video/audio data aim to display on screen,

At hardware frame buffer layer (3), VNC uses the RFB
protocol [3] to remotely control another computer [4], The
benefit of layer 3 interception is that server only delivers the
graphical screen (raw data) to the client. Accordingly, client
only need to open this raw data without supporting

hardware else. However, the big size of raw data causes

flooding the bandwidth network, In addition, audio output
from all applications is mixed stream, thus it is impossible to
isolate audio from each application; this feature supports
multi-users connecting to one server, There are some papers
that improve VNC for real-time A/V supporting. In [5], a
hybrid protocol was proposed to handle multimedia
streaming and interactive gaming applications, [10] describes
an extension of VNC for effective real-time collaboration
through internet, 6] is the new version of VNC enhances
video remote display efficiently, Integrating RTP protocol to
VNC to provide real-time audio and video transmission for

multimedia applications is also presented in [11] [12].
11l. Platform Isolation Technology

As Section 2 concerns how client/server can communicate
together, then in this Section, we focus on the platform
isolation technology on server and client (or Virtualization
Technology). This technology enables one server
supporting many users through separating data section for
every user.

A virtual machine (VM) [13] is a tightly isolated software
container that can run its own operating systems and
applications as if it were a physical computer, A virtual
machine behaves exactly like a physical computer and
contains it own virtual (i,e, software-based) CPU, RAM hard
disk and network interface card (NIC). The essential
advantage of VM is multiple OS environments can co-exist
on the same computer, in strong isolation from each other,
While virtual machines can share the physical resources of a
single computer, they remain completely isolated from each
other as if they were separate physical machines. If, for
example, there are four virtual machines on a single
physical server and one of the virtual machines crashes, the
other three virtual machines remain available, However, the

disadvantage characteristic of a virtual machine is that the
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software running inside is limited to the resources and
abstractions provided by the virtual machine, This drawback
limits the number of users connect to platform server, For
instance, to support one mobile device, server has to create
one instance with Windows XP operation system, This
modern OS wastes CPU and memory usages because of
some useless functions for mobile devices, To optimize OS
for mobile device, an Android OS that supports for PC [7]
has proposed named as Android-x86. This OS releases the
useless system resources from traditional OS (as Windows
2000 or XP) to adapt for mobile devices, Thus, it can
SUpPPOIt MOre Users On one server,

The other virtualization technology that supports remote
control for multi-users is named as cross-layer isolation
technology. (Fig. 3) shows the detail information of cross-
layer isolation and the VM based isolation, Unlike the VM
based isolation in which the hypervisor takes the
responsibility to divide and manage the hardware resources,
the cross-layer technique has three isolation components
deployed between the user sessions and the remote server,
The reason we choose the name “cross-layer’ is that the
audio isolation, the video isolation and the input isolation
are implemented in different layers. To isolate the graphical
output of one user session from others, the server assigns a
non-overlapping rectangle area for each user session, While
hooking the whole screen information from the hardware
frame buffer, the server can easily extract any user session
from the picture by using the coordinates of the
corresponding rectangle, Then using RFB protocol (3], the
updates are distributed to the users continuously,

The audio isolation utilizes device driver interception, Prior
to the audio signals from multiple user sessions are mixed,
the server hooks them and sends to the corresponding
clients, On one hand, it is very hard to extract one session’ s
audio information from a mixed audio signal retrieved from
hardware frame buffer; on the other hand, the mobile
clients are able to provide the hardware processing

capability for audio, RTP (Real-time Transport Protocol) is
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adopted as the protocol for audio transmission [8].

Unlike video and audio isolation, the input isolation
intercepts on the client side and performs the actual input
on the server side, The input isolation on server side needs
the APIs of server OS, Taking our implementation on
Microsoft Window XP as an example, the input isolation
module requires the handle of each user session, The user
inputs are managed by a multi-queue system, When the
server wants to perform a user input, it first activates the
corresponding session using the handle, and then simulates

the mouse or keyboard event,

Cross-ayer Three Possible VM based
Isolation Interception Points Isolation

]
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(Figure 3) Cross—tayer vs. VM based isolation

1V. Research Challenge

In this Section, we measured the performance on the set of
physical machines with the following hardware and
software environment with hardware environment (Intel
Pentium Dual-Core CPU E5500 2.80GHz, Physical Memory
2.00 GB + Virtual Memory 4.00 GB, graphic card Nvidia
GeForce 9300 GS (256MB) and network: 100Mbps) and
software environment (MS Windows XP Professional 32bit
SP3 + Windows 7 (for Benchmark test), VMware
Workstation 6.5.1, Oracle VM Virtual Box Ver 4,1 (for
Android OS), i-bench Benchmark tool,
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A. Remote Control Technology

As describing in Section 2, we measured the A/V
performance of VNC (RealVNC [4] and UltraVNC [0]), RDP
(for Windows 7) [1]. We also inherit the result of ThinC [2]
based on the rate between VNC and ThinC, By capturing
network traffic with packet monitor and using a variant of
slow motion benchmarking tailored for multimedia
applications [14], we are able to measure the A/V data size
and A/V quality for each technology. We Compared the
quality of video through LAN and WAN network. ThinC and
RDP is efficient way through LAN and WAN, however,
ThinC requires hardware (graphic card) in client side while
RDP is developed by Microsoft and not allow to open 3D
graphic functions when we play 3D game, Thus, these two
ways are not satisfied with mobile devices for playing 3D
applications. Contrarily, VNC technology can support
displaying when playing 3D games or other applications, It
is a new challenging issue to develop future cloud
applications and services.

Ultra VNC presents the good quality A/V in LAN network,
but not well in WAN because of data packets loss through
transmission, We measured in two modes: normal motion
and slow motion. Slow motion presents full video data that
transmits through network; it is implemented by sending
frame by frame in lohg enough time so that the frame is not
lost through network, Normal motion shows the actual
video data sending from server to dient through network,
RDP shows the balanced data size via LAN and WAN but
the speed of video slow down gradually, Comparing with
RDP, Ultra VNC and ThinC transmit more data packets
while similar in LAN environment, Because of delivering
raw data buffer frame, thus the size of packet is larger than
data from other layers, Large amount transferring data may
affect to the real time applications, and occupy more storage
in mobile devices which have limited resources. One
possible method to reduce frame packet size is using other
video format as Motion JPEG (MJPEG) [15]. MJPEG uses a

loss form of intra-frame compression based on the discrete

cosine transform (DCT). This mathematical operation
converts each frame/field of the video source from the time
domain into the frequency, Although the bitrates of Motion
JPEG is lower than uncompressed video, it is much higher
than that of video formats which use inter-frame motion
compensation such as MPEG-1, Thus, reducing data size
transmission is the one of challenging issues in Mobile
Cloud,

The other difficulty is audio support in VNC, The current
VNC version does not enable providing audio because of
network bandwidth issue, Thus, enabling audio for VNC

client via RTP protocol is the other challenging issue.

B. Platform Isolation Technology

As we mentioned, to carry multi-users on one server,
platform isolation technology should be applied through
two kinds of platform: cross layer isolation and VM-based
isolation, We chose “Video Player” as the testing application
since multiple “Video Player’ sessions can be supported by
both isolation approaches. We used only one physical
machine and increased the number of sessions from 1 to 5.
In case of VM isolation, we created VM images using the

following settings :

» Hardware setting : Share the CPU, graphic card,
network of physical machine, Physical memory 512Mb,
Virtual memory 768Mb.

» Software environment : MS Windows XP Professional
32hit SP3, Android OS for PC [7), RFB protocol,

We observed that the resource consumption for each
isolation approach as follows, The cross-layer isolation
performs much better than the Windows-VM isolation with
respect to CPU and Memoty consumption, Before the CPU
usage reach 100%, the cross-layer isolation can support
maximally 4 sessions while the VM based isolation can only
support 2 sessions at most, After that, since both approaches

crashed, we could not get any available data from the
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monitor software, As suggested in [9], the adoption of VM
will degrade the CPU capacity from 10% to 25% regarding
Fixed-point or Floating point benchmark, In our scenario,
the observation of CPU degradation was even more than
that since the tasks assigned to the VMs were more complex
than Fixed-point or Floating point benchmark, The memory
consumption of cross-layer isolation also shows the
efficiency. The memory consumption of Windows-VM
isolation, on the other hand, was predefined when the VM
was created, However, as the VMs had guest OSs and
remote servers, consuming more memory were inevitable,
In order to improve Windows-VM isolation, the lightweight
OS should be applied to minimize resource (CPU and
memory) for every session. Android OS for PC is an
example for developing Android services, Although the
resource can be minimized considerably, especially in web-
browser applications; but it occupies CPU (over 50% for one
session) as playing lightweight game, This is one of
disadvantages of this way, thus researchers able to follow
this trend to create the own efficient session for each client,
According the early explanation, unlike VM-based
isolation, cross-layer isolation can support maximally 4
sessions that presents more efficient than Windows-VM
isofation, However, cross-layer isolation meets the difficulty
in separating audio/video, input (mouse/keyboard) per-
application as running multi-users with multi-applications,
enabling the new issues in mobile cloud, The isolation of
display can be achieved by using frame buffer hooking with
non-overlapping window placement, After hooking the
whole screen from the frame buffer of graphic card, the
server extracts the unique window area for each
corresponding thin client user and delivers the information
through certain remote display protocol, The isolation of
audio is done by device driver hooking, Since the audio
signals from different applications have not been mixed at
device driver layer, the server is able to send them to
corresponding users separately, A multi-queue component

is applied to receive and isolate the input events hooked
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from clients, To enforce an input, the server first activates
the corresponding application, and then simulates the event
locally, Integrating remote display, audio play and input
functionalities with isolation technology becomes

challenging issues to support multi-users on one server,

V. Conclusion

This paper presented client technology on the server for
mobile cloud included remote control technology and
platform isolation technology. With the rapidly growth of
cloud computing and increasing of mobile devices, mobile
cloud is predicted as an augmenting market, Thus, the
current difficulties that we mentioned need to overcome aim
to construct a new infrastructure for mobile cloud.
According to those difficulties, some challenging issues
could be listed as follows:

* Supporting 3D graphic feature in thin client technology

* Reducing data size transmission over network

» Enabling audio for VNC client via RTP protocol

» Optimizing resource for VM-based isolation

« Integrating remote display, audio play and input

functionalities isolation technology

Depend on each technology, researchers can find the
individual way to build up more and more useful mobile

cloud services,
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