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Hae-won Park* - Kyung-wook Shin**

T 7 S YKATS)H =4 5317 TISOMEC) ) 28 E5 o2 A€ 293 ¢

HAAY 4525 Fo]E AA st HIGHT 4 18] 52 USN, RFIDS 28 frul A e 2 84 o 2§82 E 7
W5joon 128 WE vhAE 718 ALEetd (4 HE HES 4 HE QEFOR TE I HOT WY AU
B AN 7EE A8 H5s 2 BF3E 9% ke WE B2 7] AAEH 9 Frdof Ade] FHHEE
AAE HH8et ) 0.35-m CMOS 3 Al glo] B8 2| & o] 43 §H4 4 3, HIGHT64 & 3226 AlOJER T

g5 o, 80-Mk@2.5-VE 523l 150-Mbps2] A58 2t Ao 2 7t A

o i
o e

ABSTRACT

This paper describes a design of area-efficient/low-power cryptographic processor for HIGHT block cipher algorithm, which was approved
as standard of cryptographic algorithm by KATS(Korean Agency for Technology and Standards) and ISO/IEC. The HIGHT algorithm, which
is suitable for ubiquitous computing devices such as a sensor in USN or a RFID tag, encrypts a 64-bit data block with a 128-bit cipher key to
make a 64-bit cipher text, and vice versa. For area-efficient and low-power implementation, we optimize round transform block and key
scheduler to share hardware resources for encryption and decryption. The HIGHT64 core synthesized using a 0.35-ym CMOS cell library
consists of 3,226 gates, and the estimated throughput is 150-Mbps with 80-MHz@2.5-V clock.
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Fig. 1. HIGHT algorithm structure

HightEncryption(P,MK) {
KeySchedule(MK, WX ,SK);
HightEncryption(P,WK,SK) {

Initial Transformation( ) {
X BB WE; X, ,—FHOWA;
Xy By WG X, e B WS

KXoy =P X3Py Xy, <P X< Py )

FOR i=1 TO 31 {
RoundTransformation( ) {
X=X, @ (X ) BK,_;
Xip X _ IIE[F( ,710)@51(;; 4]'

X=X _ 1;@[ (X 12)555]‘;; ;}'
XX 158 [F 14)@51(1, z]
X=X _10 X:3<7‘X’17127
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R32Transformation( ) {

Ko Xy 1 D [F'l (X:;l.o)@S]{l‘zzz];
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FinalTransformation( ) {

G Xya g BWE; G—X,, , B WE;
GeXp BWEG GeX,, (D WK,
Xy GeXypys

GeXy53 GeXpors |

38 2 HIGHT &% 212|52| pseudo code

Fig. 2. Pseudo code of HIGHT encryption algorithm
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KeySchedule(MK,WK,SK) {
WhiteningKeyGeneration( ) {
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}
SubKeyGeneration( ) {

i+ 125
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Fig. 4. Pseudo code of key scheduler
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Fig. 9. En_RanGen block
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Fig. 10. Functional verification results of HIGHT64 core
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Fig. 11. FPGA verification result of HIGHT64 core
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