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A New Defense against DDoS Attacks using Reputation
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ABSTRACT

The DDoS attacks which are increasing recently must have many zombie PCs before attacking targeted systems by attacker. A zombie PC
is infected by attacker’s malignant code and may be operated by the hisfher special malicious purposes. But most users generally don’t know
that their PCs are infected and used as zombies by illegal activities covertly. In this papet, we propose a new scheme that decreases vulnerable
PCs and isolates them from Internet before being zombie PCs. The proposed scheme point the reputations of connected PCs and decide
whether their Internet connections are keeping continuously or not. Also We show the figures how to infect susceptable PCs to zombie PCs,
and analyze the decrease effects of DDoS attacks adapted by the proposed scheme with various experiments.
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