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A Location based Two-Factor L-OTP Protocol
Seo, Hwa-Jeong" - Kim, Ho-Won™

ABSTRACT

After releasing the smart phone equipping the strong computational capability compared to traditional mobil phone, a field of services,
which is available on the personal computers, is expanded to smart phone. The development of technology reduces the limited service
utilization on time and space but it has a venerability exposing an information to malicious user. Especially we need to more attention
when using the financial services which communicate the user’s private information. To solve the security problem, OTP(One Time Pad),
which uses a private key for a session, is recommended. OTP techniques in smart phone having focused on traditional environments have
been proposed and implemented. However, security over mobile environments is more vulnerable to attack and has restriction on resources
than traditional system. For this reason, definition of proper conceptual OTP on smart phone is required.

In the paper, we present the L-OTP(Location-OTP) protocol, using T-OTP(Time One Time Pad) technique with location information.
Proposal generates the OTP using unique location information which is obtained in smart phone.
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