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A Study on Spam Document Classification Method using Characteristics

of Keyword Repetition
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ABSTRACT

In Web environment, a flood of spam causes serious social problems such as personal information leak, monetary loss from fishing and

distribution of harmful contents.

Moreover, types and techniques of spam distribution which must be controlled are varying as days go

by. The learning based spam classification method using Bag-of-Words model is the most widely used method until now. However, this

method is vulnerable to anti-spam avoidance techniques, which recent spams commonly have, because it classifies spam documents

utilizing only keyword occurrence information from classification model training process.

In this paper, we propose a spam document detection method using a characteristic of repeating words occurring in spam documents as

a solution of anti—spam avoidance techniques. Recently, most spam documents have a trend of repeating key phrases that are designed to
spread, and this trend can be used as a measure in classifying spam documents. In this paper, we define six variables, which represent a

characteristic of word repetition, and use those variables as a feature set for constructing a classification model. The effectiveness of

proposed method is evaluated by an experiment with blog posts and E-mail data.
method outperforms other approaches.

Keywords : Spam Filtering, Spam, Spamdexing, Term Spamming, Word Repetition
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