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Abstract

After the 9.11 terror attack, lawful Interception (LI) has emerged as an important tool for
anti-terrorist activity. Law enforcement agents and administrative government bodies
effectively monitor suspicious target users of permanent IP-based network devices by LI in
Packet Data Networks (PDNs). However, it is difficult to perform LI in monitoring migrating
users from a location to another, who change their IPs due to the proliferation of portable
Internet devices enabling 3G IP Multimedia Subsystems (IMS). The existing, manual
handover technique in 3G IMS makes it even more difficult to continue the LI activities due to
time-lag reissuance of LI authority warrants when the target users move to a new LI
jurisdiction via a roaming service. Our proposed model is a seamless LI handover mechanism
in 3G IMS to support mobility detection of the target users. The LI warrants are transferred to
the new LI agent automatically with the target users when they move to a new LI jurisdiction.
Thus, time-lag human intervention of reissuance of the LI warrants is removed and enables the
LI authorities to continue monitoring. In the simulation of our proposed mechanism, the
quality of lawful interception achieves a mean score of over 97.5% out of the possible 100%
maximum score, whereas the quality of the existing mechanism has a mean score of 22.725%.
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1. Introduction

Lawful Interception (LI) has emerged as a tool for anti-terrorist activity after the 9.11 attack.
LI is the legal interception of telecommunication conducted by law enforcement agents and
administrative government bodies, local or federal, to monitor suspicious target users (e.g.
terror suspects and specific criminals); thus, auditing the targets. The execution of a LI is
allowed only when a competent authority authorizes such an activity [1]. Regardless of proper
legal authority, it is impossible to intercept a specific telecommunication without cooperation
from a network operator, a service provider, and an access provider. Under conventional
networks, including wired and 3G cellular networks, a lawfully authorized body grants an LI
authority in the form of a lawful order [2].

The European Telecommunications Standard Institute (ETSI) set forth most of the existing
standards in Europe, while the Communication Assistance for Law Enforcement (CALEA) is
making progress in the U.S.A. CALEA defines the responsibilities of Communications
Service Providers (CSPs) to facilitate lawful electronic surveillance. The existing international
L1 standards focus on how to design the handover interface of the LI-related information [1][3].
These LI architecture standards have been used in wired and wireless network settings [4]. The
IP Multimedia Subsystem (IMS) is an architectural framework to deliver Internet Protocol (IP)
multimedia services. 3G is a generation of standards for mobile phones and mobile
telecommunications services fulfilling specifications of the International Telecommunication
Union (ITU).

It is quite a challenge to perform LI under 3G networks-based IMS (3G IMS) that focuses
on mobility-supported environments with merging cellular networks and the Internet. Unlike
the LI in independent wired networks or cellular networks, the target users move from one
location to another with session and IP mobility, while they are using the proliferate portable
Internet devices enabling 3G IP Multimedia Subsystem (IMS). Especially, it is more
challenging to perform LI when the target users move to a new LI jurisdiction via a roaming
service. In the existing LI handover mechanism in 3G IMS, an LI authority warrant needs to be
reissued manually via manual handover between the law enforcement agency and the LI agent
concerned. This results in delayed and discontinued LI due to this manual human intervention
for handover.

In 3G IMS, our proposed mechanism supports the detection of the mobile LI user who
moves to another network area. The LI warrants are transferred to a new LI jurisdiction
automatically. The main feature of our approach enables the LI authorities continuously to
handover to the new LI agent without human intervention reissuing the LI warrants. The
detailed mechanism is explained in Fig. 1.

In the existing, manual LI handover mechanism, the LI authority (LEA) should re-issue the
LI authorization warrant manually when a targeted user moves to other 3G IMS environments
of a new LI jurisdiction via a roaming service. In Fig. 1(a), for example, LEA issues the
warrant of LI authorization to the LI agent (i.e., ©—@—@®) and the LEA re-issues the LI
authority warrant to the new LI agent when the targeted user moves to another LI jurisdiction
(i.e, OD—>®—0©).

However, our proposed seamless handover transfers the LI authorization warrant with the
mobile target user from the old LI agent to the new LI agent when the user moves to another L1
jurisdiction (D—@—®@—@ in Fig. 1 (b)). Thus, we removed the time-lag of the manual LI

authorization process (i.e., ®—>®—® in Fig. 1 (a)). In addition, the proposed LI mechanism
enables continuance of LI activities without stopping. Accordingly, our proposed mechanism


http://en.wikipedia.org/wiki/Mobile_phone
http://en.wikipedia.org/wiki/Mobile_telecommunications
http://en.wikipedia.org/wiki/Mobile_telecommunications
http://en.wikipedia.org/wiki/International_Telecommunication_Union
http://en.wikipedia.org/wiki/International_Telecommunication_Union

KSII TRANSACTIONS ON INTERNET AND INFORMATION SYSTEMS VOL. 5, NO. 7, July 2011 1331

has the following advantages:

* Transferring the LI authority automatically guarantees the LI quality (i.e., QoS) of the
target user. That is, LI of the target user is operated continuously without time delay, since
there is no human intervention.

* Our mechanism supports seamless LI handover without reference to the number of the LI
target user

* Horizontal (seamless) handover of the LI authority enables removal of unnecessary
processes of vertical LI authority and unnecessary maintenance work under the
management of LEA. This improves the LI productivity of LEA.

TR TS T LEMF @ LEA
LEA )
® ‘ LEMF \ F_@’ _@ > @ \?_ -------- >
N . A N
Authori / AN
Authority ,7’ ’ > \\\ ty// @
G NN(H) S ® N
Delivery \Delivery Dellvt_ery Dellv_ery
Function Function Function Function
A i 4 ®| © ccam | CcC&R
® I@CC&IRI ON | CC&IRI NG
v L v ® i
)Authori IRI
LI Agent LI Agent LI Agent uthority & LI Agent
@, @, @: Deliver LI Authority @, ®, ®: Deliver CC and IRI —> Ll AuthorizationPath: @ > @ > @ —> @
@, ®, @: Deliver LI Authority @), @, @: Deliver CC and IRI --> CCand IRI DeliveryPath: ® — ® — @), O

(a) Manual (vertical) LI handover [existing one] (b) Seamless (horizontal) LI handover [proposed]

Fig. 1. Comparison of (a) existing LI handover and (b) seamless L1 handover

The remainder of this paper is organized as follows. Section 2 describes the background and
related work for LI handover. Section 3 explains the proposed seamless LI mechanism in 3G
IMS. Section 4 presents the simulation results using Qualnet to compare the LI performance of
the proposed mechanism. Section 5 concludes this paper.

2. Background and Related Work

2.1 Existing LI Architectures for Wireless Networks

ETSI and CALEA standards deem that L1 domains fall into two categories: wired and wireless
networks. A generic architecture is proposed to intercept wired and wireless networks via
access to the Public Switched Telephone Network (PSTN) [6][7][8][18]. Other suggestions
for LI architectures for VolP are capable of capturing IP-based voice communications
[9][10][14]. Two models are proposed in [10][11]: the Session Initiation Protocol (SIP)-based
model, and the distribution system for LI on IP telephony networks, respectively. These
architectures, however, mainly address permanent IP-based networks. In [12], a new LI
architecture is proposed for 3G wireless networks. This new model enables a law enforcement
agency to activate an LI by placing a request to a Mobile Switching Center (MSC).

A typical reference model of handover interface for LI authorization (HI1) in the General
Packet Radio Service (GPRS) environment supporting GSM circuit switching and packet
switching was reported in [13][14][15][16][17]. The reference model is divided into the LEA
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domain and the Communication Service Provider (CSP) domain. The CSP domain consists of
the interface and the Internal Interception Function (IIF). Interception is executed in the
Serving GPRS support Node (SGSN) or Gateway GPRS Support Node (GGSN). These nodes
communicate with the Delivery Function (DF) via the X-interface (X1, X2 and X3) to activate,
deactivate, interrogate and invoke the LI.

The interception authorization procedure has limited capacity to satisfy seamless LI due to
the changing communication environment. This causes time delays of LI authorization
triggering between the LEA and CSP domains. The LI agents are used by law enforcement
agencies to intercept, monitor and collect the user data packets, and intercept and transport the
collected data to LEMF via the Delivery Function (DF) embedded in CSP equipment.

2.2 Limitation of Handover in the Existing LI Architectures

It is impossible to enforce a warrant in the traditional LI scenarios, since the CSPs reside in
different jurisdictions than the issuing jurisdiction. Technically, it is also impossible to inform
the globally distributed CSPs of the Lawful Interception Identifier (LI ID) unique to the target
specified by the warrant. Most of the existing international LI standards focus on the
architectures for the handover interface of the LI-related information [1][18][19]. The ESTI
technical report [20] states the following three handover interfaces are most commonly used to
enforce an LI:

* Handover Interface one (HI 1): is used for communication between the CSP and the law
enforcement agency (i.e., Law Enforcement Monitoring Facility or LEMF) with the LI
authority embedded in the LI agent using the Lawful Interception Identifier (LI ID).

e Handover Interface two (HI 2): is related to the Intercept Related Information (IRI),
which the CSP in turn sends to the LEMF as additional information on the intercept. The
IRI represents the collection of data on the target identity, collected from
telecommunication services.

* Handover Interface three (HI 3): is used for the Content of Communication (CC) to be
handed over from a CSP to LEMF. Here, CC refers to the information exchanged
between two or more users of telecommunication services.

HI 1 is the one most closely related of the aforementioned three interfaces to the issuance of
an interception warrant. When a law enforcement agency places a lawful interception request
with a CSP, the CSP in turn requests information from the LEA [21]. However, conventional
LI standards, such as [21], have limited capacity to guarantee seamless interception of a
moving target via LEA. Conventional LI handover would have to issue a bundle of warrants
via LI authority delegation to secure seamless lawful interception to cover all possible user
destinations. This task would be excruciatingly expensive.

2.3 Needs and Assumptions for Seamless LI Handover in 3G IMS

Fig. 2 illustrates the conceptual structures of the horizontal handover in the 3G IMS. It is easy
for a target user to migrate out of the jurisdiction of the current the LI agent via a roaming
service on 3G IMS networks. Such changes of location pose a set of difficult problems to law
enforcement and LI agencies [5]. Particularly in the context of the 3G IMS networks, lawful
interception is faced with the following challenges:

* IMS service provider and network access provider may belong to different CSPs.

*  Security measures and encryption make it hard to conduct lawful interception.

* IP mobility may cause the session to extend over multiple CSP networks.

*  When a user changes his/her IP addresses frequently, it becomes difficult to keep track
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of the original identity.
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Fig. 2. Overview of LI handover in 3G

Despite the diverse proposals for IMS mobility in 3G IMS networks, the following LI

problems commonly occur in the course of lawful interception:

Signaling and multimedia traffic has different network paths.

Network provider and IMS service provider is different.

A target node’s network provider is different due to SIP mobility.

It is necessary to deliver HI 1 information, such as information on a warrant to the LI
agent in advance, to secure seamless LI; however, it is difficult to inform all LI agents
of the HI 1-related information prior to the target user movement.

The LI agents identify all users and have the authority to enforce an LI so its realization
does not require additional IRI; however, the traffic is increased between the LI agent
and an access service network, such as the Authentication Authorization and

Accounting (AAA) server and Home Agent (HA).

A new seamless lawful interception mechanism is needed to resolve the above problems.
The following systems and communication conditions are assumed in this paper to secure
seamless LI mechanism in 3G IMS:

The CSP has to remain unchanged to avoid inconsistencies in the course of
authentication, authorization and accounting during terminal mobility for the network
handover.

An LI is assumed to be enforced within a single national jurisdiction. Moreover, this
paper assumes that seamless LI is executed within a country or between different
countries with identical LI regulations.

The Mobile Station (MS) and corresponding node should be able to communicate with
each other, even under different CSPs.

A roaming agreement is needed to trigger seamless LI between different states and/or

countries.
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* The LI agent of different CSPs should trace the identifier of the moving mobile node,
even though the identifier is changed.

3. A Seamless Lawful Interception Handover Mechanism for 3G IMS

3.1 Overview of Seamless Lawful Interception handover in 3G IMS

Fig. 3 shows the proposed seamless LI mechanism for the IMS of 3G networks. In the
architecture, the LI agents are located in a Radio Network Controller (RNC), and transmit
intercepted Content of Communication (CC) and Intercept Related Information (IRIs) to the
LI server. The LI agents have the basic components of the proposed seamless LI triggering
mechanism and the specific functions of the LI agents and the server. The LI agents comprise
authority delegator, mobility detection function, interception function and delivery function,
basic components to guarantee seamless LI in IMS. The LI server consists of a collection
function and an LI coordinator. These basic components of the LI agent and the LI server are
derived from our previous work [5].
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Fig. 3. Overview of proposed LI mechanism in 3G IMS

The authority delegator is the core to a dynamically moving LI target of 3G networks. The
delegator gives a warrant for LI from the LEA to the first serving LI agent. Then, it delegates
LI authority to the target LI agent. The mobility detection function detects the target user’s
movement and notifies the movement information to the L1 authority located in the same area.
The authority delegator delegates LI authority to the target authority delegator, to whom the
located target will be transferred, after receiving the movement information.

Next, the authority delegator, which acts as the interface with the mobility detection
function on 3G networks, is discussed in detail.

3.2 LI Authority Delegations in IMS
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Mobility of 3G wireless networks is divided into terminal mobility and session mobility.
Terminal mobility allows terminal equipment to move between IP subnets, and session
mobility maintains an ongoing media session between different types of terminal equipment.
When the LEA issues an order to intercept the contents of a suspicious mobile user, the LI
authority is delegated to the LI agent. The authority information consists of a Lawful
Interception Identifier (LI 1D), Communication Identifier (CID), and Network Identifier
(NID). These identifiers are vital to uniquely identify the interception target and to correlate
data transferred over different interfaces. When an illegal user moves from a PAR to a NAR,
the previous Authority Delegator (AD) transmits the authority information to the AD in the
new LI agent.

The ADs receive the migration information from the mobility detection component, which
in turn functions as an interface to UMTS mobility management and IMS session mobility.
The Home Subscriber Server (HSS) of the home network is a central repository of subscription
related information, authentications and user authorizations. The Subscriber Location
Function (SLF) provides information of HSS related to a particular user. I-CSCF and S-CSCF
communicate with SLF to find an appropriate HSS based on the user profile in the case of
more than one HSS. P-CSCF is the first point of contact for the IMS terminal.

GGSN and P-CSCF share the same network in IMS. We expect IMS deployments will
locate P-CSCF in the home network [23]. Agents can reduce the expected turnaround time
delays in issuing warrants for L1 by avoiding reliance on the vertically exchanged LI authority
and LI triggering signals between the LEA and LI. Additionally, the delay time is not a
performance measure in evaluating LI architectures. It functions as an input parameter in the
course of simulating the existing LI architectures, since the vertical handshaking protocol
(used in the existing LI architecture) between a LEMF and the LI agents involves a human in
the loop and the human agents take time to review and issue the LI authority (e.g., warrants).
However, our architecture proposes an automatic LI architecture to support seamless LI
service. That is, the delay time (i.e. time needed to issue warrants) is theoretically the same as
the packet transfer time. In addition, we have adopted the concept of recall rate from
information retrieval (IR) to measure effectiveness of LI service. We define recall rate “R” as
the number of intercepted packets of all the packets transmitted from the target user; namely, a
good LI service is capable of intercepting all the transmitted packets (100% recall rate), while
a poor LI one is not able to catch any of those transmitted (0% recall rate).

Technically, The LI agents no longer need to send an uplink request to gain authority from
the LEA. Instead, they find the next target agent autonomously, and enable the target agent to
cooperate with the LEA to intercept and push the CCs obtained during monitoring. The
triggered agent directly delivers IRI with an LI authority signal. Mobility detection enables
these proposed process steps. Mobility detection is essential functionality for seamless lawful
interception, because it helps a current the LI agent identify and nominate the target LI agent
of candidate networks. The detailed steps of the conceptual lawful interception process, rather
than using automatic cooperation between the LI agents in 3G networks, are described in
subsection 3.3 and 3.4.

3.3 LI Triggering via Terminal Mobility Detection

Mobility Management (MM) functionality supports user mobility via CS and PS domains. In
3GPP release 5, the Home Subscriber Server (HSS) includes the Home Location Register
(HLR) and Authentication Centre (Auc) as subsets. IMS consists of two main planes,
signaling plane and media plane. These two planes traverse different paths. The major
component in the signaling plane is the session control protocol. We adopt the IP mobility of
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3G UMTS [23] for terminal mobility of 3G wireless networks.

The mobility detection component receives handover information from the mobile IP Home
Agent (HA). A mobile node registers a Care of Address (CoA) from a new access router with
the HA when it moves. Whenever a mobile node moves in the 3G wireless network
environment, HA updates the binding information between the mobile’s Home Address
(HoA) and the CoA. The update information on the binding cache is transmitted to the LI
agents via the base station. The serving LI agent collects the CCs and IRIs, and reports them to
the LI server. The LI agents use the binding cache update information of 3G wireless networks
for mobility detection. The LI agent detects the movement signature of the MS via HoA and
CoA. Then, the LI server rearranges the intercepted CCs and IRIs in accordance with the
original source IP (e.g., HoA). If MS receives a mobile neighbor advertisement message from
the serving base station, the mobility detection function informs the delivery function and the
authority delegator of the MS’s new CoA. Session Initiation Protocol (SIP) is the session
control protocol in IMS services [23]. A mobility management protocol is operated at the
control plane, independent of the media plane, in UTRAN of 3G wireless networks. UTRAN
supports a physical handover via a horizontal handover between different RNCs or Node Bs,
when a target user agent moves from one visited network to another [24]. SIP supports the
session mobility of the target user in the basic architecture and procedure of IMS. P-CSCF is
the first contact point in the signaling plane between the IMS terminal and the IMS network,
and the I-CSCF is a SIP proxy located at the edge of an administrative domain.

Fig. 4 shows the call flows within UTRAN to update the location of a user agent. The
periodic Routing Area update allows the network to detect if a user agent is still attached to it
[25]. The detailed procedure of seamless LI triggering via mobility detection in UTRAN in 3G
is as follows:

* MS sends the Routing Area Update Request message to the N-SGSN. This Routing Area
(RA) Update is a function to detect if an MS is attached to the network.

* The N-SGSN sends the SGSN Context Request message to the P-SGSN to obtain the
Mobility Management (MM) and Packet Data Protocol (PDP) contexts, and the
P-SGSN sends the response message to the N-SGSN.

* The N-SGSN sends the SGSN Context Acknowledge message to the P-SGSN to disable
the SGSN-HSS association in the old MM context.

* The new SGSN sends the Update PDP Context Request message to the N-GGSN, and the
N-GGSN replies with the Update PDP Context Response message after modifying it.

* The Update Location message of the N-SGSN informs the HSS that the SGSN for MS
has changed.

* The HSS sends subscriber data to the N-SGSN, after exchanging the Cancel Location
message between the P-SGSN and HSS.

* The Serving Lawful Interception Agent (S-LIA) deactivates the interception of CC
and IRI, when the P-SGSN receives a Cancel Location message from the HSS.

* The N-SGSN sends the Location Update Request message to the HSS, and the HSS
responds with the Location Update Accept message.

e The S-LIA transfers the LI authority to the Target Lawful Interception Agent (T-LIA) in
other 3G networks, after exchanging a Cancel Location & Ack between the P-SGSN and
HSS.

* The S-LIA also receives the Cancel Location and Insert Subscriber data messages.
T-LIA monitors if MS is reconnected via the Update Location Request & Accept
message.

* MS sends the Routing Area Update Complete message to the new-SGSN, when the
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new-SGSN sends the Routing Area Update Accept message to the N-SGSN.
* A new LI connection is established and the LI process begins, when the Routing Area
Update Accept and Routing Area Update Complete messages are exchanged.
If a new Temporary Mobile Subscriber Identity (TMSI) Reallocation Complete message is
sent via MS, then the N-SGSN sends it to the HSS.
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Fig. 4. Mobility detection and LI procedure in UTRAN

3.4 LI Triggering via Session Mobility Detection

Fig. 5 shows the detailed session setup process in the 3G IMS. We adopt the session setup
process of [22]. This assumes that users are roaming to a network outside their home networks.
Then, we determine when LI authority is delegated from the serving LI agent to the target LI
agent. Two terminal users have different home networks, as they have different CSPs. We
assume the initial visited network and initial home network are under different jurisdictions.

The address of the I-CSCF is listed in the DNS (Domain Name System) records of the
domain. Therefore, the I-CSCF has an interface to the Subscriber Location Function (SLF)
and the HSS. The S-CSCF acts as a SIP registrar that maintains binding information (e.g., the
IP address of the terminal) [23].

Fig. 6 depicts the call flows of LI authority delegation on 3G networks. In Fig. 6, the
previous LI agent remains capable of receiving both the same message from the HSS and the
information of the next Node B of a nearby access router.
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Fig. 5. Signaling of session control in IMS

Assuming the MS moves from the currently serving network to the next network, the
serving LI agent obtains MS’s movement information from the update message via the
P-CSCF of visited network 1. The serving LI agent sends the LI authority delegation message
to the target LI agent located on visited network 2. A moving IMS terminal obtains the IP
address of theP-CSCF via P-CSCF discovery. The seamless LI authority handover from the
serving LI agent to the target LI agent enables LEA to perform continuous reporting from the
LI agents to the LI server. The LI agent executes the interception of the designated suspicious
mobile users by LEA.

When a target mobile station accesses Node B and then RNC, the LI agent receives packets
from the mobile station via the connected access provider, as authorized by a LEA warrant.
The LI agents extract the CCs and IRIs from captured packets, and transmit them to the LI
server via the delivery function.

The LI server is located on an access service network, and is responsible for monitoring the
distributed LI agents and gathering all the CCs and IRIs of the target user. The LI agents are
embedded with the authority delegator and the delivery function to receive the mobility related
information of the MS via the mobility detection function. Then, the authority delegator in the
first visited network delegates the LI authority to the next target LI agent in the next visited
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Fig. 6. Activation of seamless L1 triggering for 3G networks with IMS

3.5 LI Coordination

An LI coordinator is intended to gather the CCs and IRIs in accordance with the related LI
information. The LI coordinator is embedded in the LI server, and manages the connected
operations between the Lls involved in SIP-based IMS mobility. The LI coordinator gathers
the components of the CCs and IRIs that have been originally distributed to the LI agents to
conduct seamless surveillance on target mobile units. Even if the LI server receives
incomplete information from the agents, the LI coordinator is still capable of generating the
complete IRI, including the target MS’s identifier (e.g., the user’s IP address). In this case, the
MS’s identifier is obtained from the IMS terminal, the IPv4 or IPv6 address of its P-CSCF [23].
The LI coordinator automatically orders the intercepted CCs, whenever a target user moves.
Extraction of the IRI information is performed using the original IP address. It uses the IP
addresses of the HSS’s binding cache table to obtain IRI. Finally, the LI coordinator completes
the target MS’s traces.

4. Simulation Results

4.1 Simulation Configuration

The proposed seamless LI architecture has been implemented in a simulation configuration via
Qualnet 4.5.1, Wireshark 1.2.0, and Skype (VVolP supported) to produce a simulated 3G-based
IMS environment. We configured the horizontal handover environment of two 3G networks.
One MS is designed to change the connectivity between two different 3G networks during
migration in the simulation. The moving MS node and corresponding node were emulated in
the simulator via the IP Network Emulator (IPNE) to configure a communication and
handover between two different IMS services located in two different 3G networks. One
moving MS communicates with the corresponding IMS terminal. Four Wireshark 1.2.0
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networks were re-morphed into two LI agents and the LI server to produce and integrate the
IRI.

When a target MS accesses a new SGSN, the authority delegator issues an interception
command to the target LI agent. The mobility detection informs the authority delegator and the
delivery function of the migration information on a mobile target. The LI coordinator
classifies the collected CC and IRI on each target user.

We adopted the exponential distribution with an average Minute of a User (MOU) per
session on a cellular phone and IP-based data communications to configure a large scalability
of target users for interception. Here, an exponential distribution denotes a continuous random
distribution with a continuous analog of a geometric distribution. The simulation reproduced
four types of MOU [26].

First, voice communication had a connection time of about 10 minutes per session, a figure

based on a survey of iPhone (i.e., an internet-connected multimedia smart phone) users’
average per session [27]. The second data type was video-conference data; it had 25 minutes of
average MOU. The third data type was 40 minutes of MOU [28] that can use the same type of
video-conference data. The last type was 60 minutes of MOU. All four data types are
distributed exponentially in the respective simulation.
The maximum length of use was set at 60 minutes for all data types. The probability density
was 1. We gradually increased the number of target users from 1 to 10. The reproduced total
traffic volume was 3.686 Megabyte constant bit rate (CBR) data, as the external traffic that
had a 512 Byte packet size per 0.5 second interval. Both the conventional LI architecture and
our proposed seamless architecture have two LI agents and one LI server. The LI agents are
located in SGSN of 3G wireless networks, and are connected to the LI server.

The target users are moved randomly from the old SGSN to new SGSN under 3G networks.
The simulation lasted one hour. Traffic was intercepted from the operational nodes by the
three different L1 agents and one LI server. The specific scenarios are:

e The LI coordinator installed in the LI server extracts the complete CC and IRI by
sequencing the partial information transmitted from the LI agents.

*  |ssuance of a warrant is affected by human intervention. ETSI standards provide that a
minimum manual translation is required to deliver the warrant via the HI 1 [15]. Herein,
it is assumed to take between 1 to 60 minutes for a law enforcement agency to issue a
subsequent warrant.

e The time consumed for the first vertical handover from the old SGSN to new SGSN was
set to last 50 seconds.

4.2 Experimental Results

Our proposed seamless lawful interception mechanism was evaluated from the viewpoint of
mobility detection and LI authority delegation in 3G-based IMS service environments. Fig. 7
compares the results of the four types’ average MOU. These describe successful tracking of
target mobile users and seamless lawful interception via the proposed mechanism.

Four types of communications were simulated in this paper; the volumes of the intercepted
CCs and IRIs of the four types were compared. The proposed mechanism caused few packet
losses at the LI agent and the server, and performed interception without much loss, and
received partial information from the LI agents 1 and 2. The longer it takes to re-issue a
warrant, the fewer packets are intercepted for the case of the conventional architecture.
However, our proposed seamless mechanism achieves constantly high performance in terms
of the total number of intercepted packets.
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Fig. 7. Comparative Results of LI triggering with different Minutes Average Dwell Time

Even if the number of MOU increased, there was no performance variation due to automatic
handover in the present study. Once the warrant issuance was enforced in the session initialize
phase, no process for warrant reissuance is required, even if the suspicious target user is
moving.

Conversely, a problem that may possibly arise, such as overhead, is only caused by human
intervention in the existing L1 architecture. The LI coordination policy is manually executed
by a human, when the IP address of the suspicious target user is changed every time to re-issue
a warrant. Thus, the overhead problem influences the interception QoS. The mechanism is not
handled with network performance problems, such as packet delay, packet loss, and other QoS
options, because our focus is to handover the LI warrant to other LI agencies seamlessly in
terms of LI management.

Table 1 compares the handover performance of the conventional LI architecture to that of
our mechanism proposed in this paper.

Each Probability Density Distribution (i.e.: area of graph in Fig. 7) is represented by
Simpson’s Rules [29] to calculate the performance difference between our proposed seamless
LI architecture and conventional LI architecture, as follows:

PO =[[" 100dk= X1 (x) +41 (4) 1 (x) n
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where p(x):The performanceof graph
X,, X, X, - interval order of x —axis
a,c:theend point, b:themidpointof theaandb.

The experiments revealed, the quality of lawful interception in our proposed mechanism
achieves a mean score of over 97.5%, out of a possible maximum score of 100%, whereas the
quality of the existing mechanism is a mean score of 22.7%, irrespective of the number of
MOU.

Table 1. Performance analysis: Probability Density Distribution of Intercepted Packets

10 MOU 25 MOU 40 MOU 60 MOU
Conventional LI handover
Arch 3.2% 18.2% 31.8% 37.7%
(Human intervention)
Proposed LI
handover Arch 96.8% 97.4% 98.1% 97.9%
(Automation intervention)

5. Conclusions

Lawful Interception is a powerful tool in criminal and security investigation, especially in 3G
IMS environment. It is used to gather evidence for court cases, and to identify networks of
relationships between suspected criminals. It is important to continue LI, without ceasing LI
activity, when the target user moves to a new jurisdiction.

Our main contribution is to propose the seamless LI handover mechanism in 3G-based IMS.
Namely, our proposed scheme utilizes horizontal cooperation between each LI agency in the
new LI jurisdiction. The authority and IR1 are directly handed over to the LI agent in charge of
the user’s new location, without additional LEA authorization. Thus, LI activities are
continued without cessation. In addition, the simulation results showed the efficiency of our
proposed seamless LI handover mechanism is better than that of the conventional LI handover
mechanism. We did not consider all LI architecture security issues, such as LI authorization,
authentication, confidentiality, integrity, and availability, since our focus is on the seamless LI
handover mechanism. The current proposed mechanism is not incontrovertible for illegitimate
interception, spam, and identity spoofing. The security community seeks a solution using
Lawful Interception Identifier (LI ID) that is protected using various security mechanisms
presented in the ETSI standard documents. We will investigate the LI security issues in future
work. We will also work on topics, such as how to intercept IMS-based traffic, on
heterogeneous wireless networks and how to delegate LI authority on them. Our attention is
also being given to topics, such as identifier detection and the delegation of seamless LI
authorization to P2P networks supporting VolIP services. Moreover, our simulation is based on
S/W simulation that is a Qualnet simulator. Of course, it is possible to adopt various scenarios.
However, this simulator has several limitations, such as the number of nodes due to being a
JAVA-based simulator. Accordingly, we will have a specific plan for simulation to create
diverse scenarios.
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