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Abstract

Enormous losses of shareholders and consumers caused by the risks threatening today's business
(e.g., accounting fraud and inside trading) have ignited the necessity of international regulations on
corporate ethics and internal control, such as Basel Il and SOX. Responding to these regulations,
companies are establishing governance system, applying it consistently to the core competency of the
company, and increasing the scope of the governance system. Recently occurred security related
incidents require companies to take more strict accountability over information security. One of the results
includes strengthening of legislation and regulations. For these reasons, introduction of information
security governance is needed. Information security governance governs the general information security
activities of the company (establishment of information security management system, implementation of
information security solutions) in the corporate level.

Recognizing that the information security is not restricted to IT domain, but is the issue of overall
business, this study develops information security governance framework based on the existing
frameworks and systems of IT governance. The information security governance framework proposed in
the study include concept, objective, and principle schemes which will help clearly understand the
concepts of the information security governance, and execution scheme which will help implement
proper organization, process and tools needed for the execution of information security governance.
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