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Optimized implementation of HIGHT algorithm for sensor network
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ABSTRACT

As emergence of the ubiquitous society, it is possible to access the network for services needed to us in anytime and anywhere. The
phenomena has been accelerated by revitalization of the sensor network offering the sensing information and data. Currently, sensor network
contributes the convenience for various services such as environment monitoring, health care and home automation. However, sensor network
has a weak point compared to traditional network, which is easily exposed to attacker. For this reason, messages communicated over the
sensor network, are encrypted with symmetric key and transmitted. A number of symmetric cryptography algorithms have been researched.
Among of them HIGHT algorithm in hardware and software implementation are more efficient than tradition AES in terms of speed and chip
size. Therefore, it is suitable to resource constrained devices including RFID tag, Sensor node and Smart card. In the paper, we present the
optimized software implementation on the ultra-light symmetric cryptography algorithm, HIGHT.
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HIGHT ¢ % 3} 7132 64-bit block Z ©] 9] WA A &
128-bit 71 4o 2 ¢35 8} 3 71%015} o= #Hl A
BH2a 3744 ol&=H+= 7]%% radio frequency
identification(RFID), ubiquitous sensor network(USN)<}
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E 1. 80 &Y
Table. 1 Description of the notation

s o8/dol A9 Bl

[]: o* /ol A o) w4

@ : XOR (eXclusive OR)

A€ 8-bit Ao Ao A& o 2 gbit 3] A

MK : BFAE] 7]

SK X8 7]

WK : Whitening 7]

X : Transformation®] A AM&-5 & £7FAFE
P T
c:¥%

M

o

[ 219l Ve HIGHT ¢33 782 715 A4 5
Initialization® % (Key Schedule), %<& ¢ 3583}
Encryptioni}7] (Initial Transformation, Round Fuction,
Final Transformation), 28] 3 $t& 3}9] ¥ho)] A& 4
Psto] 4 FE 53538 Decryption® A 7 7o
e} #g o2 FAATH3).

o

E 2. HIGHT Encryption
Table. 2 HIGHT Encryption

rlr rr

w

Hight Encryption (P, MK) {
KeySchedule (MK, WK, 5K);
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Hight Encryption{ P, WK,SK) {

Initial Trans formation (P, Xy, WKy, WKy, WK, WK,);
Fori=0t031{
RoundFunction (X, Xy 1 SK iy 5 SK 400 SK 0 SK )
)
Final Trans formation{ Xy, C, WK, WK, WK,, WK };
}
}

2.1. Key Schedule

[E 3]0 AAE 7] 27188 A& 38 AHEH
Al € 71 i 2718 34 & FPsHA "ot 7] 290
&3 272 27| Whitening7] AT B HAHog
vt

E 3. Key Schedule
Table. 3 Key Schedule

E 5. Constant Generation
Table. 5 Constant Generation

Constant Generation {
sg 08¢ 158,4-0;85 15
§¢=1; 5505 8513
Fori=1t0127{

S48+ 8
i—sgllsslls fsglls,lisllsg
t
}

[X 6]9) A B7] AT A S vhxE 7] 9} o] A4
A AE 2" g ol &3] da gl A A €
NEFE ANEHA do NBTE F7] 88 71He=
vt 2B 7)o 24 gE WA Qe ST

E 6. Subkey Generation
Table. 6 Subkey Generation

KeySchedule (MK, WK, 5K){
WhiteningKey Generation (MK, WK);
SubkeyGeneration ( MK,S5K);

}

[& 4]9] Whitening#A & vlAE 719 94 BRS
whitening 7] 2 @38 #4 & ebdoh

E 4. Whitening Key Generation
Table. 4 Whitening Key Generation

WhiteningKeyGeneration {
Fori=0to7{
If0< i< 3, then WK« MK,y
Else, WK#~MK;,._;
}
}

ZAE #HE 1285712 LFSRE $3 AAse
Constant Generation [ 5]} o] & 7]d] Folx| &= %
713190 LFSRS B3l A4t 2332 58 AA3HA
g} d2 gk A 27) A o) ALg o
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Subkey Generation (MK, SK){
Run Constant Generation
Fori=0to7{

For j=0toT{
SKyger MK pis 81605
}

For j=0to 74
5K15;+j+s‘—Mk'{;—inmod8)+s5mi+j+s's
}
}
}
2.2. Hight Encryption
¢35 dANAE o] H AN APE MET]9}
whitening 7| & ©] &3t FE-& dusdls AAL ¢
3tA €k $3 st 47d-& 2 A Initial, Round 212 1L

Final Transformation & 2 74 ¥t}

22.1. Initial Transformation

[E 719 27] g gt Ao M & Whitening7] 9} H & &
Xor# g4 448 58 o dEs FAH Y Roud
Function®] ¥4 & S WA}
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¥ 7. Initial Transformation
Table. 7 Initial Transformation

Initial Trans formation (P, Xy WKy, WK, WK,. WE,){
Xog—PylH] WK Xy~ Py Xo. 5Py WK ; X 3 Py;
X P H WKy Xy e Py Xog Py WKy Xo v Pr

2.2.2. Round Function
[ 8]2] Round Functiondl] 4] = A A1 B2l
%k“Xor SA 2 D FETE SOl HEs g 2
o7 FHFE G4E 2H WHEE A ok

E 8. Round Function
Table. 8 Round Function

RoundFunction(X;; X, 1, SK ;3 SK ;405K 00, SK )
Kiv1 =X X1, x‘_Xz 2 Xiw 5 X 5 X =X
Xip107Xi7B (Fp(X6) DSKHJH{ )
X1+1,2‘;X,,A1<F1(X,.u)€95[(41):

K1 z.;a@(Fo(Xz.2>SK4i+1)?
X1+L(i(7X1'.5(Fl(Xi.4)@SKIL+2>;

i l')’

Fylz)=z¢'0r o
F](‘T) — l‘<<3@z<<<l$l'<<<ﬁ

2.2.3. Final Transformation

[E 90 AN 8 wpx 2 98} o) 4 = o]
22 27} whitening 7] 2

TEE A

H A
Xors} QA GAAS AHS-BFo] &

# 9. Final Transformation
Table. 9 Final Transformation

Final Transformation (X, C. WK, WKy, WKy, WK ){
CU“X:rz,l WK Cr=Xgp 0, Cy— Xy 3 WE G <— X3y 5
CIFX:Q,S WK, G Xgp 6 G Xy 1B WH Cr— X3, 05

}

3.74 873
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A 1 21 MSP4302. 24 8.192MhzE 5 #3517 48KB
9 R lOKB-°4 RAMS 7FA ™ 16-bit processor©] t}.
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E 10. MSP4302| &4 EE
Table. 10 MSP430 addressing modes

Direct | @A 2E ol 98 vlE A2 HLer)
Indexed | YA AHE QQd Az ALE-3le] H2e)
Indirect | HRAHE ¥ YA o2 A}23le] H 2t}
In Indirect™d s 7 QD 3} 912L8] F A gko] detol
crement 3.,2 H}i \:}%—% 7}‘:47] 7{] %]_T:}
m 78 7Y
B oA A msabol e E4H Q) +d el
o thgk Al o 5 AN BT

3.1. Inline-assembly £ & +&

AZEATHAM TEAQ T2 AHHS 9
e CAolst 22 LHUAE AMEE] Hue
Assembly 1018} & A 52 Ao)& o] &3k T
2 o] H A3 o Aot o] # § Assembly ¢
o] 9] 78-& Inline-assembly @2 0. 2 C o] F7hof] 4
Ho] 7F5 3ttt Assemblyol & AF&-3H7] YA & 7t
A MM REL Aol et £ o] A Hojok
3t} MSP430 RE+ 12719 general register& 7F4 1
Ao] ARER7L 2PAl o] AEhE 22 WS S| register
& ARESlY JMEdlRE S V|EH oz 2-371¢]
register input} output2] memory addressE 71817 &
IE A AFe gk weA A 9~1074¢]
registerZ AR§3to] Aatol Al E e e W3 4
9 2.3 el A doh =3 AAEY @& 47 A%
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32. A8 HERIAEY ¢ HH

8-bit Z7]E FAY HIGHTS ¥AXEL 16-bit
processor #7E oA BTt 5 &H 02 23y g F
782} 8bit W) A A& Shite] 16-bitel]l AFshe Hhgol &
Ho|t} g ¢33} o A= 270 8bitel At F
A g xore| U} addition G3ko] FHEE ATl gonE
16bitH| A X & Fol M AHESHE o] Boh Aot}

58} Gl A ALE-EE wA X o] FHoE vpa
E17|(MK), 8}°] E7](WK), 4 8.7)(SK), Transformation
value X7} 91t} WhiteningKeygenerationt 74 o} 4 v}
Bl 71& o] EFE A3l dl AHE S e 712 F )
o 7] Abel & [ 11]9} 22 BAE 7 ol = %%
8} 77 2] Initial Transformation 7] A % 712} 8bit$]
A7} 5 L3 Xors} Addition FAHE F88hy] W ol &
oA a3 HH B &3¢ A4te] 7H58HA 8
©8E 7M. Bl veld 50 16-bit 7 A 2] 9]
HE vehl ] qte] £ Q1Abe] A& vpehdT)
A HA ZqA 2,009 (6,4)F vh2H 719 28 A, 0w )
o] 127} gHol EF) o] 6 A, 4 A Q1=b9} vi X H S 2]
o} 3h},

E 1. MK2F WKe| 7] oty
Table. 11 Matching between Master Key
and Whitening Key

2.0 6.4

3,1 (7,5
(13, 12) (1,0
15, 14) (3,2)

ol¢} FYS A o2 HE A B Transformation
value X] 7439l = [£7}2] Inital Transformation 7} [ 3£8]
] Round Function®] -2 28 s|A M2 TL& A4t
O ALEEHE 5 2 16bite) A 02 FoljFt) o) E
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E 12, 16-bit HA[X T
Table. 12 Construction of 16-bit message

%‘?‘r’: (P.p pg)’ ([).57 P;)v (Pﬁu Pz): (PY’ pd)
"‘1 }071 (SK-uH’ SK:;'H)» (SKA;‘H«SKJ;‘)
X (Xi.WX:',.S)? (Xi.ﬁ’Xi.Q)‘ (Xi,SYXi,I)’ (Xiwl’ XZO)

33.AHA Keyd A

HIGHTY 8| Fo| A& whiE 7|Z2HE ANETE
Qa7 ol A [ES1S Ze] shvie nAE &
LFSR®% 4 & o] 8-3}) A4 8H+= Constant Generation©]
it} o] ¢4k HIGHTY a8l 9 Zg a9 o] 2hx] 8}
R F7HE Fo)7) A3 AAIE s 7|9 o)A
&L 5 g4A7)7] AEAE 7 QS s
TFEA &3 ALEY P g =ESA HolBF 4
o2 #gElst ALt E v w2 A 4537} ks
strt, dF @t 128byted] @t 2 A [£6]9] Subkey
Generation T A ol ] v ~E] 7|9} QI A4S B8] HB
713& E&sted AHEET £ =8l A= AT ko]
& ALY F-3HE glolr] 18] Ab ol ALt E & o)
E Y202 gelste £8&4< Aol 7hsdt e 8
At

3.4. Bit Rotation

Round Functiondl] 4] 270 &) Inner function({ 7, 7)) 5
o}%l g% rotationA & A F xordHE 53}
of AghE E&3H Aol Rotation®] ¥ 4
o tet AF F L QEZROZ £ 4F o
rotation & 4 A 8HE B Lol cary gho] 2R A AP
carry & Adgtel T G oE FHE @k
whE o] Q%0 2 rotation®] 535 790 carry
&g A A 49 bieo) HalFoiok g 3
% oM E camyghg H# P& Aol 7 39 b
QAo b5gom FHo| ol Wk Mebd 0 2%
.2 rotation®] LASHE A $ol = shitel Ahare o
F 3 camygte] ATE FS 1L TE it At
&2 rotation*1 7] e 7 N 0.2 FHL B o
of o 8 assembly 2=+ [F 1313 2t}
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# 13. Rotation &4
Table. 13 Method of Rotation

mov.b src, r10
mov rl0, 15
rra.brs
mre.brl0

mov.b src,r5
rla.br5
ade.b15

2 =AM E Agte 7E waE CcUoE FHA
o] ¥ vt FAlo #Es e & dEsy
9] A% ¥ E F e HIGHT 3.3} 7| ¥ o] T2 7|4
off Hlg ¢3S THFoEN AT G Fo] A
YEYT Aojde T8 Bty 2839 e S13t)
[ 14]2 CTE Aol A o) HIGHT & 3 T8 A2 A%
H L E e o Al ] Qlofdf Hls) H A3t g e
CAEQ Z$ A& cycleo] oJ A B o) v3) 45
3] Wt

I 14, HIGHT ¢33t 781 clock cycle |1
Table. 14 Comparison of implementation of HIGHT
cryptography in terms of clock cycle

Init 6360 1108
Encryption 7730 2885
Decryption 7860 2885

[ 15]% HIGHT € 1858 sd6t7] A8 43
& o] o] 429} clock cycledl] W3l vEFATE & 7] A CPI
G A4S T3 st A= clock cycles 2} )t

AALE oy, Al ZA] a3 BAAR FAAE
o] 7] A add, xor, 1lc, rre, and, swpbs B4, exclusive-or, &
Z rotation, 2. 2% rotation, And ~1.2] 3 swapA 2HS- 7H2}
YerT

453} AMo) ALEE =
3 W= UxIxtZA L AF43)
[1a8ates 42 A9, %
< [& 1600 LiEhd

‘—Qa rif of

E 15 o828 201 clock cyclemA
Table. 15. Analysis of the clock cycle in assembly code

14 72 36 144
70 5 216 15

mov Qreg+,reg

mov z(reg),reg

68 4 288 16
287 395 292 395
481 0 481

mov reg,z(reg)
add sre,dst

zor src,dst

ricdst 0 128 0 128
rrcdst 0 768 0 768
swpb dst 28 224 28 224

220 198 220 198
mov src,dst 28 516 28 516
Total 715 2791 1108 | 2885

and sre.dst

U N N Y (VU (FU U O RS Y
<

E 16. HIGHT &3l 78 Me{4d| g
Table. 16 Comparison of the implementation of
HIGHT cryptography in terms of power consumption

0.753897 mJ

Init 20.68293 mJ
Encryption 25.13821 mJ 1.96299 mJ
Decryption 25.56098 mJ 1.96299 m]

[ 17]91 4+ HIGHT €318} &3 &2 A7 Fol
e oy A7) dust guegEe] 848
Br} 25 418 E2 16-bit processor’d ol A 9] & o
A ¢} 4% S el th HIGHTE thE g 37] €38&
of g AAH 2= 5ol wE Ho|th Humming bird
damelEd v BE gsstE I s
HIGHTY 18] & o] 2713} 43 345 3 sh= Aibol
A AgAch AN $53e £33 A NE FIL

£ o= Humming bird”?} 434 & 7}71 ),

E 17. Yost gnelEo mE clock cycle
Table. 17 clock cycle depending on cryptography
algorithm

Hummingbird[6] 4,824 1,220 1,461
PRESENT[7] - 19,464 33,354
HIGHT 1108 2885 2885

A8} clock cycled] WE A ARE YolRH
[E 1817 2} $lofl Al A2 whe} o] HIGHT %32
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Table. 18 power consumption depending on
cryptography algorithm

Humming F _PRESENT | HIGHT

3282309 m) - 0.753897 m}

Enc 0.830103 mJ 13.24355 mJ 1.96299 m]

Dec 0.994082 mJ 22.69447 m] 1.96299 m}
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