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An Extended Frequent Pattern Tree for Hiding Sensitive
Frequent Itemsets

Lee Dan Young' - An Hyoung Geun' - Koh Jae Jin™

ABSTRACT

Recently, data sharing between enterprises or organizations is required matter for task cooperation. In this process, when the enterprise
opens its database to the affiliates, it can be occurred to problem leaked sensitive information. To resolve this problem it is needed to hide
sensitive information from the database. Previous research hiding sensitive information applied different heuristic algorithms to maintain
quality of the database. But there have been few studies analyzing the effects on the items modified during the hiding process and trying
to minimize the hided items.

This paper suggests eFP-Tree(Extended Frequent Pattern Tree) based FP-Tree(Frequent Pattern Tree) to hide sensitive frequent
itemsets. Node formation of eFP-Tree uses border to minimize impacts of non sensitive frequent itemsets in hiding process, by organizing
all transaction, sensitive and border information differently to before. As a result to apply eFP-Tree to the example transaction database,
the lost items were less than 10%, proving it is more effective than the existing algorithm and maintain the quality of database to the
optimal.

Keywords : Data Mining, FP-Tree, FP-Growth, Sensitive Frequent ItemSets
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Bd"(SFIS)
| slxesd 2] mB[Ta[15[T6 [ T[] T
S{. *s1 | dab 1 1 1
Q s2 | _wcb 1 1 1 1
Bd " (NSFIS)
by [Bed’ [T [ T2 [ T3 [T T15 [ 16 [ 17 [ 18] 19 [supp(B)
b;/. TRbl | dac 1 1 1 1 4
] [ b2 | ,dce 1 1 1 3
13| ab 1 1 1 1 4
ba | db 1 1 B | [ 3 5
(32! 5) Bd-(SFIS)2t Bd+(NSFIS)2| EzHAM HE

Bd'(NSFIS)={dac, dce, ab, db}&] F W A 24 byldce)

A 7 WA FES oust A3 byp=(c}7} Hrh
7 &5 57171 Bd (SFIS)9] siol 3k impact &<

Tt 1 A FoA HA impact e FolA I E
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HagE i 5714 2 gE°] & SFIS 350 5= Ao
ot [719] AFol 9sd  impact S TFeb] Y3k
Bd (NSFIS) &553 B 7FeA(wB)E ot xxiel ¢
A Tzt
if Psupp(B)>(m-+1) then // m=3
w(B)=supp(B)-Psupp(B)+1 / (supp(B)-m);
if 0<Psupp(B)<m then
w(B)=n+m-Psupp(B); // |Bd+l<n

<oo(n : 01_/]4 2 A4

o]7]4 TDBE AlAlE dlo]Ef o] ~o]n] BEBA (NSFIS)
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Input :
TDB : Transaction Database;
m : Minimal Support Threshold;
SFIS : Sensitive Frequent Itemsets;
Output :
RTDB : Result Transaction Database

Method :
Compute m-FIS and NSFIS;
Compute Bd(SFIS), Bd™(NSHS);
Compute Sort Ttemnsets in Bd (SFIS);

for each X=Bd(SFIS) do
Compute Bd'|; and w(b) where bjeBds;
Initialize C(C is the set of hiding candidate of X);
for(i=0;i<supp(X)-m+1; I++) do
Find u = (T, %) such that I{u) = Minflwlued;
Update C = C - {(T. x) | T=Ti}
Update w(b) where bjEBd|s
Update database TDB;
Qutput RTDB = TDB;
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TID items \ d:8, a7, c7, b6 e3
1 & bede FS dag, dc6, db5, ac5, abd, cbd, ce:3 de3
> lacd dab:3, dacd, dcb:3, dce:3
3 labdfg SFIS dab:3, decb:3, cbd
T e e T T 5
4 |bede d:8, a7, c?,‘b I
1
5 |abd | NSFIS da:6, dc6,:db5 'ac5 abi4, ce:3, de:3 i
6 bedfh : dac.4, dce.s 1 HAE B2 :
7 |labcecg I d6, a6, c5, b4, e3 i
]
8 |acde I RAS da:3, dc5, ac:3 ab:3, ce:3 de:3 '
1
9 |lacdh i dac:3, dce:3 I
(32 8) 27171 BH % NSFIS, RFISS £AI8H= 8|m
\ Outpu = ﬂ‘ “ Output l":' ‘ - &r
--------------- N ..-Ill--lll-l-lll.
= Freuuent [terms o Mawximal ltems = Frequent lterms B Masimal tems
: ltem Support : : [tern Support ‘: I‘g‘é
ol e 3 o o ee 3 E cde
u| cd B —i(m a cd 5 F
= b 5 5 ad 3 :=1|:
b 4 ol sl W1 3 |5
2| ad B . e 3 :
: ac 5 Tm = | gcd 3 “m
EEmEEEm L] LY TR RN ] Emy
Closed Hem Strong Rules Closed It Strong Rules
gd ) - Rules Confidence  * g Rules Confidence.  *
bd a—d  BTI% L d ac—>d  100.00% |
by | ac—->d  80.00% E| o ad=—>c  100,00% 3
ac I= b-->d 83.33% = acd c=->d 100,00%
ab = c—>xd 85, 71% cde ce—>d 100,002
o = ce->d 100.00% d—c B3
de--rc 100, 00% T de-->c 100.00% 2

HME =o| NSFIS9t RFIS ZztH| W

ol dle[gmel~ A7)= 449l 5K, 10K, 15K, 20K, TDB FIS RFIS | #loss itemsets | #modified entries
25K, 30KZ A4dstel wlwetsich. A44€ TDBolA 7+ E 5000 | 439 | 4302 56 202.6
WA Hyt A7]= 10914 50719 FEHER FAEINS 10000 | 417 418 75 583.4
W HA AAE AAZS 0% AAsAT 15000 | 426 | 417 6.9 850.6

2 omgelME SFIS #717] #AelM EdHe P 2000 | 2 | 44 / 11
9} RTDBS] F44H0] 8¢ F3 49 ek #7] 00| 7 | uah &7 L
J] 9leh SFIS @Eo i sl 107 5 744 Ao 30000 | 443 | 4348 78 1491.2
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HaEE A8 die w7 GAHdA EdEe FE59)
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