3GPP LTE/SAE WIEQIZOIMC] HESRH 7| =& HAZ=T(0f st o452 237

3GPP LTE/SAE Y E

http://dx.doi.org/10.3745/KIPSTC.2011.18C.4.237

EH T A ey 7]

HA AAFA o B AT

SRR AR
2 o
LTE/SAEE 3449 7] 85 42 34 =&¥ HEYAES ‘”213}7] %%H d=ow 7] FrIHE Fostal Yk B =AM E, =L
B 7] & 7ol vlE7)st FAel o8 ekt “01 BAEA X 3 Bk vEr1st 34 WA SldEl, 7140 FET] ABilo
ST ool B =Rl Alidd Rake), FEd wEEHe ﬁHi]PJ & % Hx3) sh= A FEI| A F7)1E =Fstast s

|9 : 3GPP, LTE 29, #ERH HOt X3

Optimal Handover Key Refresh Interval in 3GPP LTE/SAE Network
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ABSTRACT

LTE/SAE has presented the handover key management to revoke the compromised keys and to isolate corrupted network devices. In

this paper, we identify that the handover key management is vulnerable to so-called de-synchronization attacks, which is jeopardizing the

forward secrecy of handover key management. We place an emphasis on periodic root key update to minimize the effect of the

de-synchronization attacks. An optimal value for the root key update interval is suggested in order to minimize signaling load and ensure

security of user traffic.
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