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Design and Implementation of Voice One-Time Password(V-OTP) based
User Authentication Mechanism on Smart Phone

Sik-Wan Cho'

- Hyung-Woo Lee™

ABSTRACT

It is necessary for us to enhance the security service on smart phone by using voice data on authentication procedure. In this study, a
voice data based one-time password generation mechanism is designed and implemented for enhancing user authentication on smart phone.
After receiving a PIN value from the server, a user inputs his/her own voice biometric data using mike device on smart phone. And then

this captured a voice biometric data will be used to generate one-time token on server side after verification procedures. Based on those
mutual authentication steps, a voice data based one-time password(V-OTP) will be generated by client module after receiving the
one-time token from the server finally. Using proposed voice one-time password mechanism, it is possible for us to provide more secure

user authentication service on smart phone.

Keywords : Voice, OTP, Authentication, Data Security
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ANa [ otp - Debugger Console )

Simulator - 4.2 | Debug:: ~ E '& Q‘ @ @
Overview kpoints BuldandRun  Tasks Restart Pause Clear Log

[Session started at 2011-92-23 15:10:53 +0900.]

2011-02-23 15:11:06.002 otp[9658:207] Stream Open

2011-02-23 15:11:06.004 otp[9658:207] Connected...

2011-02-23 15:11:06.065 otp[9658:207) Text : asa 16807

2011-02-23 15:11:06.388 otp[9658:287) Server Login: 205871198ad 207]Hi

2011-02-23 15:11:06.389 otp[9658:207) bytesRead : 9

2011-02-23 15:11:06.399 otp[3658:207] recvmsg : 205871198

2011-02-23 15:11:06.393 otp[9658:207] Pin Number BUF : 205871198

end record

end record

end record

2011-92-23 15:11:12.841 otp[9658:2087) 1182309186696162512071482191786017525118
2011-02-23 15:11:12.842 otpl9658:207]

BUF_Snd Data : 209271967681133518515851054866446210250

Au : 1182309186696162512071482191786017525118

2011-02-23 15:11:12.853 otp[9658:207] Server Login: 2773=351%s
2011-02-23 15:11:12.854 otp[9658:207] bytesRead : 9

2011-62-23 15:11:12.854 otp[9658:207] recvmsg : 2773=3517
2011-02-23 15:11:12.855 otp[9658:207) cnnnnctil]

2011-82-23 15:11:12.856 otp[9658:207] TS5 : 2773=3517, Ts Len : 9§
2011-02-23 15:11:12.856 otp[9658:207) Ts Enndll

2011-62-23 15:11:12.857 otp[9658:207)

Au : 1182389186696162512071482191786017525118
Ts @ 2773=3517

: 879160508

Chal : 205871198

SndData : 2773=35178791608508205871198

MD5 : 745119261252953215116613512158143177242154

VOTP : 24954892352223227931151233891210860389

VOTP Len : 37 :

v

oip launched @ Succeeded 1 5

== |
(3 11) V-0TP S2{0|HE A 21

0
ok

e ol 83te] Chal #kol s@ste PIN gk ‘205871198'<
AAsle] o5 ZHo|dE YR ﬂiﬂﬂl et

Al M FefoldER e $a1% g Cudll 3t 3t
A/AZE BAS FAST T2 *3*36}04 ol tAl AmtE
El AFI mHEo R IEOJERTH Al
V-OTP gkol W /35 A& Fdste] HFHo=
AutEE G4 AHEA £ ARE ol&F dIE
A E 7 QA A& dRe do

10.0.18.502 F st sUl.

ID, Client Rand : aaa 16807

select id,pwd from user info where id = 'aaa'
ID : aaﬂ
Rand:16807

Pin Create.
Server Rand :
Pin :205871198
1. Info : 6QMpBCEENARaBIBE2gQIBQoF6gTCBLAENGRIBEAE+
BNYA4BCBAFIACEAIgBIRAOV/bPAS/ 20/ hvoh/yr/DE/R/r3+5v4k/37/0£8L
2. Info : 209271967681133518515851054866446210250

Au : 1182309186656162512071482191786017525118

Server Cu : 20927186781133518515851054866446210250

Password :bbb

Server?t client. cu #f 012

cu a0 RFUL.

TS : 2723=351?

TS Len - 9

879160508

Au : 1182309186696162512071482191786017525118

Ts : 2723=351%, Rs : 879160508 challenge : 205871158
MD : 745119261252953215116613512158143177242154
Server VOTP : 2495489235222322793115123389121080388
Client VOTP : 2495489235222322793115123389121080388
Server VOTP Len : 37

Client VOTP Len : 37

VOTP Success!!
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