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Personal Information Protection System for Web Service
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Abstract Recently, Internet web services including bulletin board of companies, public intuitions, or governments

became the main ways of personal information leakage. However, it is hard to succeed to detect personal
information and protect it from leakage manually by system administrators, because the number of web boards

and attached files is so huge. Therefore, automatic scanning and filtering methods are needed to protect personal
information like resident registration numbers from unexpected exposure. To do this, we developed a novel and

advanced web security system for automatic personal information scanning and filtering.
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Fig. 1. Personal Information on the Web.
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Fig. 2. Sucture of Personal Information Protection
System
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Table 1. System Function and Specification
Product 1 2
Architecture Appliance/P | Appliance/P
ackage ackage
Chassis Height 1U 2U
Redundant AC Power X i
Processor Type Intel Intel Zeon
Processor Clock Speed 24 GHz 30 GHz
Number of Processors 1 2
Default Memory 1 GB 1 GB
Memory Upgradeable to - 2 GB
Hard Drive 160 GB 160 GB
Maximum Throughput 100 Mbps 300Mbps
connections/sec 1,000 cps 4,000 cps
VLAN tagging(802.1q) 219 A9
syslog 219 A9
SNMP v1/2/3 A4 24
NTP(Network Time Protocol) A4 214
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Table 2. The accuracy of Information Detection
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Fig. 6. Traffic size vs. Session performance
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