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Abstract With increasing use of smartphone, users require a new message service to prevent security attack and
provide integrated messages. Since smartphone uses data services such as 3G cell network and WiFi, it can
provide reliable message transfer through various security policies. In addition, it can transfer various data
collected using built-in camera and GPS. This paper proposes a smart message service platform which can
provide security services such as authentication, confidentiality and integrity as well as transfer the integrated
message including location, picture and text. To verity the functionality of the platform, this paper implements an
iPhone app and message transfer server, and then shows the implementation results.

Key Words : A0PEEZ, 4| Al ZHE, WA Bk S5 oA1%], 67 Hs Ao

.M 2 o2 Qs Ao T4 st itk 2ntEES 1)
AA A 225 “IIFLeE T} “whatsapp”©] oW T}
o}o] E(iPhone)?] 574 “muld AEiA S E AR 710ES QA7) 1500 THES dolalm 71Ae 6
& A% wgs doAg = o E g Jute. 2o Wit 153 o)A} o] 311 Q=
Z war)-Zaz -2 s 1402 A4 ojee wAlA AH|se] Fa =4
kb Ze Mua 348

RSOtk Al FA%ol ol FAAIA T

[¢]

= A 7] o Ul FrfF(feature phone)?] SMSol= gl |
PAZ o FolaL sl ~vkEE ZhAkE 2011 89 AA 9] ool Algko] gl
A 2,000 whgol Subskal glvk T1Eja fiEofdl= o Wikis} 3G dlolH $A%E 8407 o] &3
FAT 7R gio] Aol fEH I qlk o2H & A ABAE o] §8 5 gk
5o] 2 wAA] Aul = 283 vE 14, AN ® Push ZES& Aesla glo] 7e] dARte s ALg
Al Al Aol 7hsateh
B9, gk A R E st o o|ud3} o] “A 4 2 A< (store and forward)”

427k 2011.8.17, =4 LA} 2011.9.23

el 20 tons WAL ol g ey el AN o Aol sl

- 73 -



DHIUE ADE OA|X

| MHlA BHE

7} AEdE “person-to-application” E# 2] 90
= R HAAE AAdsHE Aoz 4EA 9t o

2ntEER AR AH| 2= X7 diste] 23S gk Egge F2 VYA w2, F7F A AH =
WA Q7] wiiEe] B57 U, &, 7193 L Ale]e] 2 AEEE Ao g drh
R 2% oz s F53 o] gtk of&g &2 e HAA WP AF {5 wE BEXE B, 4TS
o] MBS A Q3] HsiM= wiAA 9] Betde] = AR 7} 94.9%, WIAIA] AR FEAE TR QLE
ofofal 7|Ee] TAMEYE ofUE} 9X|, ARl 2 Assk A A7} 22 35%, 1.6%S Holal itk mA
Elnjt]o] dlo|el & T§ste] dEd 5 dojof ). 2 2 gk wiA Ao gl WiAlA] 2 A ZE mIAIA] 5
o ME ArtEES G S 83 WAIA Muj s~ & 2 AZ4E Alagko 24 HAIA G F AH| 2 AIZES o
P 3EZ(SMSP: Smart Message Service Platform)& A4 2% g 9=, 10z odldll Aa¥ H$7F 732%, 1%
gk &, A1k olue) eI ]Gl Al Bl 5 Qe ol 284 A9 17%, 15413t ol 2~8F= B9t
NS 743 Qlon Hekdo] Hojd F3t wAA 5% Aoz e
45 AFsch olE g WAIA] M)~ FAFS HY
¥ R MAA o EANT T doH tE 4 ole]3t At A¥E wigo 2 SMSP7} 7F-ok 271
g £3402 Add 5 e FHS /gl S U5 2ol Aoskainh

ARk o2 A wAIA] A2 FEFo] ThA ok
g ZhoR= vAX 9] R, AAIRE AL, AT = e B AU~ A9l AR P WA E Wzsh 4RE
AL FEAQ] AFE BAstofof il B =M= A Qb g Auj27E gL @Fele] o] 4 flE
olefdt 7S W3] Sl At A AES AA 2 94532 53 7|'W 4 (confidentiality), PIAIA 2] ¥
skil FES Fa A¥E Helr 2§78 94  de FA4(ntegrity), HIAA<

B =] AL v 2 28 A wAIA A ABE 53 FAreplay attack) WA, 79 A=
v~ ZFo] 7pAof & 2 21E YAIStaL Al~E (authentication) 7]%5°] &7tk
Tz dls] Aegit). 38 A= WAIA ARl FAE e B9 WA ZHl= AlFApt ddsie
of ARAN AA W81} 4ol Ae 78 A 7153 “person-to-application” E#H-& FAHETE of]} 9
o} wpReto 2 5Ho A= AR 9 &5 A FAlo ) 2, AR 5& X3 vAA] AH|~E g
8 Mgk o MIFAUE HAA " 2okl A3kl A 3G Ul

Il. SMSP(Smart Message Service Platform)
g

1. 27 =A 24

Zerfos” = SMS(short message service) -4} AH] 2 o AZH

of thet Edflo]A~E Faf ARSAE wIAA] ZdE Tt
HAIA] AR| 2 AlZbel] B9k £ FE5 A skGiTh 353 A

A AR Fa Ak et 2
g7z 3% B2k L0007) olstel WA
[e]

t}. 3, “person-to-pserson” E ¥
A% vAA AGTE BA Az AEA

- 74 -

o}
A5 AR 100007 ode] WiAAE 8 &<
A HAA

A& A7), 2 ASH
T B o] el vls |
1218t S stel A= wlA|

&
s
=
[
r
O

Fohz A7k ©7] wiiel AAzreR v
Fojok gt} o] ¢siHE F4(push) <}
2o o7l M| ~¢ Ulluser interface)®] 724 &4t

(locking)o] AeHA] s e 2o 7]Eo] &

of\ ofy
toly
rio
i
N
o\
N
)
5
i
2
o
0,

e rie



20111 108 BHRQIE{AYSEAISS]

==X M@ ws5=

o] FARY Tasith

1

2. NAY PNE
3 =Rol A Algkelis SMSPe] T4 ekt 19 13}

2

2o

Gl AIR|
ez M
o Front-end Server: m \
Web Server
Secure Channel S
[rree—
ADEE SR FL
= AR = T > Ry s
TIAIK] o e s Jmmmwny_____
. . (27, AHE) e {C
s— EELIEEE I Back-end Server: IBECk'Egd Server:
o =222l DB Server Image Server /
32 1. SMSP AJAH ZME

Fig. 1. System Architecture of SMSP

o &4 W) ZvkEEON} PCE ovjdith $41 ©
) 54 v

93 ZE(Port, 8) 52 443)5 0|83}
o WAIAE “ZE AR Falg) HAAE 4
AR(: M E)9F T vlolEH(EA A, 9A] &
2 A vk MES A HE AR A mAIA7t
A2 AGER] Fe Aol SR} asies
gk 912 ARE GPS A9k 3G, WPS(WiFi
Positioning System)& o]-§-3lo] 5% ) & An] 20
Alo] 2] AE= AFEARY] #A| HIR[ERE o]} A
A& EFsh= Fo9] do|nE 93] HRE 2
& 5§l daagAE Aus o] go] 7hEslt

o MAA] A AH: vIAAE YA Bashs A A

ol

£ 4

A7 2 A (store and forward) 4] g Qi) =,
HAIAE JAIZ Bet & F202ke] 8 A H i)
HAIZ] AE AW A, o] A] Au) dlo]E] Ho]

2> AR A ) AWE AR 8 A S lE)
], dlojE o] A= AR HAIRE A et
olm)A] MW= AR 22 HEm|T]o] dlolHE A%
gt dloleo] 29t ofn|R] AHE o s U
Ea Efgs A ZITh

o A wEYl wAA AHE o &9
APNS(Apple Push Notification Service)t} -9
C2DM(Cloud to Device Messaging)°ll 4 A4S

Py
A%

o
kY

AFo A Bl FHE 25T 5
£ 2% Aol A 2 4sel A% WA

ty ¥2

. 4}
_/‘,:

al

o
U

. SMSP A A

1. HOt MH|A

B 1= 4= SSL(Secure Socket Layer) 1S o] &
A wokah ARSPIE o] g3t mAA] mete] % 74
21& Agsta Ak 271 39 7FG g 7] e
93] SSL 719k HTTPSE ARttt 18]t HAIA] &
2Aell= AESSF 22 U1 7] Y55 AMEToEN &

42 Austa 9

Mo > Mt o o

7}, SSLE S8t JHQINE H5
HIEY A AellA tdstA mARAE AEstr] 93

A9 ARE T3 vloE BAL 2A| EF

E39] SSLE o  SSL ZREZS AN 9% 9

315 23 712 AT, uﬂAW Cd% =

o Iz
rO
[kl
fu

&3

o,

3l 7)o A =] 0] 5]% o, Qﬂa: 501 iPhone2 SSL
v3S A Peta gty 19 2% SSL ZREZ] Ui

FEE KT 9l FEtoldES} ATty d& %}
AYE Fol FnE F A 7] KsF o83t st
H HlolH & Aol A 7Nl HH, tH7]

E'
(Kcs), %E}Olfdlé OJ%% e T

Lm

UK(Temporary User
4 HAIA] Btof ALE-
v TUK= /\P%X}Q] AEF 98 sted 23144
Aol e

=
e
< S
=
=
)
o
R
&
N
rr
4o
%01'

Can we talk?, cipher list, R,

Certificate, cipher, Rg =
{S)eenen E(N(Msgs,CLNT,K),Ks) | —|
h(msgs,SRVR,K) %
Client Data protected with key Ks Server

a2 2. SSL Z2EZQ| £X niH
Fig. 2. Operation Flow of SSL Protocol

Lt HIAIX] 2Ok
SSL ZREZL Agd ¢+53slE &) vk B A
ZAela S AZLh whehA] 2 WAA] S 9

- 75 -



DHIUE AOIE HAIX| MH|A SSHZ

3 v SSL AdS sl ‘?%—3— Sn st

Ak wEbA 2 dgllA wAA A

HIES o] &9 ti7] ¢ dadss A}% gt
Feto|AEAA mAA % %/\l %i"a‘%}% HMH%

7 339 2 TUKS 55& He Q

TUK, E(Message, TimeStamp; Kcs)
h(Message, TimeStamp)
Client Server
Kes: 22t0[HEQF M7t S /&= LHE7

|
TUK: S210|QE HES, M2 OLAF 7|2 $S5150 918,

O3 3. HIAIX] E2F AMH|A
Fig, 3. Message Security Service

2. HIAIX] & AMH|A
I 4 ALEATE WAAE

l 3F& HAFAL Uk

AFAAS A% AN

1) WAIA " @3 HTTPS EA(hody)oll HAIA
£ AESE s slste] Aet 9 get 52

sto] Auo] g a3t

2) WAIA A ) AW E B8 A 84S 2l
< DBell WIAIAE A7gate), qkef ARla) 22
Eju]t]o] dloJEl& o]n|x] AHel| &Este] A%
sitl, SMSP+= 7|24 02 “store-and—forward”
Ao g2 FAE] Wi ARgAkel 23] S
A5 HAAE At

3 F4 2% =9 APNS"Y 2o c2pMe
o]-g&3to] ALGAIAN A F4] Y-S 8A T} N
ol = A= AREA Al F415 HjA "ok

o ] ol He wHom YT Be F4 8

post
2EE o &

4) Uﬂ*lxl —‘jrﬁi HhLe- Sto]

BAIR E
B Al2E

APNS
oy 1 IAA Front-end Server: c2oM
HTTP(get, post) Web Server
4 an

—

[rre—
ez A OARL
HTTP(get,-po:

Fgm

o uzeR

|

2. MAIX] XE

[, S
[y ——T—

[ —

Back-end Server:
Image Server

Back-end Server:
DB Server

a3 4. HAIX] H& by
Fig. 4. Sequence of Message Transfer

AR M AxEgole] F2= 119 59 2t} Ul
& w@9shs vl 9= 7[EH 2 “run loop” S
“event loop”& EWA AFES HE|dit) AMEAE S

ES A s A5 lﬁ-‘?jﬂ o= YESI S H o]
Ag e ¥ o] w] Al2¥] -3
© 2 "worker thread pool”ll = Z# =7} AojvA] 2
A oldg Al AAR mutd vEAE T

HAIA] HE-2 2l v ES] Ao v]s) vjalE Aol 2 & U]
2=/t UESY A eugo|de] & w7t 7|thdtt
W S5 AlRto] wl¢- AojA A "k A Ul =8 =9
HESA ~d=8 E3o =24 Ul 24 A/ ocking)

e 2 4 gk

N

© ul
= 71

rr
ol

Main Thread(UI)

4
Sync/Async
Network I/O

Col\currency Control
(Max C Threads)

Thread Thread returns
Wakeup to pool

3 Worker Thread
Operation Queue

Thread Pool

J2 5. HAX| ©E AZEQ0{Q X
Fig. 5. Architecture of Message Transfer
Software

B9 UEAD 2dEE 5] Fe wEr|New §



20111 108 SHRQIEAYSEAISS| =2X| Hi11H M55

S 8t A 2 5w wijl 2= A SAE
t} o] wj WiQl 2= S s A sy wAA
5 ARgAbol Al LRt A=, o] e F2E
A7 A4S =9 F 93 "worker thread pool”
AHE3o 24 thread] 7M5-2] A3 2712 Q18 A
d BHE 29 5 de FHo] EAlgt

2180 M AA R Hhel REo] B ]'E AHE- H H 1 JJr

uﬂAW% XWo}i itk o] W 2t WAIAE s B
e B4Rt o5 Jol dfdozi e &3
o2 HAAE AF3

EAANFD A 230] 9 A9l Ashe
& Fal 2d%e $aAsla g
V. 78 Zat
1. ADIEE o
2 z=iolA AAISE SMSPE ol Z9] o}o]E(iPhone)
ANAl FEFATE ofo]EL] i0S 4344 AlFshE

Foundation, UIKit, MapVieW, CoreAnimation®™ ¥} 7+-&
okt 2y Qe aE E83tomN AZEY oY At

ol

As =Y F ok :EU}E% Ao dEAY=R E25)
u 782l FxE Oy 63 B2k
o vl ~E = Uls 993 ARkl 24 uf

g g 2UEs 2k 43s 9Ptk

o UENA YA (worker) =¥

Blshe] B4S Bl WA £ 715 WY
.
o AgAS] AYAT} UG WAAF HlolE] ]

o]zof AAslr] ¢4l /\E?/]X] 2¥ =7} 23

t}, o] 2= SQLiteS o838t DB YE4&
T,

o U 2= 0SeA Ul es A4
c2X AEE 71427 93 MapView,
TE2 7Nk g AA FA(ALA AEHE 7}

A3 2+ Reverse Geocoding Z=#| =7} &4 3k},

3}% iﬁﬂ

=G @A 94 5
SRR S O
=7} EA@.

Location Animation
Update
Message,
Thumbnail i
NetWQrk essage
Transfer Server
Worker

Contact,

\ Message ——
Storage

A3}7] $138F Location Update,
A2]E 9138 Animation 29|

Reverse
Geocoding

External Server
(Google....)

33 6. AOIEE Wo| AgjlE X
Fig. 6. Thread Architecture of Smartphone App

2, ™& MY

HAIZ] S AHe WAIR] s .S Falshe
“Message Delivery Server”, #Aa)el=
“Account Server’, ARRl¥} 7 #a)ste=
“Content Server”, 7141 WA|A| g ”ﬁ i
274& 93 “Batch Server”, 3¢ AHe} wAAE A%
3= MySQL Hlo|Hujo] 2~ FAdwo] gith

fajd Aol YR Actione At §) Zelggas

HAH &\ 9 2| A9 == Open SourceZA A%
ﬂEloi o] fag A ofEgA A Aol 7hssit
WebWork, iBatis, Quartz 522 T4 %] dth

A=

MysQL

Message Delivery mysQ
atabase

Server Account Server
HTTR
80,40 Apache Tomcat Server

port ‘n que: (p

Action
‘ (Java Web
Framework)

Content Server

IApache Tomcat Seryer Batch Server

HTTR HTTP Server ava Web Framewolk
80,443
BatchJob |~~~

Uava Web Framework External Push
Notification

Server

38 7. HAX| B Ao 71X
Fig. 7. Architecture of Message Transfer Server

- 77 -



DHIUE AOIE HAIX| MH|A SSHZ

3. A3 5 V.2 2
SMSPell A} k7] Qe ofo] ol A TR om A
@ spae a9 83 ok 7Y By 7E ARE g SUPEES BEoR Jjddel A% el vA
sto] @A) 98 Vehla ok AL 91X gay AR S ARkl o =R A9l
she] B R A 2% vk elw 9w/Aw o kR BlE ZI]iRke] SAlE Aldlshs ANE E
AHE olgsle] AT Frz WHEE “reverse  Aow AU S8 Wl 9 WA AEE A
geocoding™ B3 oelol o] EAsn ek, 7y g BN SMSPE A R AR 8 AN =,
A AR ohek EAsk A st g N AT A R 12/ R AN Agsh
& e Bl ot deh) SUSPe fe do HEE sk T AN FAES A A At

HEZ 53 ddo] 7153
2 A as A
7V

HEL 3]”0101]71] 78%0}%
ditt 19 8 (o Wst 555

=

N A T~ —
el Ho| mel ahaeluct &5
- 0|o]X| = oilefst ol o|a|x| gl
ch B AMsem

GEG0ES000

T FEFTE

Pod =
ﬂ‘—)‘-?— 16:43
u L A -
HaYyE T
x oM Ao cf gec oix A @ >
w37 ojUz? @
o g ol 22 16:07
ol L}S 0|t Hoesie 55
=W o CiE 15:49
-'T"i 17| o= 8>

33 8, ADIEE o MY B8
f

=
Fig. 8. Screen Shot of Smartphone App

- 78 -

Ko
=

ool i wiA1A] ZREA
g

AN AT} 18] o A A ofo

re
2

o 463 Ase XMSWD}

B
A=A

T % gk

=}

= = ;-I

- O
[ELE

a

[1] Tomi T Ahonen, Alan Moore, Communities
Dominate Brands, FutureText Ltd., March 2005.

[2] Nagarjuna Venna, “The Evolving Nature of
Competition in the Wireless Ecosystem: Emergent
Opportunities and Threats,” Massachusetts
Institute of Technology, June 2009.

[3] P. Zerfos, X. Meng, S. HY. Wong, V. Samanta
and S. Lu, “A study of the Short Message
Service of a nationwide cellular network,” IMC
2006

[4] A.O.Freier, P.Karlton, and P.C.Kocher, The SSL
Protocol Version 3.0, Internet Draft, March 199%.

[5] J. Daemen and V. Rijmen, The Design of
Rijndael, the Advanced Encryption Standard,
Springer—Verlag, 2003.

[6] Alasdair Allan, Learning iPhone Programming,
O'Reilly, 2010.

[7] Android Cloud to Device Messaging Framework,

http://code.google.comy/intl/ko-KR/android/c2dm/

index.html

5, iPhone & iPod Programming, 34w t]

o], 2000.

[9] Craig Walls, Spring in Action, Manning, 2011.

(8]



=

S4ets| =2 X M1 M5

4 hH| 4L T,

o
-
=

W Ad| X|

]

XKp A4

+ 1999\ 9¢ T 2002

Hejriele] 41, ol

<G}

- 79 -





