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Design and Evaluation of a Weighted Intrusion Detection Method
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Abstract With the rapid proliferation of wireless networks and mobile computing applications, the landscape of
the network security has greatly changed recently. Especially, Vehicular Ad Hoc Networks maintaining network
topology with vehicle nodes of high mobility are self-organizing Peer-to-Peer networks that typically have
short-lasting and unstable communication links. VANETs are formed with neither fixed infrastructure, centralized
administration, nor dedicated routing equipment, and vehicle nodes are moving, joining and leaving the network
with very high speed over time. So, VANET-security is very vulnerable for the intrusion of malicious and
misbehaving nodes in the network, since VANETs are mostly open networks, allowing everyone connection
without centralized control. In this paper, we propose a weighted intrusion detection method using rough set that
can identify malicious behavior of vehicle node's activity and detect intrusions efficiently in VANETs. The
performance of the proposed scheme is evaluated by a simulation study in terms of intrusion detection rate and
false alarm rate for the threshold of deviation number e.
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Fig. 1. Vehicular Ad Hoc Networks
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Table 2. Roughness for Weighted Values of
Node Activities

1 2 B 4

0 0135 0.465 0625
0 0.149 0.457 0.58
0 0.143 0.441 0.542
0 0.142 0.407 0.554
0 0.155 0.392 0471
0 0151 0.368 0.463
0 0135 0373 0488
0 0.149 0.316 0434
0 0.143 0.279 0375

Parameters Value
Total # of Node Activities 100
Degree of LOC random(1, 3)
Degree of TRF random(l, 3)
Degree of ROT random(1, 3)
Degree of RLY random(1, 3)
Degree of AGE random(1, 3)
Threshold € [0.2-06]
A | (05 015, 015, 0.2)
Weighted Value of (X,Y) B 04, 0.2, 0.2, 0.2)
C | (03 025 025 02)
D 1.0, 05, 0.1)
Weighted Value of AGE E 1.0, 0.7, 0.3)
F 1.0, 1.0, 1.0)
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