Symmetric SPN block cipher with Bit Slice involution S-box
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ABSTRACT

Feistel and SPN are the two main structures in a block cipher. Feistel is a symmetric structure which has the same structure in
encryption and decryption, but SPN is not a symmetric structure. Encrypt round function and decrypt round function in SPN
structure have three parts, round key addition and substitution layer with S-box for confusion and permutation layer for defusion.
Most SPN structure for example ARIA and AES uses 8 bit S-Box at substitution layer, which is vulnerable to Square attack,
Boomerang attack, Impossible differentials cryptanalysis etc. In this paper, we propose a SPN which has a symmetric structure in
encryption and decryption. The whole operations of proposed algorithm are composed of the even numbers of N rounds where the
first half of them, 1 to N/2 round, applies a right function and the last half of them, (N+1)/2 to N round, employs an inverse
function. And a symmetry layer is located in between the right function layer and the inverse function layer. The symmetric layer
is composed with a multiple simple bit slice involution S-Boxes. The bit slice involution S-Box symmetric layer increases difficult
to attack cipher by Square attack, Boomerang attack, Impossible differentials cryptanalysis etc. The proposed symmetric SPN block
cipher with bit slice involution S-Box is believed to construct a safe and efficient cipher in Smart Card and RFID environments
where electronic chips are built in.
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Right_Function(byte in[16], byte out[16],
byte rk[NROUND+1][16])
begin
byte state[16]

if encrypt {round=0, step=1}
else {round=NROUND, step=-1}

state = in ;

AddRoundKey(state, rklround])
round = round + step

for i = 1 to NROUND/2-1
SubBytes(state)
ShiftRows(state)
MixColumn(state)
AddRoundKey(state, rk[round])
round = round + step

end for

SubBytes(state)

ShiftRows(state)
out = state ;
end

J% 1. & AESe| Hetett
Fig. 1 Right function of Symmetric AES
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Symmetric_Stage(word al4], word bl4],
word rkw[NROUND/2][4])

begin

word t[2], k[4] ;

if encrypt
{ k[0] = rkw[NROUND/2][0]
k[1] = rkw[NROUND/2][1]
k[2] = rkw[NROUND/2][2]
k[3] = rkw[NROUND/2][3]
else
{ k[0] = rkw[NROUND/2][2
k(1] = rkw[NROUND/21[3
k[2] = rkw[NROUND/2][0
k[3] = rkw[NROUND/2][1

}

= )

}
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end
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Fig. 2 Symmetric Stage of Symmetric AES
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Inverse_Function(byte in[16],
byte out[16], byte tkINROUND+1][16])
begin
byte state[16]

state = in ;

if encrypt
{round=NROUND/2+1, step=1}
else {round=NROUND/2-1, step=-1}

for i = 1 to NROUND/2-1
InvShiftRows(state)
InvSubBytes(state)
AddRoundKey(state, rklround])
InvMixColumn(state)
round = round + step

end for
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InvShiftRows(state)
InvSubBytes(state)

AddRoundKey (state, rk[round])

out = state ;
end
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Fig. 3 Inverse function of Symmetric AES
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Load Store Logic Load Store
Word | Word Op Byte Byte
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AES and AES
Load Store Logic Load Store
Word | Word Op Byte Byte
Symmetric _
AES 192 46 152 192 32
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