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ABSTRACT

In this paper, we examine the reliability verification procedure of evidence analysis tools for computer forensics and test the
famous tools for their functional requirements using the verification items proposed by standard document, TTAK.KO-12.0112.
Also, we carry out performance evaluation based on test reults and suggest the way of performance improvement for evidence
analysis tools. To achieve this, we first investigate functions that test subjects can perform, and then we set up a specific test
plan and create evidence image files which contain the contents of a verification items. We finally verify and analyze the test
results. In this process, we can discover some weaknesses of most of analysis tools, such as the restoration for deleted &
fragmented files, the identification of the file format which is widely used in the country and the processing of the strings
composed of Korean alphabet.
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4,3.1 EnCase Forensic LE ver 6.0
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