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ABSTRACT

A botnet is a huge network of hacked zombie PCs. Recognizing the fact that the majority of email spam is sent out by
botnets, a system that is capable of detecting bomets and zombie PCs will be designed in this study by analyzing email spam.
In this study, spam data collected in “an email spam trap system”, Korea’s national spam collection system, were used for

analysis.

In this study, we classified the spam groups by the URLs or attached files, and we measured how much the group has the
characteristics of botnet and how much the IPs have the characteristics of zombie PC. Through the simulation result in this
study, we could extract 16030 zombie suspected PCs for one hours and it was verified that email spam can provide

considerably useful information in tracing zombie PCs.
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