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A Study on Minimizing Infection of Web-based Malware through
Distributed & Dynamic Detection Method of Malicious Websites
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ABSTRACT

As the Intemet usage with web browser is more increasing, the web-based malware which is distributed in websites is
going to more serious problem than ever. The central type malicious website detection method based on crawling has the
problem that the cost of detection is increasing geometrically if the crawling level is lowered more. In this paper, we proposed
a security tool based on web browser which can detect the malicious web pages dynamically and support user’s safe web
browsing by stopping navigation to a certain malicious URL injected to those web pages. By applying these tools with many
distributed web browser users, all those users get to participate in malicious website detection and feedback. As a result, we
can detect the Jower link level of websites distributed and dynamically.

Keywords: Web-based Malware, Distributed & Dynamic Detection, Webcheck Program, Javascript Deobfuscation
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var a="http://hidden-malware-site/malscript.js”:
function jump2mal(b)
{

document.location.replace(b):

}

jump2mal(a):

var _0x2123=["\x68\xTALTAXTO\x3A\2F\x2F\x68\
x6N\x64\x64\x65\x6E\x2D
\x6D\x61\x6C\x7T\x61\x72\x65\x2D\x73\x69\x 74\x6
5\x2F\x6D\x6 1 \x6C\x73\x63\x 72\ x69\x T0\x T4\x2F\x
6A\XT73", \xT2\x65\x7T0\x6C\x61\x63\x65", \x6 C\x6F\
x63\x61\x74\x69\x6F\x6E"):var
a=_0x2123(0);function jump2mal(_0xcfObx3) {docu-
ment(_0x2123(2))(_0x2123(1))(_0xcfObx3):}
;jump2mal(a);
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(£ 2) MS InternetExplore QEAHE O[HE HER

Event Description
Fires before navigation occurs in
. iven obj
BeforeNavigate the giv ject

(on either a window or frameset
element).

Fires before navigation occurs in
BeforeNavigate | the given object

2 {on either a window element or a
frameset element).

CommandState | Fires when the enabled state of a

Change command changes.
Document | Fires when a document is com-
Complete pletely loaded and initialized.

ThirdPartyUrl| Fired when a third-party URL is
Blocked blocked.

Fires when the visibility state of
a content window. such as the
browser window or a tab, changes.

WindowState
Changed
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Syntax
Private Sub object_BeforeNavigate2( _
ByVal pDisp As Object, _
ByRef Url As Variant, _
ByRef Flags As Variant, _
ByRef TargetFrameName As Variant, _
ByRef PostData As Variant, _
ByRef Headers As Variant, _
ByRef Cancel As Boolean)

(3% 9] MS InternetExplore LEME o|HE SHED

BeforeNavigate2 o|WEE AM43l7] ¢18 ¥4
(Syntax)+= (28 99} Zt}. Parameter 7F5)
Call by reference® 3%+ Url W+ 4 B}
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Atz (Pseudo Code)= (2” 12)¢} 2},

334 8| 37| 2|18 St ¥ 2219H 2 XA F43t

Algkake SR mE <lE Y o] 4471 9 HebeA
& ek Eo 4 Held] 2RAGE Ha sl



96 2= Aol P

A, B4 gAE B8 s Aas ek 97

void Myhandler::OnBeforeNavigate2{TDispatch pDisp. VARIANTS wrl, VARIANTS Flags,
VARIANT& TargetFrameName, VARIANT& PostData,
VARIANT Headers, VARIANT BOOL' Cancel}
{
try |
[WebBrowser?® pWeb = NULL: /* &l 4 2el$Ag] QuAE qruir 44/
1 3 iAol S sl el EE A4 A A Y
checkIfTaMalList (url bstrVal, &vBoolMal):
if( vBoolMal == VARIANT TRUE ) /* o] e} 9z 7454 o9 ¥/
{
sendUnlToServerfurl): /% AM&03 472 94 %9 g e ¢/
*Cancel = VARIANT TRUE:  /* iz & deolxlof ojdt ool 24
}
}
catch..
[/ 934 /|
}
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w5714 ARlE 8 A 4 gl
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(2) BLdb(Blacklist database) : 2 TF= 2HAO|IE

URL H|O|E{H|ojA

ot 2 ARe]E URL Hlo|eiro] iz oA
2rE A 328 (Hosting)3he dA I F-¥7
URL(BL-h: Blacklist hosting)3 € #o]A] ‘H
of AFE FEAR AEEE ZE 23T slE
oOAFE ZAHA(BL-i: Blacklist indirect)® T
A=l (2™ 14)9 2] @Y BL-he ey
BL-i& &3 #zx=Ed, &4 BlL-i® o8 BL-iE
%gﬂ 7‘_]_—231_«}'3& BL-h& ;d—zsl /'\ 0101 olu}_;d )
2, o0& 22 A e

F

H = {BL-hl, BL-h2, BL-h3, ....BL-hm/,

I = {BL~il, BL-i2, BL-i3, ....BL-in}& %4,

[H| < [1]
(3) Svr(Server) : A{t{ AJAH

CwTol oM z= &4 dad BL-h& Al¥s}
i, CwT7F &A1& BL-iE FAlste] Hagh)
(4) RA(Response Authority) : 2<IAO|E CHE7 |2

CwTE %3 9X9 BL-i9 #4% gdshs 7]
#og ot BL-h ¥ BL-i 4 A|ES $3e
Aol it Al S LA At o]
e 5o BRIty 2AEF QA
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APl B Al g melle] AlxE FARE ARt
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o =TS AAG cw% Svraie BL-hZ
A kol AfAle] wpEehs 4 HoAE HoR,
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oA A=) CwTe ot zE 7Has s & oWl
Svr o= gof, RAZ B3 g 4 Aol = e
Ao A ERso] 2HFEZ s FRo|)
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Ae BT 3EY s]-x] ol 9l ag}_or;q 0]_&2}7}

Al o1-gAL Aol WAE 9 ﬁﬂ"]ﬂ““" Ao 2
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2 Fza 5o, RA E3) 24 Z 5l= glo|x
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ol e z}zaxvg %3l

.ﬂ“-

V. B, S5 4TS SHAIS EX 29
4

5.1 magTete] Hiw 24



98 zE 2udolEe) 2,

4 9AE 5O sl 529 ek A7

doME T2 A4 AP RhEta gle 228
g 9 dolAE s Mz e ¥x dilew s
2 9 AelEY 2] delAe B 3= sy
4 do]xAA] GAe] 7158ty MCFinders] 7%
AEH 285e AL E A2dY Agen 27
Ao & dde gt I E & o wx|@
a Qlek vk ARkl 71 Qe o)A} A
Fhz BE 9§ o)A E R o me 2 of
A} shgEel. gt o] 44} Q5% P8 T dhs
A oo el 28R o] ErF537] dFel A
absh= 7Igate] g Fe edAlolE wx)st shss)
AlRbete 7S 289 sled 988 HEe A
"% BEg s}

GEHEAY HYE e o AmFE
4= MCFinder®] 749 A4 9x714&
of whet Brle q whd, Algkshs 7S 4 Hlo]x)
of 3t &4 29g 59 2 st 248 URLE
5 AT Exbs sk 2 dase
A Al AR Feg dRFE A FE

of gt g4 4 ARop) aEulelzla AE
T3 R A TS AS- 91 7s
st Aldshes S R e i 71 7
T 7S AU PCAY A 502 o) gate] Al v
A ool ERE F 5 Q7] il dAAeR
olelthy & 4 9lr}.

d

)

)

5.2 HEA 24
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oF ARA(BLA) ¥ 0 0 0

b Zao w o DA Z(WebCheck)
p ZefololE ¢ MS [E79 Eof =239 (MS Visual
C++ 2005)
> Al B
- IBM 3550 (MS Windows Server Standard 2008)
- 7 ode] @ MS Visual C++ 2005
> dolelule] A
- IBM 3550 (RedHat Enterprise Linux 5)
~ ALTIBASE DBMS Enterprise Edition For Linux
Quad-Core v5.1.1.48

(T8 16) mMotEs 78 84

o , R AHA(BL-De
S 98 I FE2A(BLAH) v e AR
I e ARE ey e Z2
a3l BHO #eie] Bu} zmgosion sdsigle.
Bl @8 CwTE #xsb] $ste] BL-ig] 7
5 ojol = Rkl A g $I7F AN BokeA] 71
Bebw Al 57t AulaE Agstes shoch
20109 194 549714 AQtETE ¥ 54 3l
Y o)At Al Bgste] A B4 A (F 4)9
zZr}t. #7173 ot AETE o REste] 24k
ezl FHoldl o] & (CwT)E & 44,388 Helgle
v o) 7hEd AteTE 243 3 o] 82 (Active
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A5 A ZE ARA(BL-D) 9AE S8 445
g ze f%4(BL-h)+ £ 4947) URLelgleH,
o] & lite g Aordt BAETE Fd CwlZHE
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(4] detst XY MgR

o ¥ et BLdb
(1014 | CwT our | #of | #of
o wT )
~549) BL-h | BLA
54 1118 | 14.366 | 100 | 451
44 1381 | 17.228 | 67 627
34 7004 | 19760 | 89 560

24 9.496 25,156 128 414
14 25,386 14,596 110 430

44,388 | 18,221 494 2.482
(A (3d) &) | (@A
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