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A Study on The Improvement of User Authentication using the Facial
Recognition and OTP Technique in the Mobile Environment

Seung Pyo Huh*, Daesung Lee®*, Kui Nam Kim*

ABSTRACT

With the rapid development of mobile technology the use of smartphone is spreading. In order to activate mobile
banking and market in the future, the most important key is a secure financial transactoin. However, because many
apps are developed without security check in proportional to the spread of smartphone, security threat is inevitably
high. Current smartphone banking is processed as the way of the existing public certificate or OTP technique in the
mobile environment, but many security hole about current technology is pointed out steadily. Therefore, in this
paper we are to improve a existing security hole by reinforcing the security through multi-factor authentication and

providing a physical non-repudiation.

Key words : User Authentication, Facial Recognition and Mobile OTP
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