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A Study on The Prediction of Security Threat using Open Vulnerability
List

Seung Pyo Huh*, Daesung Lee™*, Kui Nam Kim®*

ABSTRACT

Recently, due to a series of DDoS attacks, government agencies have enhanced security measures and business—r
elated legislation. However, service attack and large network violations or accidents are most likely to occur repeate
dly in the near future. In order to prevent this problem, researches must be conducted to predict the vulnerability in
advance. The existing research methods do not state the specific data used for the base of the prediction, making th
e method more complex and imprecise. Therefore this study was conducted using the vulnerability data used for the
basis of machine learning technology prediction, which were retrieved from a reputable organization. Also, the study
suggested ways to predict the future vulnerabilities based on the weaknesses found in prior methods, and certified t
he efficiency using experiments.

Key words : Security Threat Prediction, Open Vulnerability List
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OSVDB(Open Source Vulnerability Database)©ll 4]
= 3AREH dA7A FHkd HE5S 64 dlolH
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B 5QL Injection
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B File Inclusion
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A& AAH o2 EA s Helshe 71T Fol
CVE(Common Vulnerahility Exposures), NVD(Natio
nal Vulnerability Database), OSVDB(Open Source V
ulnerability Database) & o8] 7]|&ol|A HIH =5
AAE Maste] AEA A== HFHS Hesta
Atk o] 5 CVENA 7)< E A7 (Description)
< Porter Stemming Algorithme AF&-314 o] 28 &+
%3 5 B 7= 84459l LDA(Latent Dirichlet Allocati
on)7|HE o]&3te] CVEZF Zta Q= AW of
& Topicg ezt ©ofe] Topics st 2t d
T R Ao Ex AS YErnHA4l
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OWASP TOP 10 2010

OWASP TOP 10 2004

Al - 144 (Injection)

Al - frEahd g Al

A2 - AR Apo]E ~=8]E](XSS)

A2 - A s A1 Alo]

A3 - AR A5 AA 2]

A3 - Flek Q1%3} A4 B

A4 - FAEA ok 2R AA 2z

A4 - AR Afo]E ~EE(XSS)

2]
Ab - 222 Alo]E 24 WZ(CSRF) A5 - ¥5] oW Z29

A6 - Bl Axd A (Al A6 - 1AM A’

AT - A oL = AR AT - #A4F 257 A
A8 - URL A< A|g A A8 - okt o2 Ada
A9 - EFHT AE AF BE A9 - &A1 DoS

A10 - AFH7A] 2 2cteldEs} 2= (A1)

A10 - HA3A|
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+
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e
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4 22 A9 el B AR AL 5 s
Ag omgri5].
3% 2> Vulnerability characteristics
Class Access Obtained | CVE
route right Examples
RA | Remote | AdMiNiSt | ovp9005-1208
rator
LA | Local Administ |0 9003-0188
rator
RU Remote Users CVE-2005-1214
LU Local Users CVE-2005-0004
Un-autor
RO Remote iz e d| CVE-2004-0815
Access
Un-autor
LO Local iz e d| CVE-2002-1105
Access
Local and | User
5 Remote Required CVE-2003-0370
0 Local and | ) | 0y-1999-2000
Remote
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3.1.1 CVE(Common Vulnerability Exposusre)

ul g 7]#el MITREAME FAFEoZ AT
shal Q)& #H kA H3<1 CVE(Common Vulnerability
Exposures)= A2 ¢l Heob ok 225 sl
oh;]_ 7Htﬁ

o
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CVEE % Intrusion Detection System, Ass-
essment Tools, Vulnerability Databases, Academic
Reseach, Incident Report¥} 2+ oA AF&E L gl
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3.1.2 OSVDB(Open-Source Vulnerability Dat
abase)

OSVDBE it dubAQl HekHokd 3
et vk gk dolewo] 2 o] &l ] A
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3.2.2 71 A< (Machine Learning) 24 %4

A= 85 dlolE Al(Data Set)S 2t 9l
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1 Physical Access Required

Loss of Confidentiality|

Exploit Public OSVDB_verified Authentication

2 Remote Network Access

Loss of Integrity

Exploit Rumored Vendor_disputed

Crytographic
Vulnerability

Dial-up Access Required

Loss of Availability

Unknown Vendor verified DoS

Exploit Wormified Coordinated disclosurel SQL injection

Location Unknown

1 and 2

Exploit Commerciall Uncoodinated disclosurel XSS

Wireless Vector

3
4 Local Access equired/Unknown
5
6

1 and 3

Exploit Private |Third-party verified |Overflow

Mobile Phone
Hand held Device

2 and 3

Third-party disputed|Misconfiguration

8 Local Remote

Discovered in the wild CSRF, XSRF

9 Context Dependent

Unknown Other
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Prelation vulnerability

@attribute Location {1, 2, 3, 4, 5, 6, 7, 8, 9}
@attribute Impact {1, 2, 3, 4, 5, 6, 7, 8}
@attribute Exploit {1, 2, 3, 4, 5, 6, 7}
@attribute Disclosure {1, 2, 3, 4, 5, 6, 7, 8, 91
@attribute Attack_type {1, 2, 3, 4, 5, 6, 7, 8, 9}
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=== Run information ===

Scheme: we ka, classifiers, bayes, Naive BayesSimple
Relation:  vulnerability
Instances: 1991
Aftributes: &
Location
Impact
Exploit
Disclosure
Attack_type
Testmode:  10-fold cross—validation

=== Classifier model (full training set) ===
Tirme taken to build model: 0,02 seconds

=== Stratified cross-validation ===

=== Summary ===
Correctly Classified Instances 1454 73,0286 %
Incomectly Classified Instances 537 26.9714 %

Kappa statistic 06275
Mean absolute error 01081
Root mean squared errar 02334
Relative absolute error h0,3236 %
Root relative squared error 71,2353 %
Total Number of Instances 1391
(27 3) 2009 %= ol B He|A|d wZ A}
=== Run information ===
Scheme:  weka,classifiers,bayes, NaiveBayesSimple
Relation:  vulnerability
Instances: 2064
Atributes: 5
Location
Impact
Exploit
Disclosure
Attack_type
Testmode:  10-fold cross-validation
=== Classifier model (full training set) ===
Time taken to build model: 0,02 seconds
=== Stratified cross-validation ===
=== Summary ===
Correctly Classified Instances 1453 70,3973 %
Incomedtly Classified Instances 611 29,6027 %
Kappa statistic 00,6099
Mean absolute error 0121
Root mean squared error 0.247
Relative absolute error 02313 %
Root relative squared error 73,9702 %
Total Mumber of Instances 2064
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