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The Design and Implementation of Messenger Authentication
Protocol to Prevent Smart Phone Phishing

Byung—Seok Yu, Sung—Hyun Yun'
Div. of Information & Communication Engineering, Baekseok University
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Phishing is an attack to theft an user’s identity by masquerading the user or the device. The
number of phishing victims are sharply increased due to wide spread use of smart phones and messenger
programs. Smart phones can operate various wi—fi based apps besides typical voice call and SMS functions.
Generally, the messenger program such as Kakao Talk or Nate On is consisted of client and server
functions. Thus, the authentication between the client and the server is essential to communicate securely.
In this paper, we propose the messenger authentication protocol safe against smart phone phishing. To
protect communications among clients, the proposed method provides message encryption and
authentication functions.

® Key Words : Smart Phone, Security, Phishing, Proxy Authentication, Mutual Authentication
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[Fig. 2] Proxy Registration for mobile devices
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[Fig. 3] The menu structure
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