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Abstract During data transmissions via Bluetooth networks, data to be encrypted, or plain text between the
application layer and the device layer, can be hacked similar to a key-logger by the major function hooking
technique of Windows Kernel Driver. In this paper, we introduce an improved protection module which provides
data encryption transmission by modifying the data transmission driver of the Bluetooth device layer, and also
suggest a self-protecting scheme which prevents data exposure by various hacking tools. We implement the
protection module to verify the confidentiality guarantee. Our protection module which provides data encryption
with minimal latency can be expected the widespread utilization in Bluetooth data transmission.
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[Fig. 1] Bluetooth authentication process
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[Fig. 2] Bluetooth encryption process
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