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The Secure Path Cycle Selection Method for Improving Energy
Efficiency in Statistical En—-route Filtering Based WSNs

Su-Man Nam * Chung-II Sun - Tae-Ho Cho

Sensor nodes are easily exposed to malicious attackers by physical attacks. The attacker can generate various
attacks using compromised nodes in a sensor network. The false report generating application layers injects the
network by the compromised node. If a base station has the injected false report, a false alarm also occurs and
unnecessary energy of the node is used. In order to defend the attack, a statistical en-route filtering method is
proposed to filter the false report that goes to the base station as soon as possible. A path renewal method, which
improves the method, is proposed to maintain a detection ability of the statistical en-route filtering method and to
consume balanced energy of the node. In this paper, we proposed the secure path cycle method to consume effective
energy for a path renewal. To select the secure path cycle, the base station determines through hop counts and the
quantity of report transmission by an evaluation function. In addition, three methods, which are statistical en-route
filter, path selection method, and path renewal method, are evaluated with our proposed method for efficient energy
use. Therefore, the proposed method keeps the secure path and makes the efficiency of energy consumption high.

Key words : Sensor Network, Statistical En-route Method, Secure Path Cycle Selection
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