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Abstract

As power industry evolves into Smart Grid scheme, previously closed power systems are being

integrated into public communication networks. It increases the controllability and efficiency of the

system, but also accompanies many cyber threats having existed in the Internet to the SCADA

system. Therefore it is required to apply security countermeasures to the Smart Grid, which brings

about investment costs. There have been few approaches to assess risks from cyber attack especially

in electric power industry. So this paper proposes a methodology to assess quantitative impacts of

various types of cyber attacks to a power system, and also shows the feasibility of the method

through a case study.

Key Words : Smart Grid, Security, Cyber Attack, Risk Assessment, Quantitative Impact

1. M B

H x=H2o° SCADA /\]/\Eﬂoﬂ ArEE= XLZHE] A}
olwl 9170l AT FAd w2 5 = A
ARG BHeT ol8 A A 5 2
Mg Adets AL BHor vk ol 3

SCADA A|2="le]] “Eslar 9l a1 S v
of WX|st7] 9t A ¢ Al a&420 FAJAL

¥ AR AU AR | FEE g
Tel : 02-320-1462, Fax : 02-320-1193

E-mail : bhkim@hongik.ac.kr

He4Azt 20119 39 289

12 AL 12011 49 19, 2xFA1AF £ 2011 49 269
AArekE 20119 59 129

D

Ao W AS AT 5= Uk dA7EA <]
SCADA A28l 9% F Az} Fe]s]o] w340

G I Q7] wel] Ul o® Alolw FA o
OPW—*P‘ 5= Atk 1y ko g o] ~mtER|E A
Aol A= AMI 2 7Hg A UES] A9} A= HA
Ado] E71us A Het. o] 49 Qe
= gk ¢jgo] ati® SCADA
17] wiiEel ool tigh o ¥
t}. o]fgt SCADAUu wokz

1

Joumnal of KIEE, Vol.25, No.6, June 2011



=7 5
Aol A Jehli=g), o] w AHo 2l
WA 18-S e goletal vl An)ge

FRUGAS, 298, JAP T
Mg Aga)E B,

‘ AN o |:>

BN ZHHE 72 M ‘

J% 1. M8 Aol 271X B
Fig. 1. Two Approach to Outage Cost

E49) Aol FHo
31, o zlo] A Eo AAH 4A
ol M= FAH 1§ Brhg, o
Sgoz AT 5+ A= A el

FE 5 9k o1l 9

=

2
)
>,
[»
fuit)
=2
o of
:lm %
- rUE
32 N

25 o
S

filo

e
=

—_/

¢
—

o
2 T
L Mo
i NN oft oy i

O ox. off
o

2. SCADA A|ZE4db BT

AYA2E2 29 2004 Bz nlep o] A 27}
A Qlzete o] gl shvbs Aol

zm - A7) 883 =24 A253 A6, 20114 649

o2 shie ded AEAES sk $9E]
S8 §41 Q12ehel SCADA Al=golth

1.Power System Infrastructure s

ME% = e o Fowe
- e g System Data
Station : r
I r 2. Information Infras ;ut{tu!’g =]
i — .E

Transmission Transmission Distribuion
Substation Substation Substation

Fuel
Call

Distfbution
Subdtaton

Commercial

Combined
Diescl Genzel | | Heat & Power

==

Industrial Comm ercial

Residential

07 2 MEAARE K x| ol=Za)
Fig. 2. Two infrastructures of Power System

71EAe RopoilA A wela s
u

5 2Nl
of AF = 2 AANE-S Agste] stk et o]
g Adn] o) A ofol e FHE B4 UES
=9ke] AAZF Ashel wet o= Q1 A3k o7t
Atoln] gAol tigk A fl9ol SrkskaL Q= &

U whebs] 1l 339} 3ol 27k Qlxzete] 4

Aell 3d
S 25 Egshs AFE Jdo] Hast, o 7]

- =
Hjg-o] A g A Aol A
of

o
nu

TV
Defense System 28
2 A E xR
Defense System 28
3.5 KMl Fe
4730y de

02! 3 MHHSI} SCADA AlAE 7| ABES
Fig. 3. Interactions btw Different Layers



SCADA AJ2Ele] HOoFH kS st JAn|& A7

SCADA A]Z=glle] Alo]n] B 3tof| ]t H g &
A A} AR 0] &A]o]| 7k o] w3k AAIE Q] &4

— 1
T s T 4SS AlEste] A - Bst
Z

o5

5, qela g A}Ol% e £4 V= a9 3T
Fog FAlEo] glom A|Awlo] 33} = A =

el Sub-SCADA AH7} EAlek= Fefe] Al
TEE A= Ik

o

3.1 SCADA A|AE0f CHEH A B

E 1. SCADA A[AHIO] CHEH 3ARE 4]
Table 1. Attack Types to SCADA System

74 73 74 5% 4 9
OANE AT 31 9 deE 58 421 94
9 A28 49 4 9 Gee 52 A4 3
PELEEE 99 A4 % 8 A 08 g
oI, 2eE, A28 4A% 59
b ﬂiﬁ XJE %zw
5 Asg Aagenr d
Folu} HES %
s N2q 3ol iE 2
© 49 5& 4% dold|dolaE §4 ge diel Bt
A g B2 43¢ =3
© 189 49 Aold 9[2%e AnE TAA Ao} 5
s w7 EE GeA7 AT B
¢ ?"’]?EM Sl 202 zeazg wag
7i 5 \_.0
! 3 [} 2 WA
Z] }\‘: ga ﬂﬁ EHO]HE o
© A% DB 92N delHE 45, A, Adsta
ik 43

D

2 340 o3t HrA sl SF M4
Table 2. Potential Damage by Attacks

37 37 | 28
] 243 93

T3 BE | N7

O (A8 &S 58 A28 34 2 | %%

Q@ (A8 &S Ed A2E 34 4 | 5%

Q [ A4 2 7)e Aol gjd g& 1|60

@ [otolt), WEHME Aad ARG 5o AW 7 | 4 | SHE

6 [AxE 1Fo HEE 27 2 |oH5R

® [dolEE $4 b2 At 2AY TS =¥ 5 | F0E

% AR ARE ANA Aoy ZUES U ) |opn
ANA g s

9 ohojHol BHow zeAAY AART 7|99 5 |ope
HolHE WA

© (3 dolgE I5, WA, AAstan g 4 |98

4] SCADA A|Z28lol] v 1Sk o= Al<e
= oFA7kA) el ols) s mae A gle.
H, QallelA ] Baje] olfolxaL gl W]

o} Pollet 52 SCADA Al2=8lel] ti3t 374 8
¥ 13+ o] RisgirH4l. ole A9l s 4
ol SCADA Al=dlellle 289 5 9l 345
Ae|g Zloz wF A ol gk FAolgta &
+ 3

=N & Z#shA €tk 7«%4 laﬂ
AE= slld w4o] Auds o 2 4 9l Is)
o] ALE AR 2 F A3 Hlo|t o]y

M o= Al YERERe], AlE

3] gHshs 4, 17 4olM 9t 7E‘ | el A
Poli} dlolg] WAe] 7hset A4S B =
Blol| a2 Fi= 49 ATz Xqie —.4*‘—:1‘3}% 3
TOR WrelE %E} ol 4714 el &
T AT AR A5 2 de“’] AlegA] =
HAo] Howmg AJahH A Jeks w

oW F7 f3& 37}x]i AZ Sopd = vk

Journal of KIEE, Vol.25, No.6, June 2011



TE B SR A
@ Mul2 A% 23 Sagziame
@ A2 THY A
e A|AE HOjAS 2H
| [ RO IS R
@ oA BS > S BEHLHS
®712%
® A2% ol
cljo| HE
@ZFE =22 | ., MFHFEEFSE
olEfof chigt HE £z
@ 1203 H2| olojg
Zre B _
o = 250l 5|oj 20| Lt
@ oo|EfH0] A0] 2 T HE HOAH0N
@ — 0| 7|§2 = I Hjo|e| #FHo| 7HsE
- == = HoOo
B3, AeE 22 g
® #xI2E| DBO Cf
#ED

0 4 BHSY 27
Fig. 4. Classification of Attack Types

Matias Negrete-Pincetic 5% 434 AEA%
SHoll A AtelH A9 ks AFststr] figh A
TE e, 19 58F 2ol AA 471 T4
A= Aosta 1399 Aol 249 o A%
of we} wlastAdvHsl ¥ 5elA SR &4
(man-in-the-middle) 374 $AIGZ 72l 5
Zrel A FAlek f‘—oﬂ FAAR AT Foll= F4

A2 s etk SR 342 IPSech ol A
o] ESP2) ¢} 22 Eo} Feto] gl A9 dloly 2E
o] 9 FAoly AAl dloly ~ERS] S
Hksk = Q)
2
£ m
N

Impact High

@ Denial of service WReplay
Man-in-the-middle Reprogramming RTUs

18l 5 ZZo| ¥ Ho|=
Fig. 5. Impact versus difficulty chart

1) IP(Internet Protocol) packetol]l ¢ts3lel QAF7]%
S Frhsle]l Hetd S FEle Z2EE WA,
IP+Security 2] 2]v]

2) Encapsulating Security Payload®] ¢Fxl= 7] A],
A& dlojge JAF FAAATR 22 He AMuxE
APt $Jste] AAE ZrEZR [P dolyad
otol] Eo 7t

zv - A7)Adngs] =5 A25¢ Al63, 20119 649

o= = ')Ii 9\)]\‘1:
(masquerade), #|7&(replay), HIAIA] %‘?3—":7‘3, 4]
2AR-EADoS) 5 theFsk Al

At

4z

Hloj ey tes
Aol

cati .

Networks = — _\!

SCADA‘Server
SCADA Terminal

gal5 82

= o [ o
HOjHIE] Lf !
CE HEEH RTU 24 B4l 2ipt.5 /l ______ ]
e X| 0| Zr{ LEE(O| = SCADA Q ))) J Eﬁ%
Aaw £44 g2ls B2 o B sl il
23| Azof 2B W Y ME . Field Device

121 6. SCADA A|AEIO|AQ] EZIXt 22
Fig. 6. Man-in—the-middle Attack on SCADA

SCADA A28l 224 o aloj4lElet RTU 7+
o A7t e %C% 9)7] Wl ol d B4 71

Eﬂ%% ﬁr‘—’ﬂ% 1A Qe TR AR
2EFE  E247|(protocol analyzer)Q]r A=z =
(tapping) 7]<=o] xakal Q17| sl o] g ¢
o] 7Feid& HT} ol ]31

E}oka L3l thekst &
&710 Ak vkt %
°] dgskar

o ofl K

>
%0
)

ol =
-

2
__>.:,

QY ¥ >
B
ofl
il

fr K

[o = 1
Nodu Rk o bopon 3o

E
ot
.
©
2
ol &
ol o
oft h) o

e

Mo
b
rr o OP
_ll'ﬂ ol
o k£l
j&
o
o
4P
2
-0,
k)
S/ )
ob (I

e R TR 1Y

ot
=
r; e
O:
o gg
;O
v

-
RuRE
I

sk
W ot ol

pri)

%0,
M o
N
s
ilie)

d 2

-©

=2

o =

rt

ML
R TR

\I U

-1 r—|—4

e

e

—_>‘4-I‘4

al

et

fEOME Y %0 ol rr
2 ko

i

o,

AU )
rht
£

2

2

o

b

E) o H Kl
2y

et

2

=

o,
N
M
o
ol
St
ot
o
o)

=
i
o,
o

3.2 HZ2 HAXY EFA T

949 34 958 2adud 2 Ao
Y5 Aot HESA 29 A9 b 5

91t}
(934



Aejgie] Fry urk AGH FAol FFssha, 1
2A) 2 B AGH FAL B FRA Aojw
o g} 9B FA) AP FE FSE 9
2 ATelNE 1Y 7 g YU ¥ 79

etk

Cyber Access (Hacking)
Physical Intrusion (Insiders)
SCADA MH{ L

H|of Mg}
¥ 1

Mo & HH Zo= gag
HolZiE 01K T
a2 918) szl wol=
S0FA. 1211}, 213 Al
os) FRE S71E.

N

biole =2

DoS

Replay
Sniffing
Repudiation
Eavesdropping

L 22
o — U 3H
e T
Cyber Access —
Physical Intrusion (Tapping)

& Hoi2 ﬂa-} -
RTU Replay

J2 7. ABE 3ARE 2R

Fig. 7. Hierarchical Attack Types

J8l 8 349 Ho|z 2=
Fig. 8. Difficulty level of Attack Types

Z—i &2 o]
S 3A, O DoS @ AL &
TEsteh g Ao g3 o EH§ %7—315 tpdol A

D

AEe] SCADA AH1814], RTUIA 6| b 42
s8] AwEr} ook Ame] B9 AlojHe] B3g
A9 AA| AHOo=E olojd F 9dar, RTUY 4=
PR g A A2 uES Gre] Ak 147
Ht} ols TASE B it et xS A

"= o

‘dOlEOH e B2 YeRlE 23 83} 2t
Aol M= 499l destE Sfsl] Aol vigt

spbe Telehn 2t olaEst 4l vl B
374 dolme] AR s JuE At
o} 39 HelE7} glow FAA olefd Ao
7ol I Jus FARA 2] el B3
AR AN B % AEE Aoln o] o3

gohz FHE FHAskik

—

w0 E ¥R o mﬁ
:oé

L%
N
3

4. FTH|I§2 1

sH ol FolA gk & e WL Sls] 72t
& izeale] 918, 4308, S8l 1Y A
2 gl

Z:’l":]' tﬂxi }C}%o Toﬂ'-/] T:
2008 =7 AT Aol A Fagh Aq-A E =

AH8e B3l sle= 187) %501] gk 7ot} =
ol TAIH S22z 1871 Aol thEk Al %

Hlgo2 717k 205-(83,125[</kWI), 30
/KW)), 1A1ZH169,068[/kW])S tlEA o= 7|5
Aot} 18 10 0% AHL 7|Foz Harid

[

2 A2 astel ekl Hlolck

Sule] ke QTS R A4S 0l
e A4S AN G 271 S A E o
o] LITH A% 22 Aow FAAH6-7. FAE ¥
soll teIAE thket Al Eo] alEle] SAR B
AT M= AN WHES] 7]ukste] A )

2 Agalrlz BoHgl g AAel oF A1

H])-8-9] g2 30000 /kW-h]e]t}.

Journal of KIEE, Vol.25, No.6, June 2011



H/kw
1,200,000

1,000,000

~—> 169,068
800,000

600,000 ;
—>120,380
400000 /-

200000 /-

88,125 2
0 i

32 12 s 208 308 A7 4Nzt 8AlZE 19

07 9. 83 Hiel Mg
Fig. 9. Outage Cost per Unit Capacity

120,000

103,108

100,000 —=
88,125

80,000 S

£0,000 —

40,000 —

20,000 —

a T T —_—

F7ig sag

0
2
oh

32 10. B2 ¢ ZHH[S[R/kw-h]
Fig. 10. Outage Cost of Each Customer Sector
[Won/kW-hl

5. AtHAT

2 Ao AHATE SEiA the 2
55 AT B E 202 FAE 9o,
ek 7ol A el 4E, ddE, FA8 T8t
ol Qlvka 7pggitt. R 7 a2
2 7} Jah Aol ER A E o] ). o] WAt
= olfrE vkl EAIE 5 e, vt 2ol A

2l 13t

=
1%

O HHd-dn]gHFRY Fo7F =2 A
@ LAY S 10 oY Eetrip)HlE A5
@ FHHE T A ol Euip)=le 45
@ SCADA AW o) (A1 + o534
O BAARE o) (A + &FFH)

® RTU ¢ (A4 + 25-874)

D~@¢ 19 119] oA ALAE oA 2y
S Qi Apae} B Aolt,

zm - A7) 883 =24 A253 A6, 20114 649

T2 1. ME H2PE 7Y
Fig. 11. Configuration of Example System

ALA S 219 o]gf3t EZwX|el= His 19
129] Alz=dEle a7 119 AYAES 9se
SCADA A|2=gl SFHAe] 48 HQl Flolth
@~6& SCADA UESZ Abo|A dhagsl 5= gl
Abaze] digk Aelw, Zt A= RTUE F30
SCADA AHje} A4 w]o] 9lal, 7} Fat52 Wxda
RTUE &3l 9A] SCADA 4 -
A7} o] A= 5d
o] HALE Bd) Age F3ua dvka 7ge.

o
ol
Fr

SMME 1 Sdu=4
BIY & i RTU D
LHAA SHHE 2 Atolg
RTUB [— EMME 3

b
ofo

7
e
oo

T2l 12. SCADA A|AH] i
Fig. 12. SCADA System Configuration



SCADA A|2HS] HOIH kAN S 117

2Hle] BE g4k GRS mAA Ik 29 132

olelat BAES vhehdl ol
SCADA 84l HE HHAE AB
- Ab
SCADA MH %
| SaMz1 ——{ A}
i
— SAHHE2 |
24 |
eA— BUM=3 | =1
g%{ | Stz 4 —= a2
5  RTUA } s
g
—{ RTUB |
' 2}
RTU C ~ze
‘ HEA
—~ rup | nug |
T2 13 AlRE e 7o 4sae
Fig. 13. Interaction between Components
SCADA M4, 2142, RTU o] AlolH] 32&
W Ae BEH ALAE 2a0ds, S, B
el FFE FE Wiws w=AsE Aol
SCADA A|=8l3}t A8 AlE Aleolel] e 4 =
o] ol e} chkel wAZE F4E 4 9ok
SCADA AHle] o] 48 A A|z~gle] e 74 8 2:0]
FAHoR G v & glk BAMZ o] de
g A9 Adsks Faht wsld olts de
2 %= glom RTUS| o) 4] a3 27 |uh <o
o) Aol FFE 1A S Uk X 3L 7+ FAHFo)
W A= A8 ol A8 EE BAE B T A
o|t}, 1o JaFS njRIth= Zo]ar 0o 1| x|X] &
== Aojtk
E 3 ALH THes ¥ ZHSY
Table 3. Attack Types on Components
Mol 2 SIX A DoS
SCADAM B 1 0 1
EMHZ1 0 1 L
s sSAMd=E2 o i ]
M B4R 3 0 1 o
Al Sxpz4 0 1 0
A RTU A 1 0 1
&l RTUB 1 o 1
RTU C 1 ) 1
RTU D 1 0 1

ot
oxl
L
=
ofo
>,
ol
N

% 14% i 39 7 FARPe] AEEo] A
g5} 12 Qe AA| AlaE AXFTET) o] (A
of dae T/ He A9)S doglE Aol gt

T2l 14, SCADA A|AHEI @4 TZEE
Fig. 14. Qutage Probabilities of SCADA System
Components

L T4 TP LA= SCADA AW ¢k RTUC]

Het A ] Ed A% gt Wl
glow, NMass wote] Zwst ¥ uie] A%
HEREL otk 19 140] ANERE A B
7§80 A4 SCADA A2 Aol srdow
A2Y 5 Q= FEE T EY R0 ATE Folof
a9 159 2e el £29 5

J2! 15, Ajoje 3o 2fst FOR
Fig. 15. FORs by Cyber Threats

Al A3k, Aol

92 A% AR MAE JHUAS EAD

Rt

ol

Journal of KIEE, Vol.25, No.6, June 2011



E 4 MHAST SCADA AIAR] ZF AEHE

Table 4. Correlation between SCADA & Power
System
] = ] AT (2 e
WHL A [WHAB | AHM1 | AP | BEN3 [ 26M4 | 32 | don [ Mem
50% 50% 50% 50% 50% 50% 0% 0% 0%
30% 0% 0% 0% 0% 0% 0% 0% 0%
s 0% 30% 0% 0% 0% 0% 0% 0% 0%
A 0% 0% 0% 0% 0% 0% 25% 20% 0%
Al 0% 0% 0% 0% 0% 0% 0% 0% 20%
& 50% 0% 0% 0% 0% 0% 0% 0% 0%
el 0% 50% 0% 0% 0% 0% 0% 0% 0%
0% 0% 0% 0% 0% 0% 50% 50% 0%
0% 0% 0% 0% 0% 0% 0% 0% 50%
0% 0% 0% 0% 0% 0% 25% 50% 100%
H 0% 0% 0% 0% 0% 0% 100% 50% 25%
El 0% 0% 0% 0% 0% 0% 0% 0% 100%
A 0% 0% 0% 0% 0% 0% 0% 50% 0%
= 0% 0% 0% 0% 0% 0% 0% 50% 0%
0% 0% 0% 0% 0% 0% 100% 0% 0%

8719] HlolE 52 B/l Q1A niRE AL AL
dATFE 218 7HE vlolg o)tk dgAa|rle] A}
ol Helw} Fesle] T dlolEE EA4) 57t &
Fstal ot /07t ofgek gtk 9-Ev
ghol| A A A| 2ol tigk AlolH] Wl BA7E o]y
7 E A < anfETE| s gigk At A8
A FE o] 5L H A Al=glo R ol AIRE FA|H
o] k7] wiitell A dolEE grslrl= A Bt
Satthar & 4= qloh o]t w7 S areisled, i 49
tolE| S 27 & Alold] wotal Ax 7ke] Avky)
5 Felnd v 19 169 Zrk

[ ]

o
(£
(4
(S

e
£
w

o
ra
(£
»

T8 16. Alole] ZZo| o5 24
Fig. 16. Impacts of Cyber Attacks

zm - A7) 883 =24 A253 A6, 20114 649

o= TE7F] Aol 2xA o= e Al gl
< A ok YA o) thA] 871
2 olojd 4= 9tk 17 162 ol#s A=
gk Zlojt},

P(ocm):f]oci . PO, ey

i=1

P(OC,,) — % BHdu&< 71A%k
PO, — i 5-3}-2] Probability of Outage (7 A EE)

i=123 > A, 398, 29§ ¥}

S22 (DA AASE(PO)S HeAEPL] 1%
A &(FOR) 213 717} SCADA(S) A|2=sle] 1%
B go] 23] Slofit, AeES BeHow
s 79 Aok /g, & AgAEY 1
AL W 99l Z9-2hd, SCADA AlFlow 9l
8 o] WG 5 Qi SFEE Ao AEE v}
S} o] SCADA Al2:gle] djole] ooz 471 4
A} 222 A wlo] G mAH o] MAshE 2
M) Az FEE 5 ek o2 S0 g
@)k 2t

PO, :ZIJFORU(SH—EIJiFORJ-k(S) « FOR (P) (2)

j=1k=1

FOR (S) =FOR (SCADA Server)
+FOR(Comm.1) +FOR (Comm.2)
+FOR(Comm.3) +FOR(Comm .4)
+FOR(RTU1)+FOR(RTU2)
+FOR(RTU3)+FOR(RTU4)

FOR(P) =FOR (Gen.A) +FOR (Gen.B)
+ FOR(Trans.1) +FOR (Trans.2)
+FOR (Trans.3) + FOR (Trans.4)

j=SCADA A28l AZXAE(7H)
=A% 73 HEDE(m )

ole}sh TAAA&FOR)T AEYE 7k BAlo]
Aol 7t Bajel ANTEL FaW g 17199

D



SCADA AJ2Elo] Bt kA S wefdt AAH|E A7

2o a9 178 o=
521 3714 TO]‘E

S s
Al E Al S8 AASES T 5 )

= 59 93 3714 34 °f‘5ﬂ°ﬂ*1

=72 B0 WH| T A AR QA7) (AO|H 2
ggg ojke He Zoj| 2lal) 1Y E YoU #HE
SHAA | SCADA MH  0.34%
25.00% | EAHZ 1 050%
RTU A 2.80%
/ W4 B SCADA M| 0.34%
—|__100.00% EMH2 2 0.50%
RTU B 2.80%
R i [scapa xm
100.00% 0.34%
SCADA A 0.34%

R ]
50.00% RTUC 2.80%

T2 17. Alojb{ 2ZHof o3t T80 XS
Fig. 17. Outage Probability of Residential Load by
Cyber Attacks

SCADA MH| _ 0.34%
WwHA A FRER 0.50%
I RTU A 2.80%

SCADA MH 0.34%

%ﬂﬁi3|

20.00% 0.50%

SCADA Mt 0.34%
RTU C 2.80%

dolg wet|s YHL B BUHR 2 0.50%
5.65% 50.00% RTU B 2.80%
FHM2 SCADA At
50.00% 0.34%
sHM3 SCADA Mt
50.00% 0.34%
| EMMZE 3 |

T2 18, Afols] ZZHof o3t Aloigo| MMEZ
Fig. 18. Outage Probability of Commercial Load
by Cyber Attacks

219 20& Aol MRS A9e] 7 52871l o)
& Anl8 vlash ApolulgZo] olef s]elshe A
g EA3E Aol

LHL A SCADA MH|  0.34%
'|__100.00% ERER 0.50%
RTU A 2.80%
[ wEes SCADA M¥| _ 0.34%
25.00% FEF) 0.50%
RTU B 2.80%

EHPL | | SCADA MH

100.00% 0.34%
[scapa Mol 034% |

N
50.00% | | rruc 2.80% |

a2 19. Aol B0l of3t ARl HHEE
Fig. 19. Outage Probability of Commercial Load
by Cyber Attacks

Omxeig  Buo|H3Ho o3 8
120,000

103,106

100,000
88,125

60,000

60,000

40,000

20,000

4979 6,661

a T T —

Ty rorm
ZAE HEg

0
12
o

T2 20. Afo|y] {&of ofst MAH|S Hluw
Fig. 20. Comparison of Expected QOutage Costs by
Cyber Attacks

6.8 =

el Aoln Bl 0% A4 A7) g
2 FAanIA T A o] TANS A5
o BAulge Thee A7 Fal 4L A,
AAE Aol Bl eld A s adr} odnh
U sl Agel] 9§ wele Avaos A
A7 AL YA F3ek o)t AP ge] A
£3} B4 Qme} 7o) AEAee Adsehs 2
oA AHglo] T BAlela ekt #4E 7
$7} AL Q] Wl vkes- Aedeleta & 5 9

710

th 53] Afoln] ®SE ofpo] 9=
el JRSN7E AL =X AL 917] witel] olejt
SHel A ofegol ek et of2fd

aFH G5 AbolH] Hel AnlE %5}1 A4

=
-+
KeX
=
RO Puked, woe) A5E A5A9 FA} B
23k3 Fghdol gy whizel oleldk 2717} vieis)

Journal of KIEE, Vol.25, No.6, June 2011



A F B9 IHEARe] 9ol EAsk] wiEelth &
T 2 E Sl A AIERA HlaA e
g AHATE Fl de TEISAR &5 Bt
A Qe A7E Sl olHd AdHTkE Aestd
T s B AR AL B, Ay 2 3
oA o] 24 S A= SRk UEe] fJels
Fogk = ok AlATE SR kol
37 7s ol SEARE A A sl 2 AH ek
A7 Aol i er Goljt i e o
ot AR Bt A A-go] Hagh Aow ddd
ot

0| k2o X0UEMAT EolHSm ssoiTAIZH|o
ofstof lgi=lgis.

References

(1) Schainker, R, Douglas, )., Kropp, T., “Electric Utility
Responses to Grid Securities Issues’, IEEE Power &
Energy Magazine, March/April 2006.

(2) Coutinho, MP., Lambert-Torres, G, da Silva LEB,
Lazarek, H., “Detecting Attacks in Power System Critical
Infrastructure  Using Rough  Classification  Algorithm”,
Proceedings of the First International Conference on
Forensic Computer Science, No.1, Vol.1, November 2006,
pps. 93~99, Brasil.

zm - A7) 883 =24 A253 A6, 20114 649

o
i
fol
ol
offl
N

(3) Bigham, J., Gamez D., and Ning Lu, “Safeguarding SCADA
Systems  with  Anomaly Detection”, V.Gorodetsky et
al.(Eds)MMM-AONS 2003, INCS 2776, pp.171-182,
Springer—Verlag Berlin Heidelberg, 2003.

(4) Pollet, Jonathan, “Developing a Solid SCADA Security
Strategy”, Plant Data Technologies, August 8, 2002.

(5) Mitias NegretePincetic, Felipe Yoshida, George GCross,
“Towards Quantifying the Impacts of Cyber Attacks in the
Competitive Electricity Market Environments”, PowerTech
20009.

(6) SHEEDIAFR, QIFUstw, “AEA=ES st 2Is
3810 SSAIEH] A A7, AFAARAE, 2008, 02.

(7) Michael J. Sullivan et al, How to Estimate the Value of
Service Reliability Improvements, http://certs.lbl.gov/pdf/
Ibnl-3529¢.pdf.

(8) S22, TWBP AZIMCl JtAlsE Mdof

P oA, sh=g e 4, 2003.10.

(9) W. E. Montgomergy(1972), “Markets in Licenses and
Efficient Pollution Control Programs,” Journal of Economic
Theory, Vol.5, Issue 3, pp.3957418.

ol

A=

ol

O MR

HLUT (258)

1962 7¢€ 129 A48, 1984 A&t
A7) &8t £9). 1984~1990d g=d =
FAF AEAAATFE 2. 1992 Univ.
of Texas at Austin A7]&st3 &
(AAP. 1996 sughd EJ(Ah. A

Foleta AAA7)BER g

BETEEHA)
1 1975 99 9¢A). 19999 &oldl I
A7 Ao 3813 291, 20019 ol
sl Al ARATET  E(AAD.
20013~ @A FFANATA L @A)
gojujeta g AAAIFEN uha)
B} A SF,



