=ty =74 A 158 A 535 20119 109

A A HEHDS @4 A9 &5 = MD—64¢l tg
b =

Security Analysis of Block Cipher MD-64 Suitable for Wireless
Sensor Network Environments
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Abstract

MD-64 is a 64-bit block cipher suitable for the efficient implementation in hardware environments such as
WSN. In this paper, we propose a related-key amplified boomerang attack on the full-round MD-64. The attack
on the full-round MD-64 requires 2*° related-key chosen plaintexts and 2°° MD-64 encryptions. This work
is the first known cryptanalytic result on MD-64.
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Table 1. The encryption process of MD—64.

1. A 64-bit input block P is divided into two 32-bit subblocks
A and B
2. For i=1 to 7 do:
(4, B)—Crypt" (4, B.Q, U,);
(4, B)—(B A);
3. Perform transformation:
(4, B)—Crypt"™) (A, B.Q,. T} ):
4. Perform final transformation:
(A, Bl (ADQ, BHT]);
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Table 2. The round keys of MD—64 and the parame—

ters ¢, €”.

Round Q. U. e e’
1 K K 1 0
2 K, K 0 0
3 K, K, 1 1
4 K, K 1 0
5 K, K, 0 1
6 K K, 1 1
7 K, A 0 0
8 K, K, 0 1
FT K K . .
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* AK= KB K*= K' &K' *=(e,,0,0,0).
* AK'=K®K = K*®K*=(0,e,,0,0).
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Table 3. Two related—key differential characteristics

of MD—64.
Round r Al (AQ..AU.) 35
1 (e,,0)=a (e,,0) 1
2 (0,0) (0,0) 1
Output (0,0)=2 .
3 (0,e,) =~ (0,e,) 1
4 (0,0) (0,0) 1
5 (0,0) (0,0) 1
6 (0,0) (0,0) 1
7 (0,0) (e;,0) g 12
8 (0,¢,) (0,¢,) |
FT (0,0) (0,0) 1
Output (0,0) . .
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