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A Countermeasure to the Stealth Sniff of the
Private Media Information
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Abstract

This paper introduces technical aspects of the privacy exposure problem of the video and the audio
information on the personal computer and proposes a countermeasure to them. According to the increased
number of peripherals for computers, especially including the cameras and the mikes, it is required to be careful
on the privacy exposure. Currently, some incorporated or standalone cameras have a pilot lamp to indicate
their usage. However, many other cameras and all mikes have not equipped with the pilot lamp or other
dedicated indicator. Even though this problem doesn't obstruct their assigned functionalities, it should make
the devices susceptible to be exposed with the information they are gathering without any notice to the owners.
As a countermeasure to the problem, this paper proposes a reasonable solution that alarms the access trials
to the devices and implements programs for the practical sniffing and its counterpart.
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/| UCHAR MajorFunction;

PVUID Argumentl;
PVOID Argumentl;
PVOID Argumentl;
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. / UCHAR MinorFunction;
Stack Location j,f Uriom?

¥ struct{...}Read;

1#1IRP / struct{...}Write;
/ struct{
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n# IRP }Parameters;
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union {
struct _URB_HEADER
struct _URB_SELECT_INTERFACE
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} URE, *PURB;

[ _URB ISOCH_TRANSFER TLE ]_
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