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Susceptibility of Spoofing On A GPS L1 C/A Signal
Tracking Loop
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Abstract

In this paper, code and carrier tracking error which resulted from spoofing signal was analyzed by simulation.
For a start, the types of spoofing signals and methods were classified. For the simulation, search spoofing
method is assumed because a perfect position and velocity are not generally informed to spoofing device. In
most cases, the tracking error is increased but a complete deception does not happen because of the inherent
anti-spoofing characteristics of the GPS signal.
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Table 1. Classification of spoofing devices
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Chip Number

(a)

Rprn(D)
1[
1/N
N ' y | VARNEE I
. T Jo T NT,
N+DT, -(N-DT, 5o (N-DT, (N+DT,

T, = chipping period (1/chipping rate)
NT, = code repeat period (i.e., repeats after N chips)
(N = 1023 for C/A-code)

(b)
T2 1. PRN €(a)2} Xp7| A2 3Hp(b)
Fig. 1. PRN sequences(a) and auto-correlation
function(b)
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Fig. 2. Cross—correlation with spoofing
signal(delay<11pus)
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Fig. 3. Cross correlation with spoofing
signal(delay>11pus)
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Fig. 4. Relation between doppler error and
correlation power
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Table 3. Spoofing signal parameters
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Table 5. Spoofing success according to
parameters(success:O, fail:x)

sweep rate sweep rate

= lcps = 2cps

sweep rate
= 3cps

~JSR
-5/ -3 0 3| 5|-5/-3] 0| 3] 5|-5/-3]0

3

X| X| X| X| X| X| X| X

OHz | x| x| x

X

25Hz | x| x| x

50Hz | x| x| x

100Hz| x| x| x

200Hz| x| x| x

O]J]O0]O]O]0O]O

250Hz| x| x| x

O]lO0O]O]O]O]O] O
X
X
X
X
X
X
X
X

X
X
X

500Hz| x

X

1kHz | x| x| x| x| x| x| x| x| x| x| x| x| X
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Doppler Offset [Hz]

Code Sweep Rate [Chip/s]
a8 5. ZEFY 2AHJSR=0dB)
Fig. 5. Code tracking error(JSR=0dB)

Pseudorange Error (JSR=3 [dB])
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Table 6. Code tracking RMS error(unit : meter)
sweep rate sweep rate sweep rate
= lcps = 2cps = 3cps
~JSR
-5/ -3| 0| 3| 5|-5/-3] 0| 3| 5/-5/-3] 0| 3|5
OHz | 30| 38| 54| 81| 126 17| 21| 27| 37| 46| 11| 13| 17| 22| 26
25Hz | 13| 20| 37| 71| 134 7| 10| 17| 29| 39| 5| 7| 11| 16| 21
50Hz | 13| 20| 36| 69| 143 7| 10| 17| 28| 38| 4| 6| 11| 16| 20
100Hz| 12| 18| 34| 67| 143 7| 10| 17| 27| 36| 4| 7| 10| 15| 20
200Hz| 10| 15| 31| 59| 11§ 6| 8| 15| 25| 34| 4| 6| 10| 14| 19
250Hz| 10| 15| 28| 56| 17 5| 8| 15| 24| 32| 4| 5| 9| 14| 18
500Hz| 5| 7| 13| 14| 17| 3| 4| 8| 9| 11| 2| 3| 5| 7| 16
1kHz | 1] 1] 2] 2] 3] 1|1 20 1 1} 2] 2|3

® 7. 7|20M S miefolEof| mE Foge =M RMS
A (B Hz)
Table 7. Frequency tracking RMS error(unit : Hz)

sweep rate sweep rate sweep rate

SR = lcps = 2cps = 3cps

-5/ -3| 0| 3| 5(-5/-3] 0| 3| 5|-5/-3] 0| 3|5
OHz | 1| 1| 1| 1| 3] 1| 1| Lf 1| 1| 1| 1| 1|11
25Hz | 1| 2| 6| 14/ 22| 1| 2| 4| 9] 10| 1| 1| 4| 7| 8
S0Hz | 1| 1| 12| 28 41| 1| 1| 7|16/ 20 1| 1| 6| 13| 16
100Hz| 1| 3| 24| 50/ 104 1| 3| 17| 31| 37| 1| 2| 12| 26| 30
200Hz| 2| 30| 53| 81| 13q 1| 19| 34| 57| 70| 1| 11| 29| 35| 56
250Hz| 1| 2| 60| 111405 1| 2| 41| 66| 90| 1| 21| 35| 61| 70
S500Hz| 1| 1| 1]447454 1| 1| 1405413 1| 1| 1387389
1kHz | 1| L Lf Lf Lf 1| 1| 1| 1| 1] 1| 1] 1] 1]1
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