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요 약

 
국가표준콘텐츠식별체계인 UCI를 이용하여 방송콘텐츠를 식별 관리하면 다양한 형태의 콘텐츠가 개방형 시장에서 거래되는 미래 

콘텐츠 유통시장에 대응하여 효과적으로 콘텐츠를 관리 할 수 있다. 방송콘텐츠 유통과정의 특성상 여러 가지 형태의 변형이 콘텐츠에

가해지게 되는데, 변형 콘텐츠도 변형 전에 부여된 식별자로 콘텐츠를 식별할 수 있어야 효과적인 콘텐츠 식별 및 관리가 가능하다. 
이에 본 논문에서는 워터마킹 기술을 이용하여 UCI 식별자를 방송콘텐츠에 실시간으로 은닉삽입하는 시스템을 제안한다. 방송콘텐츠

를 송출하는 단계에서 UCI 식별자를 은닉삽입하여 콘텐츠 유통의 전 과정을 통해 하나의 식별자로 식별할 수 있도록 고안하였다. 워
터마크 삽입과정으로 인한 화질 저하를 최소화하면서도 변형된 콘텐츠에서도 워터마크를 추출할 수 있는 강인성을 요구하는 방송용 

워터마크 삽입 시스템으로 기존의 방송시스템과의 연동을 고려하여 HD-SDI 신호 입출력을 지원하도록 설계 구현되었다.

Abstract

We introduce the standard content identifier Universal Content Identifier (UCI) and a watermarking system that embeds UCI for 
the broadcast content distribution services. Our proposed UCI embedder is designed in consideration of integrating with the 
previously established broadcast system and protecting the illegal distribution of broadcast contents. Our goal is that when 
broadcast content is transmitted, 28 byte UCI is embedded imperceptibly in the content itself in real-time and the embedded UCI 
is successfully extracted not only in the typical format used in the broadcast content distribution service but also in the illegally 
distributed broadcast contents. Usually the illegally distributed contents are modified from the original by changing resolutions, 
frame rates, or adjusting colors. In this paper, we present a watermarking scheme that embeds 28 byte UCI in broadcast content in 
real-time while keeping the visual quality high and the embedded watermark robust enough to survive through the various 
modification. The experimental results show that the embedded UCI remains in the various modified versions of content and that 
the visual degradation by embedding is not noticeable. 
 

Keyword : Content Identifier, Watermarking, Broadcast Content Protection, Real-time Watermarking

I. INTRODUCTION

Traffic of digital broadcast contents has grown ex-
ponentially in the digital revolution age and broadcasters 
starts to pay attention in the online content market. 
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However, it is very easy to record the digital broadcast 
contents with the high quality and distribute them on line 
without permission. Digital watermarking is a powerful 
technique to protect the copyrights and control access. 

We employ a Universal Content Identifier (UCI) stand-
ard for an identifier, which was established as a standard 
in 2008 [9]. UCI is a standard that assigns a unique identi-
fier to digital resource and manages the resources more 
effectively. UCI is carefully designed to be compatible 
with the previous content identifier standards such as DOI 
and ISBN. The advantages by applying UCI to broadcast 
contents are the following:

•A UCI syntax allows to keep the previously assigned 
identifier by a content provider or other content identi-
fier standard. 

•A UCI syntax allows managing the different versions 
of the same content. For example, the content trans-
mitted through terrestrial TV may have the different 
UCI from the content transmitted through cable TV, 
even if the content is the same program.

•UCI allows easy access to the relevant content through 
its resolution servers. For example, a user clicks the 
UCI or an object containing the content’s UCI on the 
Web, the related information including meta-data of 
the content’s title, associated URL, or related content 
can be provided [10]. 

Although terrestrial broadcasters assign UCI to their con-
tents, the content is difficult to be identified using UCI 
once the content is transmitted or recorded after 
transmission. In order to identify the content using UCI, 
a UCI identifier is embedded imperceptibly using a water-
marking technology in the content itself. Once UCI is em-
bedded in the content, it remains in any format of file and 
even in the modified version of content. The remained con-
tent identifier is very applicable for copyright protection 
[11] and content management, especially in the on-line 
content market.

This paper is organized as follows. In Section 2, three 
requirements to consider embedding a UCI in broadcast 
content are presented. In Section 3 the detailed UCI water-
marking scheme is presented and its implementation is de-
scribed in Section 4. Experiments and the results are pre-
sented in Section 5 and conclusion follows in Section 6.

II. requirements for broadcast content 
identifier watermarking system

The following feasibility, speed, and robustness are three 
important requirements to consider in designing a broadcast 
content watermarking system, and these three requirements 
are strongly related to the watermark length. According to 
the UCI specification, a maximum size for UCI is 512 
bytes, but around 20 bytes are the typical length being used 
for broadcast contents. Thus, we have decided the max-
imum size of the watermark payload as 28 bytes in the pro-
posed UCI embedder.

• Feasibility
The video and audio quality is very important for broad-

cast contents. A watermarking technology adds noise-like 
watermark signals to the original. Therefore, the water-
marked contents cannot have the same objective quality to 
the original. The proposed UCI embedder is carefully de-
signed to reduce the perceptible degradation by considering 
the human visual characteristics.

• Speed
The amount of audio and video data for full HDTV is 

large--transmitting in a rate of 30 frames per second in the 
resolution of ×  . The presented UCI embedder 
is designed to embed 28 byte UCI into the full HD content 
in real-time which is a very important requirement for 
broadcast content providers.

• Robustness
The goal of embedding a UCI for the application of the 
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broadcast content distribution services is that to obtain the 
UCI from the distributed broadcast content and the modi-
fied version of the content for identification. Robustness 
against the following typical modifications for broadcast 
contents is one of the important requirements for a UCI 
embedder.

Format conversion: Since the file formats of distributed 
broadcast contents are vary, UCI should remain in the con-
tents after format change. Users can easily re-encode the 
broadcast content using a software tool. Broadcasters en-
code their content into the required formats for various 
services such as IPTV or Cable re-transmission.

그림 1. 2D 워터마크 패턴 생성 과정
Fig. 1. Generation of the basic 2D watermark pattern

Resolution change: Users can easily resize the broadcast 
content using a software tool. Broadcasters also may resize 
the broadcast content being suitable for each service: for 
example, ×   for the high quality VOD service and 
400x300 for the low quality VOD service.

Content Editing: Broadcasters usually overlay their logo, 
some graphics and captions on the original contents. The 
embedded UCI is required to remain after the image proc-
essing modification.

III. The proposed UCI watermarking scheme

In this section, we introduce our watermarking scheme. 

Since our embedding system embeds 28 byte UCI in every 
frame, how to generate the watermark pattern is critical. 
Many watermarking systems that provide robustness 
against geometric attacks have been proposed, but our sys-
tem provides large payload capacity and watermark recov-
ery after the large amount of downscaling attack, as well 
as real-time embedding. We carefully design the watermark 
generating scheme in order to remain the watermark (UCI) 
in the 4% downscaled (1/25 in size) content at smallest. 
The steps of our embedding scheme against downscaling 
attack are that (a) the size of a basic 2D watermark pattern 
is determined according to the minimum size of the at-
tacked video, (b) the basic 2D watermark is generated and 
scaled to the host content size, and (c) the scaled water-
mark is embedded. The steps of our extracting scheme are 
that (a) the type of modification of the content is estimated 
and (b) the watermark is estimated. 

 
1. Watermark generation 

Let the size of UCI information a in bytes, the size of 
sync information b in bytes, and the size of error-correcting 
information c in bytes. UCI, sync and error-correcting in-
formation are collectively named W and let its size m (i.e.
   ). In the proposed watermarking system, a 
Spread Spectrum technique [12] is used, which means that 
a payload bit is represented by a bit stream. In this paper, 
a basic 2D watermark pattern refers to the bit stream. How 
to create the 2D watermark pattern is crucial in a water-
mark extraction performance. The proposed method dem-
onstrates a way to design a 2D watermark pattern accord-
ing to the minimum resolution of the downscaled video.

Let the minimum resolution of the downscaled video is 
 × . The  ×  varies. Obviously smaller resolution 

of  × is desired for more robust watermarking system, 

however in order to make the watermark available in the 
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smaller resolution video, the higher level of distortion is 
evitable, and thus the embedded watermark may be visible. 
Full HD broadcasting video of ×   in pixel size 
is re-encoded into various resolutions depending on the 
service. For example, for the high quality in a VOD serv-
ice, 1280 x 720 resolution video is provided; ×  
for the middle quality; ×  for the low quality [13]. 
The proposed watermark embedding scheme repeats em-
bedding the basic watermark pattern for providing robust-
ness against cropping and the aspect ratio change. The size 
of the basic 2D watermark is determined in consideration 
of the number of embedding repetition and the length of 
the watermark. Once the size of the basic 2D watermark 
is determined, a watermark sequence having a mean of 0 
and a variance of 1 is generated. It is also designed that 
the correlation of the same watermark will be 1 and the 
one of the different watermark will be 0. The block dia-
gram of the proposed watermark generation algorithm is il-
lustrated in Fig. 1.

Since the downscaling process causes a data loss, in or-
der to make the embedded UCI robust against the down-
scaling attack, we scale the 2D watermark pattern up. The 
scaled watermark is denoted EW:

}}.1,1{{ -Î= EWEW
There is one problem in scaling up the basic watermark 

pattern. Embedding the scaled basic watermark may cause 
visible blocking artifact in especially the smooth region 
such as the sky region. We have applied a heuristic im-
perceptible embedding technique using human visual char-
acteristics and modified EW to EW’ in order to enhance 
the visual quality.  

2. UCI watermark embedding

The overview of our UCI embedding and extracting sys-
tem are illustrated in Fig. 2 and Fig. 3, respectively. Since 
our system is designed to be easily intergraded in the estab-

lished broadcasting environment, the input video is in the 
format of HD-SDI or SDI signal, which has Y, Cb, and 
Cr color space. A UCI watermark is embedded in Y 
(luminance) signal, which is known for more robust against 
the various modifications than embedding in the chroma 
space. Let the input frame be I and its total pixel size ben. 
First, the watermark pattern denoted EW’ is generated by 
the proposed algorithm described in the previous section:

.}1}1,1{{ ntWEWE t ££-Î¢=¢

그림 2. UCI 워터마크 삽입 시스템 구성도
Fig.  2. An overview of the UCI watermark embedding system.

Our watermark embedding system embeds a UCI water-
mark as shown in Eq. (1). The watermark strength  
is calculated on the basis of the utilization of the character-
istics of a human visual system (HVS) which is that the 
noise is easily visible in flat areas than in areas of including 
edges and textures. The design of obtaining the watermark 
strength affects the real-time performance of the watermark 
embedding system because its computation complexity is 
usually high. The embedding procedure embeds the scaled 
watermark signal by modifying the original luminance 
frame based on the watermark strength:

).,(),(),(),(ˆ jiWEjijiIjiI ¢+= a (1)
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3. UCI watermark extracting

The watermark extracting system extracts a UCI water-
mark from the watermarked video. Since our watermarking 
system is designed to prevent the illegal distribution of 
broadcast content, the embedded UCI in the original still 
should be extracted from the modified version of the video: 
format conversion, resolution change, or content editing.

 

그림 3. UCI 워터마크 추출 시스템 구성도
Fig.  3. An overview of the UCI watermark extracting system.

Our UCI watermark extraction proceeds with two steps: 
estimating of the geometric distortion and detecting a 
watermark. First, we extract luminance data from the input 
video frame and then estimate the geometric distortion of 
the video as proposed in [14]. The original video frame is 
estimated by applying a denoising filter to the input video 
frame. The watermark is estimated by subtracting the esti-
mated original video from the input video frame. The ratio 
of the modified video to the original is calculated based 
on the periodicity of the watermark signal in the extraction 
process. The geometric distortion is calculated using the es-
timated watermark from the first step. Second, the video 
is reconstructed using the found geometric modification pa-
rameters and then a watermark is estimated again from the 
reconstructed frame. The procedure of extracting the water-

mark is the same as the previous step: estimating the origi-
nal content by denoising, estimating the watermark 
strength, estimating the watermark. UCI is decoded from 
the extracted watermark.   

 

IV.  Embedder/Detector

1. UCI embedder

Our UCI embedder is carefully designed to provide the 
heuristic user interface to control the system as shown in 
Fig. 4. The system is controlled by the menu buttons and 
the video stream is shown through the installed LCD 
monitor. To be used in the broadcasting system industry, 
real-time embedding is required. The commercial video 
capture cards [15] are installed in our system, providing the 
interfaces of HD-SDI input and output. The system has 
multi-core processors, and our embedding implementation 
uses OpenMP parallel programming to achieve a real-time 
embedding. The calculation of the watermark strength 
takes long time, so full-HD frame is divided into 8 sections 
and each section is processed by utilizing the multi-core 
system. The boundaries between the sections are processed 
separately after finishing all 8 sections. Our system embeds 
UCI of 28bytes in each full HD frame in the rate of 30 

그림 4. 개발한 UCI 워터마크 삽입기
Fig. 4. Our UCI watermark embedder.
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 Content #1 Content #2 Content #3 Content #4 Content #5

Snapshot

Program Genre Drama Game show Music show Documentary Sports

UCI I001+SBSi-B10000114839 I001+SBSi-B10000146098 I001+SBSi-B10000158991 I001+SBSi-B10000150848 I001+SBSi-B10000148539

표 1. 실험영상
Table 1. Test sequence.

그림 5. 개발한 UCI 워터마크 추출 프로그램
Fig. 5. Our UCI detector software.

frames per second.
 
2. UCI detector

Our UCI watermark detector software is shown in Fig. 
5. To speed up the watermark extraction process, the geo-
metric distortion ratio and watermark strength are calcu-
lated for the first frame and updated after few minutes for 
the distortion ratio and after few seconds for the watermark 
strength. For error resilience, we employ two techniques. 
The watermark detection is determined by summing the es-
timated watermarks of the 30 consecutive frames and the 
Reed-Solomon error correction scheme is applied. The in-
put of the detector is the watermarked video. The in-
formation of the video format, resolution, and sample rate 

are displayed. The format, resolution, and sample rate may 
or may not be the same to the original. The detection result 
is displayed in every 1 second, which is the result of the 
30 frame averaging.  

V. Experiments

We have integrated our UCI embedder between the vid-
eo player and the MPEG-2 encoder at a national Korean 
television network SBS (Seoul Broadcasting System) and 
have transmitted the watermarked TS for a broadcasting 
test. The test sequence was prepared taking from the five 
different broadcast contents as shown in Table 1. The test 
video was in ×   resolutions and runs 1500 sec-
onds with 45,000 frames. We have embedded 28 byte UCI 
in each frame. We have tested the robustness of our UCI 
embedder by extracting UCI in the modified version.

We have tested the robustness against the various attack 
of our UCI embedder including re-encoding, caption and 
graphic insertion, and downscaling, testing if the embedded 
UCI using our UCI embedder is still extracted after the var-
ious combined attacks. The results is shown in Table 2. 
The combined attack means that more than one kind of at-
tack have applied to the already attacked content. For ex-
ample, the subtitle insertion attack and the H.264 re-
compression attack have been applied to the Mpeg-2 com-
pressed content, which is the first test in Table 2.



400 방송공학회논문지 2011년 제16권 제3호

Combined Attack
Content No. (detection)

#1 #2 #3 #4 #5

1920 x 1080, subtitle insertion, H.264   
re-encoding O O O O O

1920 x 1080, logo insertion,   H.264 
re-encoding O O O O O

1920 x 1080, median filtering,   
grayscale conversion, H.264 

re-encoding
O O O O O

1920 x 1080, Divx re-encoding O O O O O

1280x720, subtitle, logo   insertion, 
H.264 re-encoding O O O O O

960x540, subtitle, logo insertion,   
H.264 re-encoding O O O O O

640x480, subtitle, logo insertion,   
H.264 re-encoding O O O O O

표 2. 복합공격에 대한 추출 실험 결과
Table 2. Detection from the combined attacked video

The aspect ratio change is found frequently in HD broad-
cast content. 1920x1080 is the 16:9 ratio contents; how-
ever, the many media devices have a 4:3 ratio displayer. 
Table 3 shows the results of the detection rate from the 
downscaling contents. The extraction rate is a ratio of the 
number of successfully UCI extracted frame over the total 
number of frames. Recall that the original content is

Test 
No. Resolution Aspect ratio 

modification type 4 Mbps 2 Mbps 1 Mbps

1 1280 x 720 M1 100 100 93.3

2 960 x 540 M1 100 100 99.3

3

800 x 600

M1 100 100 92.3

4 M1 + M2 100 100 92.3

5 M1 + M3 100 100 88.7

6 M1 + M2 + M3 100 100 92.3

7

480 x 360

M1 - 100 98.7

8 M1 + M2 - 100 96.1

9 M1 + M3 - 100 90.2

10 M1 + M2 + M3 - 100 90.0

표 3. 다양한 형태의 화면비 변경에 따른 추출 실험 결과
Table 3. Detection rates from the aspect ratio modification contents 
(%)

 

1920x1080 resolutions. There are three ways to change the 
aspect ratio from 16:9 to 4:3, scaling (M1), adding a black 
part at the bottom and the top (M2), and cropping left and 
right (M3). For Test 1 and Test 2, the robustness against 
resolution change has been measured by the extraction 
rates. For Test 3, the resolution change and the aspect ratio 
change denoted M1 have been applied and the extraction 
rate is obtained. 

그림 6. DSCQS 화질 측정 구성도
Fig. 6. Video quality comparison using DSCQS.

We have measured the video quality using DSCQS 
(Double Stimulus Continuous Quality Scale). DSCQS is a 
subjective video quality measure defined in ITU-R 
Recommendation BT.500-7 [16]. We have used a commer-
cial DSCQS measurement device called VP21H, which 100 
scaled DSCQS can be obtained. The test scenario is illus-

Content #
DSCQS

WM_TS O_TS Difference

1 5.75 3.91 -2.84

2 7.416 6.08 -1.38

3 12.09 11.01 -1.08

4 10.16 8.15 -2.01

5 9.58 7.48 -2.10

표 4. 원본 대비 워터마크 삽입 영상 화질 측정(DSCQS) 결과
Table 4. The video quality comparison between the watermarked and 
the original in DSCQS
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trated in Fig. 6. For comparison of video quality between 
the watermarked and the original, we compare the decoded 
videos from the watermarked Mpeg-2 encoded file denoted 
as WM_TS and the no watermarked Mpeg-2 encoded file 
denoted as O_TS. The measured DSCQS and the differ-
ence are shown in Table 4 and the differences are very 
small. 

VI. Conclusion

UCI is a standard that assigns a unique identifier to digi-
tal resource and manages the resources more efficiently. 
This paper introduces the conceptual background of UCI 
and its advantages especially when it applied to broadcast 
contents distribution services, and presents a UCI embed-
der that is designed to embed UCI for the purpose of 
broadcast content distribution. Many watermarking systems 
have been proposed, however, the proposed watermarking 
system is designed to embed 28 byte UCI to make the em-
bedded UCI robust in the modified version of broadcast 
content. In the proposed watermarking system, a watermark 
is generated based on UCI. The length of watermark pay-
load is very important because the payload, image fidelity, 
and robustness are all trade-off in performance. We in-
troduce our method that is carefully designed to generate 
a watermark against a downscaling attack. We design a wa-
termark in a way that the maximum payload is 28 bytes 
and the watermark remains when the full HD broadcast 
contents in the size of ×   has changed into in 
the size of small resolution video. More challengeable part 
in designing a watermarking system to be used in the 
broadcast system is that to guarantee the good image fidel-
ity and real-time embedding. As the high definition TV is 
popular, the required visual quality is very high and re-
quired performance to embed a watermark is high. The re-
sults have shown that our embedding does not distort the 

original significantly and the UCI embedded by our water-
marking system is detected from the various modified ver-
sion of content. To our knowledge, the introduced system 
is the first system that allows 28 byte UCI embedding in 
real-time in HD broadcast contents while providing the 
good quality and strong robustness. 
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