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A Detection Rule Exchange Mechanism for the Collaborative
Intrusion Detection in Defense-ESM

Lee Yun Hwan* Lee Soc Jin*

ABSTRACT

Many heterogeneous Intrusion Detection Systems(IDSs) based in misuse detection technique including the
self-developed IDS are now operating in Defense-ESM(Enterprise Security Management Systerm). IDS based on misuse
detection may have different capability in the intrusion detection process according to the frequency and quality of its
signature update. This makes the integration and collaboration with other IDSs more difficult. In this paper, with the
purpose of creating the proper foundation for integration and collaboration between heterogeneous IDSs being operated in
Defense-ESM, we propose an effective mechanism that can enable one IDS to propagate its new detection rules to other
IDSs and receive updated rules from others. We also prove the performance of rule exchange and application possibility to
defense environment through the implementation and experiment.

Key words : Defense~-ESM, Security, Intrusion Detection System, Rule Exchange, Integration and Collaboration

Ao 34 89), £A34903k 20114 39 219), * BTER FGAML
AASEAYQ011d 39 29 o ] SHARAALNT AP
* B g 20109 SARONEATA e A

Ao 46}04 ATHAE.



B AR B =EA AUA ALE201103)

LA 2

AAYFA A 2" (Intrusion  Detection  Systems,
IDS)2 Alzgl Adolx dAsE 243 P95 Y
BAE F3 2RE A" AEE g8 e AZE
dol EE FH=doE A, AYADA2E
(Firewal)# TiEo] AFH A2dx HEYAE &
e AHEc2RE BRI A YHesE el
o Slck

AYEAAN 2L gl we ZA JEYA
7uke] Al A xel(Network-Based IDS, NIDS)
# 32E kel HAHA Al2"(Host-Based IDS,
HIDS)e2 T&3, A7/l watds 248X
(misuse  detection}®} Y3/} EX|(anomaly
detection) & ¥t}

Ao @ 87A 719 AYFAN 2P LG9 Ax
B AAFEA o3 HA A 44 2 ddolE
FAoe AT Yok YA ARug rgen
£ d7E AlEle 43 g9 e AdgA ¢ o
$ Ala"Ed gg ZYYa9 CIDF(Common
Intrusion Detection Framework) [1],[2]9} XML& 7]
Bog  APEA AR BAXEE  adEle
IDMEF(Intrusion Detection Exchange Protocol){3],
Y FAFAY 253 ZTRE F=o oy Fe
AP 2dE A& dFdHE  CIDSS(Common
Intrusion Detection Signature Standard)[4][5] %o
iy

azu 71E AN 29 dade] gdg A
ATe GAFHY B ¢ FH7t ofd ojWlE 21
(event log) 2 ZAH(alert) "WIANAE FHsto] FA
Ao g 24L& HF A7l FHE Fu A
of HZe Aol FHo dis] FZHo|uA HAH
? EFE 2T 4 ¢k

e, & =EdAE 53 99 AR 2"
A rEold @AFAE B9 ol71E AYEA
ANages A3 zZfel  JHed ¥eY
DRX-IDS(Detection Rule Exchange-IDS)E A)¢H3}
2, olol qigt dAg FAE 58 FHPAA i
HE rbsdE A5ed $34 B35 2 482 999
A EHY F A2 7o) AdEAA 2]

Snort® Bro, 283 $-8] oA A4 Adstd AL
Hoz $8%¢ I HAYGAA|2€ Rainbow
IDSE o}-§3t.

2 AYEATY 3582 A2

o)7]1F AYEAN 2" 7+ A7 FEnde 9
e 7 AYEAN2Hel 7M1 Qe gATE Y
FFRAE HHsle FZ38L, o8 43 1¥Y ¢
Jde Bezeol At Yo

gy Z4zke] AR A 2] gAFEe] 7HA]
1 JE 4L 1 7% gt = A 4 vt
12 BFE ¢ Uk wEhA ojgd RE {49 o
& FAFHE st ¥ ¢ feng B =EdAe
AR 25lo] AR ALESE Hade 8
AEE HYE st dTE Ao, g
FAE dE A ¥ dTFE B3 URR
g},

B =89 A7hAl Snort$t Rainbow, Bro B4
T3 AdesE Aupd ohga} g

by

2.1 Snort BA & Ad8s

Snort BA71 2 Rule Header$} Rule Option2.2
FAslol il thAl Rule Header: Rule Action,
Protocol, Source/Destination IP$ Port2 FE5 )%
# Rule Option2 Packet Field®t Message 2% +
E5014c}. Snort Rule Headerel 3738 46
<2dg 1> 2t

action protocol source_ip source_port direction
destination_ip destination_port

(¥ D Snort Rule Header 73} 34

Snorte] Rule Option® 2 &4 7)%d o 4
A4 7H49 F4o] vEhd F o 28y B =Fe
dfoMe AYPA Hag dFaL2T A%
o} A8t B4& A3y, Snort BATA Y] WS
AE <E >3 2



FTYEFHABANAN A g AYGANE 9% EAFY 28 /1Y 59

<E 1> R}8] 223 Snort B4 84

action g3 AugE
protocol BN EREF
source._ip Fex Fa
a} Zu
g source_port 24X ¥E
direction HZle] B
destination_ip BAHR 24
destination_port EARX IE
msg SRR
s flow control BN AEY
A
content HolZ= oy
sid 26 Aan

o8tell Snort2] Rule Optiondls EX 713 ¢ A
38 A% & 24 E(reference, rev, depth )0l
Aot o AAFAA 2 A gt g
FEol EAA g A4t glol FEoL HEe
As BATTE sl ojgfo] TR WwEA
Rule Options] B4 99 471] dE oz 3t
& T HFS 98 24F FUkEle Aol s
=3

B

2.2 Rainbow BX7F& 2o A

S I G S o B s S R P )
Rainbow®] 732 vt A A 2deja A}
B3k GAA S WY dy2 ol &3y AUy
Azdor god 2E 27F RS glon
FHe <ag >4 g

$Rule (message, alert) {IPBase{protocol source ip
source_port direction destination_ip
destination_port), Txt(payload); $IPOption}

(718 2) Rainbow B33 A58 g4

Rainbow €473 9 BAL da3st 71est
T Aol @23yt JMEd 84E alert,
source _ip, destination_ip ©J® ®x7FA9 H4
LAE <FE 2>9 7.

<% 2> A7tstel 2% Rainbow B4 24

message &9 vA)y
alert S| THA AnYE
protocol 2 ZRES
source_ip A F4
source_port Zd9A] TE
direction 7 vk
destination_ip BEAR| &5
destination_port B3R LB
[ Txt o] & = (payload) #jojE

2.3 Bro BA 3 A¥Q A

Broo ¥A13L v E{multiple line)Z T4
Hol glon wnd zidsln HEI FFEHAE
Ag-8he}, Bro9l B3 signature id, conditions,
actions 37H4] ¥ o2 FA Y #4& <2y 3>7
2},

Bro BA7#e EAL ALgA7} ol#ists] 4&
oz FAH glon “AE == " oz ¢
28 o9 22 F4H Atk o, BrodAE
Snortt} Rainbow® @] FAshzle] digh waFd
AL EASA gon, 7RH R S8R FoolA
Bz F42 B0 Fovhe AAzAE WE
st 9ok Asle] Bag Bro BAFHY deg
A <HE I 2l



AR - ue w4 AUE A1SQ01103)

signature sid_number {
pr =
source_ip ==
source_port ==
destination_ip ==
destination_port ==
event "message name"
tcp-state
payload /payload data/

(29 3) Bro A3 A3 ¥4

<E 3> Atslel WaF Bro ¥AFY 44

sid_number af Az
protocol 4 t2EZ
source_ip 2 F4
source_port 94 XE
destination_ip Exz FA
destination_port 234 RE
event 29 9
tep-state T4 2EY
payload Holzx dolE

24 BATFH TE AAes B4

FolA Zr Ay AN 2] FA T g 4d
248 Jo3igir). bEA #X73 wEs YiAe
Z} gx7E e gk digh v (matching)o] ¥
23T} 0L 3% A idd g 7 @xFIE
AR BA ZAijolr) BAld 248 gATHY dE
<1 4> Zov AT AYIATAELE 4 A
g A 2ol g7 o R WE Yot 7 g4
FEL Y 24 £ 1) 809 ZF dyg s
£ <a¥ oo EAE A3 gXg

(¥ 49 gAFHE T584 A

25 A3 Adast A

zt gAFHAA Ay 2A4AE 43 1FsY] A
HAE O9 AYERALde] SX7H ¥HE BE
(Rule Translator)olq ##9] ©@x7#3& Add &
A2 AFE A F 0)F Ity FEEAAE
2 Agsfo}l #il

2714 AFdsr] A% wHe oe% 2o
SN Hxe JojHE(agent) ERIHE AHEEHA
%7 4MHE ojgste XA ddEgE 27
(scan) ¥ @AHE BYE ZE(load) @} GE22
2E8 HAFTE ol 4ol JHLAE FEFHE A
A& JYPPch

il



THFERABAAAGA S g9 Ad_AE A TATH L& V1Y

91 DRX-IDS(Detection  Rule
Exchange-IDS)9] 7z 2 5& dAUE, 44 /Mg

31 7= 4 &3 dWAYS
DRX-IDS= A A7 €% R o71F w9 A

VIAN 29T FFEAAH TR, 22 ¢
AHst Holguol 28 $3) AF T DRX-IDS 4
Ao Qof 712 AAzACR FIFANL S} 2zhe]
U9 HAGAN LY FEZOlE AHY 5 gE B
A, Gz /1Y L A% AAYZe] EAfete]
FARATH HAF 4% L 45D A5 s
#¢ A2 9. <28 5> DRXIDSE] AAAQ
P,

B9 s

. Bu]; ng:ézﬁ\g ;

- R’urieiMa;;p g i

P s

Rule Propagator

kY IDS #
Snort Send & Receiver P
o Rule Translator
Bro ;
? Security Processor

(28 5) DRX-IDS +&

DRX-IDSE &9 HJFAAILgA AP

4
PAFHE AW FAVAN2YER ud
"

7] e Aoz Y <ad 6> olyd

LA

FTHEANEE 9 AHE dlole o] Aujd &
A2 R, Ess 2Eo| F71 FA
ol gl FEHE Adch FAEAAEE I8 A4
XA 2o 2 RE GAFEE £ THAFE
g2 T gelgujo]xd Agsta, olE Al 5%
AH o9 AAFANEAEANA Ao 71T
@@ FIEANEE T 4 289 7
S A¥RY g&3 2o

off o it

7t gx 713 44 ZE(Rule Receiver)

7+ @y IAdEA 2o 2 HE BXHEAE F4
3= REolth FAE BXFHE EF3E A3 &
of Ay 2EZ AdHh

L}, w5t M2l EE(Security Processor)

o9 APEAN2oz 45 Hol £Ad 'A
FH g 233 AYE FI F GAFEH A
252 AGse 715S FPshe BEoth T F
FHog AAd AF eATEAE TEF 299 I9
SR LG ENA AH3}r] dol 3t Vi 73



AR B =8 ALY A13(2011.03)

gt

o} &34 24 2ZE(Rule Analyzer)

g7 24 gL 99 FYgANLHOR F
g HATHY FEAE AT REolth €A
2 ¥4 258 $Y5A 45 DBMSY Rule Scheme
Hol&3 vXE 3 FEA ¥ E FAd

2}

ot

A#3 838 ZE(Rule Translator)
FYEAAE DBMSY AAE A gATAE

°]71% &9 DS Anslr] Aol sid IDS do)

Mg EE XA E AssE AYE g

[

v}, &334 A3 ZE5(Rule Propagator)
A g 282 AT £4 B 93

FA% gxqfo] A2 AEHW AHde} 529

AYFAA 2 EoN A o]E AH3E 7S 99

t}.

33 29 IAFAA 2"

G9 FYEAAN DL FPFAN 2" 279 ]
o) gAwst dlojEdelx MWyt ExjE HeEg
Uk gxule AdFAAE"e 8273 Y
A 2(scan)ste] dlolefuloj 2ol AE FAF
A3 A3 w3y, FLEAAE %] A7 5
AR SN BAFHY 4R35 J5e sYY
o ol @ #7b7)50l F71E 29 AdGAA 2
BEY AY7SE 4WEE e 2.

2

T

7b gA#A 54 2E(Rule Send & Receiver)
4 FAFAAN 2NN AFA wEF A 7
AFEE FYEANEE AU FYEAAEE

FE A2 gAFEE FAlE 715 S8

U, &x37% #8 2E(Rule Translator)

& AdER A A B AF FR
43l FFR4E FF2 F U433 REZ WAFE 7
& 933

o} B¢t H& EE(Security Processor)

o9 AGFAANEHANA BAE FAFEHE FA
87] Aol gEstE FyPsia, £AT FRFHA o
& B33 /% E 7P ZEotk B =844 &
A $5alrle] ¢33 71He Base 64 UG E
AHgdth gE sl o 7k T1gel EAen, &
=RAAE 2 oD AXSE FAHA 7Ee
AFlA AE

34 HolE AA 4 &

DRX-IDSe|A A48l Hl¢]E& Rule Scheme,
Rule Mapping, Clients §°l™, @9 AAFAA L€
2 FHEAAE NN ALEEE 7 Holge] 7T ¢
A4 BAE g 2

7b FLEAAEH
1) Rule Scheme Hlo}&

99 AYgEgAA 2 gAFHoRRE F2E
FELAE ARSI U HolER FAFHY 1H
HE(side A7 g ARE A Aok F
GEAAHANA e B IAYFAN 2L 2RE A
A 7Hg ¢AA Rule Scheme HolEo] ARE A
A ¥ 0)F olgdd tE v AR
Agsted 84359 HolE BAE <E £ Zrh

<% 4> Rule Scheme #lo]& HA

sid char{10)
format char{10)

BATH AEus
AT 32 £

protocol char(20) EREH
src_ip char(15) A IP 4
sre_port char(10) 94 ¥E
dsc_ip char{15) EHA P F4
dsc_port char(10) EAx] X

msg char(250) | A1 %]

flow char(100) HAAWE A8
content char(250) 2| payload HjolEl
ids_type char(20) 299 DS &%
ids_num char(3) w@¢l IDS AdHE
make date | char(8) gxd A3

meke_chk char(l) AT #Y AHT

2) Rule Mapping l°]&
DRX-IDS W 2E 7)< @9 IdEAA &



=PEFHQ

g BATH 4 AR 33 Ay A 8o

g HolEoln, FUABAME AN AR FAE

99 AAFAA 2] A o AL 4R g
ol HAE <F 5>9 #rh

=

<# 5> Rule Mapping Hlo]& H A

number - kx“ﬂ% 1%%%4 iL

mapping_id
mapping name | char(50) &4 oy g
ids_snort char(200) Snort 2A71A &4
ids_rainbow char(200) | Rainbow &X|113 5‘:
ids_pro char(200) Bro BA+3 '\"é
comment char(100) v

3) Clients o] &

7 a9 e zgel g AnE Agstn

AE HolER FYEAMEY gl AgetAA 2
o] AFAR w3 L QZo] AL gl njx
E<¥ 6> g}

<E 6> Clients Hlo]E FA|

Hellde | 2a e
number DS A3
char(50) DS o)
ids_type char(20) DS FF/U1E)
ip_address char(15) P Fd

4) Rule Propagate Check Elo|&
FEEANEAAM 7 g9 AQERAAdoez A

T EATEE 1 T AEE s A

glo} & ot} Rule Schemed 99} AggAAj~d 4
HASE 7|ECR ASAEHE A HolE w4
¥ <E 73 g

<¥ 7> Rule Propagate Check Ho|& )

BAAANAY €Y AABAE A% FATY 2@ 1Y 63

99 AYEXA AL Rule Scheme HiolE3
Rule Send Check Hj¢]&°] 3127 Rule Scheme H
olE2 HAHE T M AEEAA2EY EE
B3 dg A0 F A3 98 25S 5
F&9 3% @AWH 47 AREHE dHeolgely,
Rule Send Check sje}&& A5t @25t 3d dis) &
JEAAERE AL Fo ALEHE. B b A8l
Holgelth HolE HAl: FHFANHY HolEd
FAFSTL

4. DRX-IDS 78 % A%543%

B o A= 44 DRX-IDSE Tdsx @9 Y
g A 2 A A EAFHE X7 HER
g ol4sld TF84E FE3y, oA Client
DBMSe} A% % 433ste FYEAAER A5
T B8Y FYEAAET olF B4 PO% o]71%<]
a9 AggAA Loz dPsiexg dFgrh ®
g ol71E Y YA LA E T%%HWJH

ZRE £ GXFHE BEs sty vled ¥R
A FdstA FrtEER L] ARe o] o] &3y
Aele) dig FA7} HedAE AYert

DRX-IDSE 437 3t Snortﬁ} Rainbow&
o= 7EL Agon, YRR <E % 2

<& 8 DRX-IDS 1&d<& % 4387

oy EEFE Windows XP

‘S . V°}QE¥‘§ g e
sid char(10) E‘xl% EERES B4 Rl k| Apache 20
rule_file char(?50) | BATFE HdelE: AE DBMS MySQL Server 5
baset4_file char(230) | Base 84 239 #d SIAA Windows XP
send_status_snort | char(l) Snort A4/ HAFME WinPcap 4.0.2
send_status_bro char(l) Bro A4/ Snort, FTHET AATools, Stealth
send_status_rainbow| char(l) Rainbow A4 Rainbow B Apache 2.0
DBMS MySQL 5
HdexA 28 | Snort 286.1, Rainbow v2
v @y AdEA Alad | 7lg 7Hg Al VMware 7.0




AR - 8o =EA ALY ALEE01L03)

42 5% 29 4%

4¥uge Ate DRX-IDSE 44 Fdsz, 7
A9 298¢ olgsiel B9 AYFAN 2PN 4
FIATHE 44 ¥ olF FYBAMHE AA
1% AYBANLYLE AsksheAe Agstn, A
T RATRE £4% o/1F YYPAN2EE F
HoR J1E YATFHA F7hsd gATFH] H4
£A8 A3 dee o71F FYeAN2Y 2
BAFA] 440z @) AN TAHL
2 49 Aol

=

o,

Zh A gATE B4 2 d$

A SnortlA FA R oF AFEATHE A
ek gade AdgAN2de gx71y dYE
& 27 % Client DBMS2) Rule Scheme o] &3}
vt A gAE F5E §%c) DRX-IDS
ClientE ol-8% A #FAFE /¥ <z 3
2o AE #@ld @A siAEs "DB/Fie”
Z BN g 98] Rule Scheme HolEo)
AZALDB) $4& A3 FLE(File) 4] 7}
F3lrh

geate GATE HERES ol&dtd FAFY
o 3FLLE FEIY U2 YUY WHE
3U& AFS A8 453} 2ES o]839 BASE
64 49 43t FRe AT B, o)H@ TH
o2 329 BATHY TELAE ¥F Y

5 98 XML S 2 i8] 715 2z ud
et

ojgA dudd #HYL <Y &I 2ol /A
A AFRES o83t FYEFAMEE AgErt

U FEEALHS A FATH /A%

@9 AdGAN 2N e FAFH L TG
FAMEZ Addth $IFAMAEE FATY 4
EEE olgso #Ad FATHA dF 53 %
FE4 A FR8A Ao <ad e ld '
AFHel dE Bo3t & GA7Y 229 AtE, T
A4S A8 stdolt. shde A5FEL FAd
GATFH EZoln] LEHL A€ 54 FATY
£ A9 A olg EAEt #AA BAFE sd
ot

Rubs Safoct
SRS Y
e ke

St s
et
sk SeSaE
K
i”:ﬁ > mlmpfsawm‘::mwwmwm m}m;m,@
gl sy H
Sgsity 2w [ TP SERVERS  $TIP PORTS wr R £k
A
i [,
3 -t wp | BUPSEWERS | SR PORTS | RS
oS ATACKEE S
‘g : ATTACKRE SPONSES Pl copid ok
4 son T WP WS | TR | - i :u; T 28H2% el o8 /5
j i
g B ooy ATt
H axt w o8 /5%

T s ATACKAERFONSES e of ‘ony e

(18 7) Snort2] DRX-IDS Client 89



DRXIDS et for Srnt

FHEFEAAAAAAN A G AYEAE A% FATY 2@ 7Y

Soarommetion Sty

Coppciadiy 137061 fr ooy el ... Scess ..

S Sgpmon i T AD ORISR e e ’

Received Rule FileList (BASEs4)

DRX-IDS Central Control Center

Rule Transiate Module

Hude

Wiasas 1 I T2CLH

{ Bases4 Encoding Message |

Peotmad) - ko

Segnature TI 2 Astion wiert

Sourin SHTTP, SERVERS Swvarck Bark ERTTR_PORTS
Drestnntia 18 SENTERMAL_NET Dastination ot any

Motdage ATTACK-RESPONSES Ha capind ok

Flow Contrsl astabiished

Payliad (Contant) [ t Fiel28i2129] copiad

ToSType snort 103 Nunher. at

S SIOE 1) WA A0 GATA FASLL

RN Messages S Rrer OIH
BAIE Message® TUM BAIN0) BARA FASLILEL

[ Gt Swwe ]

(18 9 F4E5AAe ) EA 3 B4 g4




A8 - 8ot BEA ALY A15(2011.03)

FLEAAEANAE £AE FAFEE o7 F ARE FATEHL <a¥ 10>F Zo] A
AdFAN LYoz Avetr) s oAl FA T3 A ARRES T F5E oVF IYFANL
HE % 4EE 438 AIG Hdeoz AH3E It

Dropagate Hule Fie

Propagste Bule Fla

Savar Kapnerdion Shatus ...

Copnected to 192.168.239.135 for user dexids ... Surress ..

Currant Signature Fite ©

Fila Sond Status. ..

H File uplosd 192.168.229.135 35 497 -rainbow-basebdoule ... Rurress ...

Fhis iz Cwotval Controf Centar Signature fecerve Directucy |

rarwrae: | KiFte &uFip 185 Nov 01 35 16 493 -rainburr-basesa.nuie

t e Windawr §

(29 10) o)71¥ *V“é}"i A4 A

4 }CAN 8OCKS Proxy attempt

1 W B i H H paylouh Ha Data Foundad OB / Fite
til.sonf H ; od 2
sty conf $Rule("SCAN socxs F‘mxy mmut',aﬂ, B (IDBuse(tca ilz'.”' * o> U s080) 3 /615

Tmeg ¢ SCAN Bquid Proxy attermpt

tp } b - - e 3128 payload ¢ No Data Founded
H e o i e it 618 S
('scnn Squid Proxy attempt”, 21, 3 {IpBa;a(teu 2}'-‘ * > L% 3128y }; 4/ 618
i : T o (g 1 SHMP trap tap
3n P Y . N 22 1 162 |paylead: No Dats Founded o f Fie
$RUIB("SNMP trap tos B0, } {IpBase(tcp TIWEH* - LK 162); ¥: /7 1420 )
e B w | uwe B N o8 oonieg ™

pdwxn 1 Mo Data Founded

0k s
11423 -

$iiuls('sNﬁP , XA " ve;zucst",gﬂ, » @

Tmsg 1 SNMP raquest bep
i payload : No Data Feunded
sd: 1418

anfk,; Ager

o6 / Filn

g ¢ KTTAGK-RESPONSES Hla copiad ok

olond . al 38151331 sonins ; Recalved

£, m('x ﬁielzelslzs!copued"), Yaasr

{mag 1 ATTACK-RESPONSES directory listing
i paylaad : Volume Sedal Number
nds 1292

$Ruie{'§ﬁACK-RESPONSES directory listing™, 21, ,} {IpBase(tep IR * .> YRY +); Txi{"Volume Ssrial Number™); }; // 1292
(7 Ruda St Founded |

(I8 1D o)71% FQGAA 2" GAFH o) 444 A



FHEGR

thool71% AAAN LY GAFH 41
A% AYRANLRNNE  FLEAMEIA
ATHE BAFHE 280 Bole PR A 21
st A4 Bk <3 11> o]
2o $08 ATl 488 o,

43 BASY A%

o APLEAA 2NN TF2AE FEe )
TG BATFAL o71F A 2N 1 )%
°of AYAoE BE¥ 5 glofok Ak ol T EAF
2& AE] A3l Snortl X A FAFAE 7
F ALEAA 29 Rainbowl] Autsto] gadH o
2 A% R 34 A7 7be A, 28 o i
27 bedAE ATt A% dAd 4
Snortl A A4E HAFHTL FAL @AHE)

Rainbowe] &A3=28 #<¢ ¥ Rainbowd Y
E‘?‘lﬁ""tﬁ 25 AAsla A8e Agsigen 4%

< A 4844 O 2

7h BAGY 84 Ad ¢ 37

¥4 Rainbow7} AX® Axge FAL 9§
G-Lock SoftwareAle] AAToolsE o838 T EA7)
A3 Stealth T21L o] 43 ¢ 3L AAs
Pem, 34 EXNgue <ay 12>9 g

WEB-COl senomessays ]
] wwscswzwﬁwanmmumw %
07 A search.ol e 3
6 G e vt b 18
O WAL Nt St s,
TS g s

g P siib
WER-LG sntom? access
WabTest fiarnmode=abum
WEB-MISC znfeog access
WEB-C6l AT-atmincg access
WEBS 21 access
WEB-H 5 premy

wmmsc wu e

WEEMSf VER s
WetTest it
WEB-MISC fassw access
WEB-CE sfkiisarMos o accass
WabTess_foinoywin
WEB-MISC basi history acces:

/umw 22
e 19 18

) 4% QRIS

(29 12) &4 23 Rainbow 24| &4

ot3t

WY

A A A

dAel 49 AdgAE A% BAFE g g

F40 g4 918 22
A T3she] 28000 7h o],
o WAFHE Aeach

2 REXD FAG 9 ¥
o) & A¥e 93 15070

v X
Snortef] Al %
o7 AgHa
871 $18 £ Rainbow] E
I, EE FEHE g X7
TFEe A%E Bojdte] 49E AYIAT. BAHE
o] AtAlEl T TELJ g Fud 7]“&3}71
vEhe <19 12>°1]"i By vpeh 22 HEe 3
YA = EHsEct

A % BAEY A3

4%% 97| Rainbowdl 4 A4
39 AT A} SRR 43
£ 9ATFHE 448
4] glo] $A7} &

OH

m[o

=

u)l

oA Snort® olgste] oA AEE 150749 B
e AFGAFICE 44 F FHBAAE

il TEEAMHAA = 150709 EATFAE
A st oA o]7]1F FAEAA AW Rainbow2
Az, 013.5- FYE F49 ¥ Rainbowd] B4

<:L% 13>& Lﬂf Y2772 o] Rainbowell #-&
olF FYUF TEAY H Stedlth T2 U &
ﬂéfﬂr-@r BojFe spHoltt SnortE FI Xztd
150789] @At ©] Rainbowd] EF Z4Hoz A
450 <a¥ 12>9A4 BE v} FdIA BE F
Ao dia gt Jhs S-S #9E & ok 29
v 2o e vteh Zo] WX H e Ayt A
A &4 Hex AYAZ7) BEe Rainbowel 4
gATHE A7l dlad 12 AR5 A &
SnortellA] Atel HAFHE HEE F[a¥ 13 7
z]e gA ATl ofzhe] Aol7t AT AL FAF
= Ak
Rainbow?] 92173 FAlol& Z47e) 37 0] 714
£ FaxE #YAt 44T ¢ ded A% 37
o] FAHNS W GA o] Yoz FE3}]
veplEy 22 Snort BAFH S} - AF &4
of gl ¥t ohriEt §Alo] Slvt szt Atst
A A7) g el Snortell A st A3}
& " tFo] Rainbowel H&d olFoe <I¥
13>l Bz ups} ho] Ao g o] E7b%
s o2& A1 ZHA FHAM ) 2ol o] o=



Ay - B =84 AF ALZ01103)

7F Aol E LAY £ g, BYF mhoE
Rainbow?] ©X|1+3-& Sport® sl sz 4
T AYAE YT Byt Fe=yok

BT RARBRAR

wEB-CGI i e setss
-LB! webgais access
WEB-CGI wsadninexs accoss

eBEBRE

LE-2-33

/IZI‘HZIG ax i
712

/12171246 23 1R
PTTHELTS)

(229 13) Snort FAFH 34% = ‘%V] 39

BEHA Aoz J3 HA 245U vEH2
BN F o 9Fd T4 o83t B
AE R BATHE AFE FE AW 28U £9
B3 FAE R 4Pg B 2 =
oA Atd Tt A2PE ol g3 o)) F
HAALE F gAFY 2ol sweid, ngd @
ARAE ol gste] 49 dE A= HsEE 3
B3t

€ Ado] 7HE M 2 duie FRAEAA
299l Rainbowe] -8 HFYAAAI2de HA gA
ol H8E + U1, FF uFd &R =¥ st
¥ gUFeozA Add EAWA IWL 2§
FEE887(DRX-IDS)S] ok 34 7hs4e 9
Farke otk

e g

u?‘.'.

52 &

AR VENAE U - 59 4F Yo
2 B3siy hAsin AIHAYE £48 »AE
As 3 AHEIAAGE] I B3Rtz

AA st FFH FEHR Qe qFF o)7F
AHRENLHE 7he] AFo] A&sA] ot A 7
T 2P Rtz de Ao ol & =&
Ae ol71% %’EEEA]*E“E o] d%5E 59 B
g o g4 RS 5EE Y & J=E §
71 % Jgtem ook %EEE‘V‘E“E = 34
AN 2GS e JAYYATE 2EL T AL
3 4% R W) shsd 2R84 E A
3 AAA 7EE I 4% R SHEF A8

Ve e 4FAAT

4 B =EdAM AdE FHEEREY
DRX-IDS¥ 7153 &9 $4& 51 T8H B
HH FHe nHA dyrh B2 FF DRX-IDS
THEA A st ABeA 33171 AHA
3} dojelufo] 2ol ha P FAG Ze H
A 7)ol #712 A7} oo} 3, FAFH $5
A B 3R 5 F oo AHE 4ss 2 g
F WAYEe] nHoo v wF 1= Y
HAE A 3% @AM 24 o] glo], @A
2 gk 371 AL st Ggd FH g
BAsE S Frfor & Aon.

rir mlm

)
£l
i
r U

[1] Clifford Kahn, Don Bolinger, Dan Schnaken-
berg, "Communication in the Common
Intrusion Detection Framework v0.7", CIDF
Working Group, 1998. 6

2] &EH, “doldE 7|vte] FYGAA2
A7, s aEd T4, 20029

[3] IETF, IDWG, "Intrusion Detection Message
Exchange Protocol (IDXP)", draft-ietf-idwg-
beep-idxp-07, 2002.10

[41 Adam Wierzbicki, Jacek Kalinski, Tomasz
Kruszona, "CIDSS Common  Intrusion
Detection  Signature  Standard”,  Polish-
Japanese Institute of Information Technology

[5] IETF Intrusion Detection Workking Group,



SR AAAAA AN H AYEAE A FATH 28 ¥

"Common  Intrusion Detection  Signature
Standard”, Reference : http//toolsietforg,
2009.3

(6] Steven T. Eckman, "Translating Snort rules to
STATIL. scenarios”, Reliable Software Group
Department of Computer Science University
of California, In Proc. Recent Advances in
Intrusion Detection, 2001

[A 2 & 4]

o] %3 (Yunhwan Lee)
1998 29 sk (gah
20118 19 st (A Ab
email : leeoraB17@naver.com

o] (Soojin Lee)

1992+ 39 SFAMREA(EAD
19964 29 Mg Eh(AAh
2006 29 AT AR
email : cyberkma@gmail.com

69



