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ABSTRACT

The risk of leakage or theft of critical data which is stored in database is increasing in accordance
with evolution of information security paradigm. At the same time, needs for database security have
been on the rapid increase due to endless leakage of massive personal information, The existing technology
for prevention of internal information leakage possesses the technical limitation to achieve security goal
completely, because the passive control method including a certain security policy, which allows the only
authorized person to access to DBMS, may have a limitation. Hence in this study, we propose Query
Signature System which signatures the queries accessing to the critical information by interrupting and
passing them. Furthermore this system can apply a constant security policy to organization and protect
database system aggressively by restricting critical query of database.
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