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ABSTRACT

When a real-time data transfer is not possible between a reader and a back-end server in the mobile environment, the reader
should support a capability to search a certain tag without communicating with a back-end server. Some recent papers related
to the mobile reader-based tag search protocol have addressed privacy concerns for the reader and the tags. However, to our
best knowledge, there are no papers addressing the problem arising from reusing tag lists existed in the mobile reader. In other
words, there arise a problem that a mobile reader which has lost an right to access to a specific tag is able to search that tag
by reusing a tag list for searching a particular tag. If mobile reader having an unauthorized tag list, the mobile reader can
reuse a particular tag list. Our protocol provides the enhanced secure tag lists preventing the reuse of the tag lists and an
efficient tag search protocol based on dynamic identity in the mobile reader-based RFID environments.

Keywords: RFID Tag Search Protocol, XOR Chain-based Tag-list
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