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Abstract

In this paper, we introduce a novel Public Key Infrastructure (PKI) based message
authentication scheme that takes advantage of temporal and spatial uniqueness in physical
layer channel responses for each transmission pair in vehicular communication networks. The
proposed scheme aims at achieving fast authentication and minimizing the packet
transmission overhead without compromising the security requirements, in which most
messages can be authenticated through an extreme fast physical-layer authentication
mechanism. We will demonstrate that the proposed secure authentication scheme can achieve
very short message delay and reduced communication overhead through extensive analysis
and simulation.
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1. Introduction

AVehicuIar Ad hoc Networks (VANETS) is a type of mobile ad hoc networks where each

vehicle serves as a node interconnected by wireless links. One of the most important features
in VANETS is that each vehicle can only move in a predictable manner while at much higher
speeds compared with the traditional Mobile Ad-hoc Networks (MANETS). The Dedicated
Short Range Communication (DSRC) standard [1], which is currently under extensively
development by the IEEE 802.11p [2] standardization committee, defines two types of
communication in VANETS: vehicle- to-vehicle (V2V) and vehicle-to-infrastructure (V2I).
DSRC is committed to support a suite of safety applications such as collision warning,
up-to-date traffic information, and active navigation and infotainment. With DSRC, each
vehicle on the road is broadcasting routine traffic related messages with the information of
position, current time instance, driving direction, speed, acceleration/deceleration, and
possible traffic conditions. In addition to the safety messages, emergency messages are
defined and sent when any abnormal situation and driving condition of the car is identified,
such as emergent braking, flat tire warning, and the detection of sleeping status of the driver.
By frequently broadcasting and receiving routine traffic related messages, drivers can get
better awareness of their driving environment. Early actions can be taken to respond to an
abnormal situation to avoid any possible damage or to follow a better route by circumventing a
traffic bottleneck [8]. Certainly, VANETs can also be used to collect the city traffic
information and report to the traffic management center, which serves as an active role in an
Intelligent Transportation System (ITS).

The creation of VANETS is obviously a great plus to the traffic management and road
driving safety. However, any malicious behavior of users, such as a modification and replay
attack with respect to the disseminated messages, could be fatal to the other users, and should
be identified and rejected from the networks [4]. One of the main challenges of securing
VANETS is source authentication that enables receivers to verify the identity of the sender of
the received data. A well-recognized solution is to deploy Public Key Infrastructure (PKI) [3]
such that every vehicle is equipped with one or a number of public-private key pairs. However,
due to the intermittent communication memory storage constraints in VANETS, classic
PKI-based security schemes are subject to further elaboration in order to satisfy the extremely
dynamic network environment and the design requirements specific in the wvehicular
communication scenario. To provide an effective certificate service for VANETS, it is
required for each the On-Board Unit (OBU) to efficiently update its certificate anytime and
anywhere in a timely manner.

Recently, many researchers have turned to using physical layer information to enhance
wireless security [10][11][12], and channel responses between communication peers have
been explored as a form of fingerprint in the scenario of wireless security [13][14][15]. In
these studies, physical layer authentication is performed by comparing a measured (test)
channel response with a prior channel response to discriminate between transmitters at
different locations. In [13][14], the authors introduced a physical layer algorithm that
integrates a suite channel probing mechanisms with hypothesis testing to determine whether
the current and prior communication attempts are made by the same user. Their studies were
based on a generalized channel response with both spatial and temporal variability, and
consider correlations in the time, frequency and spatial domains.
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With physical layer authentication, a channel response is extracted and used to estimate the
channel information before the signals received. It has been envisioned that the physical layer
security mechanisms are promising to achieve fast authentication and low overhead in the
future communication networks, particularly in a highly dynamic networking environment
like VANETSs. Therefore in this paper, we explore the potential possibility of using
physical-layer channel responses as authenticators between each communication pair, and
propose a novel message authentication scheme call Physical layer Assisted Authentication
(PAA) in a PKI environment for VANETS, in order to cope with the stringent requirements on
message authentication delay and communication overhead. We take advantage of the spatial
and temporal uniqueness of Physical layer (PHY) channel responses of each communication
pair, and demonstrate that a receiver can take its PHY measurement to discriminate one
transmitter from the others for a train of messages. We will show that such a PHY -assisted
authentication mechanism can be taken for achieving fast and efficiency message
authentication. The proposed PAA approach has each vehicle pre-loaded with public keys of
other vehicles to access the communication networks. Additionally, each vehicle extracts and
stores the channel responses of all its surrounding vehicles. Thus, after receiving the first
message that requires to be authenticated via the conventional process, the subsequent
messages can be authenticated by mapping the stored channel and the estimated channel
responses. Specifically to 802.11p based VANETS, we use the preamble of each Orthogonal
Frequency-Division Multiplexing (OFDM) packet for channel estimation, where no extra
bandwidth or transmission power will be consumed.

The rest of the paper is organized as follows. Section 2 gives a brief view about the related
work. Section 3 presents a previously reported physical layer authentication mechanism and
our extended mechanism that serve as a building block of the study. Section 4 describes in
detail the proposal PAA protocol. Section 5 demonstrates our methodology for simulation and
the resultant simulation results that verify the proposed protocol and methods. Section 6
concludes the paper.

2. Related Work

The authentication and certificate services for VANETSs have been extensively studied in the
past. In [3], Hubaux et al. identified the specific issues of security and privacy challenges in
VANETS, and claimed that PK1 should be deployed to authenticate each received message and
to mutually authenticate among network entities. Raya et al. [4] proposed a PKI-based security
and privacy protocol, where each vehicle is pre-loaded a pool of anonymous public/private
keys in order to achieve user location privacy. To allow the trust authority to trace the sender
identity of each launched message, the trusted authority has to store all the certificates of each
vehicle, which incurs inefficiency for certificate management. In [5], an approach to
implement privacy in VANETs was presented by using geo-bounded pseudonyms and a
trusted-third party.

Another PKI based architecture for authentication and authorization was proposed using
the Kerberos model by Moustafa et al. [6]. Based on batch verification signatures, C. Zhang et
al. [7] introduced an efficient batch signature verification scheme for communications
between vehicles and Roadside Units (RSUs). Nonetheless, the authors did not investigate the
scenario where any illegitimate signature is in the batch such that all the other legitimate
signatures have to be re-examined. The same authors as [7] introduced a fast signature
authentication scheme, called RAISE [9], where Message Authentication Code (MAC) can be
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used for inter-vehicle authentication under the aid of an RSUs. This is considered as a solid
solution for solving the scalability issues of signature authentication for VANETS.

Lin et al. [8] proposed a Timed efficient and Secure Vehicular Communication (TSVC)
scheme by using the one-way hash chain. With TSVC, each receiver only needs to go through
the conventional authentication process when verifying the first message, while the
subsequent messages can be verified through a hash function. Thus, extremely short delay and
little communication overhead can be achieved as if a symmetric key communication is taking
place. However, the biggest problem of TSVC is that the group of vehicles has to be highly
synchronized, which is not feasible in a dynamic ad hoc networking environment like
VANETS. Furthermore, how to group the vehicles and how to define the boundary of each
group become other challenging issues that could hinder the practical implementation of the
scheme. Obviously, it is still an open question on how to perform message authentication
under PKI in a scalable and efficient way for VANETS.

3. Physical Layer Authentication

3.1 System Model

We consider the scenario illustrated in Fig. 1 by taking the conventional terminology widely
used in the security community for three different parties in a secure multicast scenario: a
sender, multiple receivers, and Eavesdroppers (Eves). These three entities could also be taken
as a wireless transmitter and a number of receivers that are potentially located in spatially
separated positions. In our paper, the sender serves as the transmitter that initiates
communication with the receivers, while Eve is an active opponent who injects undesirable
signals into the medium in the hopes of spoofing the sender. Our security objective is to
provide authentication between the sender and the legal receivers, in which the legal receivers
have to differentiate a signal launched by the sender from that by Eve. To achieve this, each
information-carrying transmission is accompanied with the channel response at the sender,
which serves as an authenticator signal for the receivers to verify the legitimacy of the
transmission. With the authenticator signal, each receiver authenticates the transmission by
comparing the authenticator signal with the estimated channel response. If the two channel
estimates are "close" to each other, the receiver will conclude that the source of the message is
the same as the source of the previously sent message. If the channel estimates are not similar,
then the receiver will reject the message.

endef - | - | + | Receiver1(R1) - Recéivef 2 (R2)
1 AT T

_|_,__.__._,__..__.,__,_,_.,__‘_,__..__'_

/ “Eve 1.(E1) - . Receiver3.(R3) - Eve 2 (E2) - Recejver 4 «(R4) .
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Fig. 1. Scenario with sender, receivers and Eves.

Suppose the source sends a signal to the receivers with the frame structure shown in Fig. 2,
where we consider a cyclic prefix (CP) Orthogonal Frequency-Division Multiplexing
(OFDM) system with M subcarriers and total transmit bandwidth B. The duration of one
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OFDM symbol is T. A packet consists of frames N, , which consist of N, OFDM data
symbols and one pilot in each subcarrier. The corresponding system model is then given by

Y. (n,m)=H,(n,m)X, (n,m)+Z,(n,m) D)
where k €{1,2,---N,}, ne{1,2,---N,} and me{1,2,---M} are the frame index, the
symbol index and subcarrier index, respectively; furthermore, Y, (n,m) and X, (n,m) are
the receive and transmit symbols, respectively, H, (n,m) denotes the channel coefficients,
and Z, (n,m) is additive white Gaussian noise with variance o . We consider time-varying
Rayleigh fading channel. The channel time-frequency domain coefficient H, (n,m) are

related to the delay-Doppler spreading function S, (n,m) of the channel via a 2-D Fourier
transform [17],

2 ~jer(e

S(nmye M N )

MV
l M -1 -
\’MNd 7=0 |=7ﬂ

2
where 7, | denote discrete delay and discrete Doppler, respectively. M_ dentotes the

H,(n,m)=

channel’s maximum delay spread and M, characterizes the maximum Doppler spread. Since
in practice M_[ M and M, 0 N,, H,(n,m) isa2-D lowpass function.

Subband 1
Subband 2
Subband M
0,1 2 Ny | Time
Pilots Data
|
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Fig. 2. Frame structure of the transmission from the sender to the receivers.

3.2 Physical Layer Authentication Based on Likelihood Ratio Test

In this section, we briefly review some facts about the Physical Layer Authentication (PLA)
scheme introduced by L. Xiao et al. [13][14][15]. The receivers use the pilots for channel
estimation, which can come up with the test vectors as follows

A = H (0,0, H,(1,2), -+, H, (0, M) | @

where k is the frame index, M is the number of subcarriers and n is OFDM symbol index. For
convenience, the index n is omitted. Then Eq. (3) could be rewritten as:

Hy=[H @ H, @), H ) | @

The receiver uses channel estimates in two consecutive frames, H, , and H, , to determine
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whether they are from the same transmitter (sender) or not. The receiver is assumed to obtain
the sender-receiver channel gain in the previous frame, H, ,, and can compare it with the

current channel gain, H, , to determine whether the current received frame is from a common

transmitter that has launched the previous one. Iﬂk_l and Iﬂk can be estimated by lterative
Least Square (ILS) channel estimation [22] and Minimum Mean-Square Error (MMSE) [20]
channel estimation methods. In the null hypothesis, H, the claimant is the original send.
Otherwise, in the alternative hypothesis, H,, the claimant terminal is someone else. The
notation ~ is used to denote accurate values without measurement error, and thus have:

HO: Bk_>|ik—1

g g ()
H,: Hy=H,
We normalize the likelihood ratio test (LRT) statistic as:
o R
Kco ljk(l)_uk—l(l)ej(p” >H1
Ay = ~ 2 <H n (6)
5.0 :

where Iﬂk represents the channel response with measurement errors; K, is the normalization
factor and let 77 €[0,1].

As mentioned in reference [13], the authentication scheme depends on the richly scattered
multipath environment. Because the received signal rapidly decorrelates over a distance of
roughly half a wavelengths and the spatial separation of one to two wavelengths is sufficient
for assuming independent fading paths, the time interval of two continuous authentication
procedures should be less than the channel's coherence time 7 .

3.3 Physical Layer Authentication Based on Sequential Probability Ratio Test

In this section, we developed the PAA scheme by the sequential probability ratio test (SPRT),
which was initially introduced by Abraham Wald [23] as a hypothesis test for sequential
analysis. The SPRT considers sequential sample units as a statistical test. LRT only compares

the estimation in the k-th frame (Bk) with that in the (k-1)-th frame (Iﬂk_l). A sequential

probablility ratio test can compare ( Iﬂk ) with all past records ( Bi ) where i <k in some way

which may yield a better detection rate. So it is possible that SPRT is better than the simple
LRT. Let ith statistical test the log-likelihood ratio as:

~n . 2
Kco Hk—i+1(|) o Hk—i (l)eW” .
Ai= - 2 ’ |=1121”'ls (7)
Hy, ()
where S >1. Then we calculate the cumulative sum of the log-likelihood ratio A as:
s >Hl

A=K A, o 8
co_S; i <H ( )

0
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where K, ¢ is the normalization factor to let the threshold 6 € [0,1]. Because the channel

response may change with time due to change in the environment, it is necessary to guarantee
the time intervals of the continuous authentication procedure less than the channel's coherence
time 7 . The number of the statistical test cumulative sum S in Eq. (7) and Eq. (8) has to be set

as t, —t_, <r,i.e. Stimeintervals is less than the channel's coherence time 7 .

4. PHY-Assisted Authentication Scheme Based on PKI

In this section, the proposed PHY -Assisted Authentication (PAA) scheme for VANETS based
on DSRC and IEEE802.11p [2] is presented as follows. We will first describe how the
proposed scheme takes advantage of the 802.11p standard, followed by the protocol stack in
the MAC layer of each vehicle.

4.1 IEEE 802.11p Support

The IEEE 802.11p has constructed an OFDM-based PHY layer to operate in the 5.85-5.925
GHz unlicensed national information infrastructure band with 10 MHz bandwidth. Fig.3
shows the block diagram of IEEE 802.11p system model, where a 64-subcarrier OFDM
system is employed. Among the 64 subcarriers, 52 are used for data transmission, which is
further composed of 48 data subcarriers and 4 pilot subcarriers. The pilot signals are used for
tracing the frequency offset and phase noise. Fig. 4 shows the frame format which consists of
the OFDM Physical Layer Convergence Protocol (PLCP) preamble, PLCP header, PLCP
Service Data Unit (PSDU), tail bits, and pad bits. In the PLCP preamble field shown in Fig. 5,
the preamble consists of 10 identical short training symbols and 2 identical long training
symbols. The short training symbols and long training symbols, which are located in the
preamble at the beginning of every PHY data packet, are used for signal detection, coarse
frequency offset estimation, time synchronization, and channel estimation. A guard time Gl, is
attached to each data OFDM symbol in order to eliminate the Inter Symbol Interference
introduced by the multi-path propagation. The proposed PAA scheme utilizes the two long
training symbols pilot signal for channel estimation.

\/

—. - Addpilot ]« r » . m
Scrambler (Convolution Inter Modulator [+ subcarrier [ S/P | IFFT A.dd guard | *windowing :: % 8 >
encoder |.| leaver . > »] interval N mod.
— e ymboy T LA L —— HPA

‘ Wireless
channel

[

. . - o Remove f_ [Tvg AGC amp 4
* , Equalizer # “guard ldemod.
- — 17| interval

Rx level LNA

AFC clock
recovery detector

Fig. 3. System model of IEEE802.11p physical layer.
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Rate | Reserved | Length | Parity Tail Service Tail }
abits | 1bit | 12bits | 1bit | 6bits | 16bits PSDU 6 bits | P24 bits
T~ Coded OFDM Coded OFDM
PLCP preamble SIGNAL Data
12 symbols One OFDM symbol Variable number of OFDM symbols
32us 8us > (Number of OFDM symbol) x 8ys

Fig. 4. The frame format of IEEE 802.11p(Transmission packet details).

[ 10 short training symbols I Guard intreval + 2 long training symbols

T T T T T T T T
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|« . e N
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Slgnal Qetect, A.GC’ C'oars-e Channel and fine freq. estimation
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Fig. 5. Preamble structure of IEEE802.11p.
4.2 Scheme Descriptions

Let all the vehicles be installed with a list of anonymous public/private key pairs <PKi , SKi>
in the vehicle registration phase or annual check-up, where the corresponding anonymous
certificates are Cert; with pseudo identities PVID, as its certificate identities [4]. For the

purpose of traceability, vehicle registration authority keeps records of those anonymous
certificates and their corresponding real identities. Each pair of keys has a short life time, e.g.,
a few minutes. A sender sends the first massage to the receivers. A signature is produced for
the first message with the conventional public key signature technique. Then the receiver

estimates the channel response H by packet pilot [2] which originally was designed to serve
as the channel estimation and save it. For the following messages, the receiver estimates the
channel response H by packet pilot and compare with H ._, according to Eq. (6) or Eq. (8).

If the message verifies successfully, the receiver saves H instead of HI _, for the next packet

authentication. If the message do not verify successfully, the receiver drops the message and
picks up another public/private key pairs and initiates new PAA scheme again.

Let the routine messages sent by a vehicle be denoted as X,, X,,---, X, and X, is

transmitting packet. The proposed security scheme is shown in Fig. 6. For an arbitrary sender
V, before it sends the first message, it signs the hashed message with its private key SK,, and

includes the certification authority's certificate Cert,, as follows:
R =(PVID, X,, Sigy, [X,[T,], Cert, ) ©)

where PV ID is the pseudo ID of the sender V, which is kept in accordance with the ID that is
being used in the current public key certificate Cert, that is the currently used anonymous

public key certificate; j is the concatenation operator, and T, is the time when the sender sends
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the packet, which is used to defeat replay attack. When the sender sends the following
messages, he directly picks up the packet X, without any authentication tag.

The receivers of the first message have to extract the public key of V using the certificate,
and then verify V 's signature using its certified public key. The first message will go through a
complete authentication process via the conventional PKI mechanism. With the first message
fully authenticated, the receivers perform channel estimation, extract and save the channel

responses with the sender Bl. For each of the subsequent messages, the receivers perform

channel estimation Bi according the currently received message, and compare it with the

channel response H, ,,H, ,,---,H, ¢ of the previously received S frame messages, where the

physical layer authentication is performed according to Eg. (8). The physical layer
authentication will be performed according to Eq. (6) if S equals to 1. In case the verification
fails, the packet is dropped. Otherwise, the receiver updates the entry

(packet#,ﬂi,lifetime) in its local cache table corresponding to the sender V, which

maintains the packet index, channel response, and lifetime which serves as a timer controlling
how long the entry is active. If the timer hits 0, another freshness process in Eq. (9) has to be
done again. As mentioned earlier, when the time interval of two continuous authentication
procedures is larger than the channel's coherence time, the received signals decorrelates each

other. So the receiver needs to check whether the time interval t; —t; ; between two slots is

larger than the channel's coherence time 7 after the verification successfully, if the test
statistic Eq. (6) is used. If we use Eq. (8) as the test statistic, the receiver needs to check

whether the S larger than 1 after the verification successfully. When t, —t, , <z or S>1

hold, the authentication procedure continues. Otherwise, the send has to refresh the process in
Eq. (9) and initiates new PAA scheme again. The proposed PAA authentication scheme is
shown in Fig. 6.

To summarize, the proposed PAA scheme builds a trust connection between the sender and
receiver by comparing the channel response of the currently received message with the
channel estimation of the previously received message. It is possible that a receiver loses the
trust connection with the sender due to false positive. Similar to TSVC or any other
TESLA-based approach, in such a circumstance the receiver has to wait for the next message
that can be fully authenticated from the sender in order to restore the trust connection. The
analysis and optimization on the period of broadcasting the fully authenticated message is
considered out of scope of the current study, and will be focused in our future research.

5. Simulation Results

Simulation is conducted to verify the proposed PAA approach by collecting the PHY layer
channel response from the two long training symbols in the pilot signal of each 802.11 frame.
We set the simulation parameters as follows. There are M=52 sub-carriers which consists of

N, =60 OFDM symbols, bandwidth B=10MHz, and carrier frequency f.=5.9GHz. The
maximum delay spread is 200ns corresponding to M _ =4 . The discrete Doppler spread M,
is determined as:
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MVIZIV%XM de—l (10)

where @, is the maximum Doppler frequency in Hertz given by @, = f.v,,. /C, , with v,
denoting the maximum terminal velocity, f_ being the carrier frequency, and c, denoting the

speed of light. To estimate Iﬂk in Eq. (6) and Eq. (7), both Iterative Least Square (ILS)

channel estimation method [22] and Minimum Mean-Square Error (MMSE) [20] channel
estimation method are examined. Typically, four iterations were performed in the ILS
estimation method. In Eg. (6) and Eq. (8), because the threshold » and & have no

closed-form expression, it has to be determined by simulations according to the false alarm o
and the detection rate £, which are given by

a(n)=P[A,>nH,] or a(8)=P[A,>5H,]
B(n)=P[As<nlHo] or B(5)=P[A,<5H,]

Sender V Receivers Ry,..., Ry

(11)

Step 1| First message X; :
Pick up a pair public/private key:
(PK,,SK, )

R :<PV|D* Xy, Sigg, [X,[T.], Cert, > —>Verify V’s signature
Vo, {Sigge, [X,[T,], Cert, }
If valid, accept Xy, then channel response L—A|1
is extracted and saved
If fail, drop X; and return to the beginning

Step 2| Second message X; :
P, =X, > Extract channel response L:|2
Verify message X, by Iﬂl and AIjAZ according to Eq. (6)
If valid, accept X, and save H, instead of H,
If fail, drop X, and return to step 1 7
If fail, drop Xz and let H,, < H;, check t, -t,<7
Ifno( t,—t,>7) returntostep 1
. Ifyes (t,—t, <7 ), continue

Step i-1| i-1 th message Xi1 : .
- 5 .
Ra=Xiy Extract channel response H, ,
Verify message Xi.. byH,,,H,,,---, H, s,according to Eq. (6) or Eq. (8)
If valid, accept X;.; and save Blilinstead of B,_Z
If fail, drop Xi; and let H, , < H, ,, check t -t <7
Ifno(t -t >7) returntostep 1

L2
Ifyes(t —t_, <7 ), continue

Step i i th message X; :
R=X, —
lifetime=0
If yes, return to step 1; If no, contiue.
Extract channel response  H,
. Verify message X; by ﬁ:lj..zww H, according to Eq. (6) or Eq. (8)
: If valid, accept X; and save H, instead of BHQ

I fail, drop X; and let H; < H, , , check t,, —t<r
Ifno (t,,—t, >7), returntostep 1
Ifyes (., —t, <z ), continue

i+l

Fig. 6. The proposed security scheme.
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In an urban road environment, we let false alarm rate « < 0.05, the threshold 7 = 0.05

and 6 =0.05, and the distance between vehicles are 25 meters. Fig. 7 shows the receiver
operation characteristic curves by using the two different estimation methods and two
different test statistic in Eq. (6) and Eq. (8). From the simulation results, we can conclude that
the detection rate of the MMSE estimation method and SPRT test statistic are a little bit higher
than that by the ILS estimation method and LRT test statistic. With a higher vehicle moving
speed, the detection rate decreases accordingly. The detection rate and false alarm rate of a
receiver under different moving speeds of the vehicles and different estimation methods are
illustrated in Fig. 8. Further, simulation is conducted to investigate the relationship between

the threshold 77(5) and the moving speed of vehicles under a given detection rate > 0.98.

Fig. 9 illustrates the results of threshold 77(5)) as a function of the vehicles moving speed.
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Fig. 7. The receiver operation characteristic curves.
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Fig. 8. The detection rate and false alarm rate of the receiver under different moving speed of the
vehicles and different estimation methods.
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Fig. 9. The threshold as a function of the vehicles moving speed.

To research whether the proposed scheme can work well when the route of the transmitter
changes, we give two different scenarios in Fig. 10 and 11, in which the senders change the
lines or direction. The correspondence parameters are illustrated in Table 1 and Table 2. We
assume that the road environment is urban road and let the false alarm rate oz < 0.05, the
threshold 7 =0.05 and 6 =0.05. The MMSE channel estimation method are used. The

detection rate of the receivers under different moving speeds of the vehicles and different test
statistic methods are illustrated in Fig. 12 and Fig. 13. From the simulation results, we can
conclude that the detection rate of the receivers drops with moving speed increasing and the
receivers yields the lower detection rate in scenario Il than in scenario I.

Table 1. Parameters for Fig. 10.

I, (m) A A,
Modell 1 30 100° 100°
Modell 2 60 120° 120°
Modell 3 150 150° 150°
Table 2. Parameters for Fig. 11.
L (m) L,(m)
Model2 1 50 100
Model2 2 100 200
Model2_3 150 300
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Fig. 12. The detection rate of the receivers under different moving speed of the vehicles and different
test statistic methods when the sender changes route----scenario I.
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Fig. 13. The detection rate of the receivers under different moving speed of the vehicles and different
test statistic methods when the sender changes route----scenario 11.

The current DSRC protocol is working at the 5.9 GHz in which the wavelength is 0.05 metres.
Because of the spatial uniqueness of Physical layer (PHY) channel responses, the channel
response will change if the distance between two sender is larger than 0.05 metres. Fig 14
illustrated the attacking results with different distance between Eve and the sender (in Fig 1).

The comparison of several authentication schemes is shown in Fig. 15, which shows that
the proposed PAA scheme yields the lowest time delay for authenticating each message. Note
that the simulation result was derived by jointly considering the false positive and detection
mismatch due to unexpected channel fluctuation.
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Fig. 14. The attacking rate with ifferent distance between Eve and the sender.
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Fig. 15. The comparison of three authentication schemes.

6. Conclusions

In this paper, a novel Physical layer Assisted Authentication (PAA) security scheme has been
introduced for vehicular communications under PKI, which aims to achieve high efficiency in
terms of packet overhead incurred in the message authentication scheme and computation
latency. We claim that the proposed PAA scheme serves as a framework for message
authentication in a highly dynamic network, and can overcome a number of legacy problems
in the conventional TESLA-based message authentication approaches. The proposed PAA
protocol can achieve the fast and light-weight message authentication process and does not
need synchronization among a group of vehicles as that required by the TSVC scheme or any
other Timed Efficient Stream Loss-tolerant Authentication (TESLA) based schemes. Further,
the proposed PAA approach does not involve the concept of vehicle grouping, where a newly
joined vehicle or any vehicle that lost the trust connection will wait for the next arriving
authentication message.

We verified the proposed PAA scheme in typical urban road environments, where the pilot
signals of IEEE 802.11p frames are employed for channel response acquisition and estimation.
The results demonstrated the merits of the PAA scheme by comparing with a number of
existing messages authentication methods. Our future research will be on the analytical
modeling on the performance of the proposed PAA as well as the optimization for the period
of sending a fully authenticated message.
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