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Abstract

The main challenge in building efficient broadcast systems is to encrypt messages with short
ciphertexts. In this paper, we present a new construction based on the identity. Our
construction contains the desirable features, such as constant size ciphertexts and private keys,
short public keys and not fixing the total number of possible users in the setup. In addition, the
proposed scheme achieves the full security which is stronger than the selective-identity
security. Furthermore we show that the proof of security does not rely on the random oracles.
To the best our knowledge, it is the first efficient scheme that is full security and achieves
constant size ciphertexts and private keys which solve the trade-off between the ciphertext size

and the private key size.
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1. Introduction

Broadcast Encryption (BE) [1] allows a broadcaster to encrypt a message for some subset S

of users who are listening on a broadcast channel. Any user in S can use his private key to
decrypt the broadcast. Any user outside the privileged set S should not be able to recover the
message. Recently it has been widely used in digital rights management applications such as
pay-TV, multicast communication, and DVD content protection. Since the first scheme
appeared in 1994, many BE schemes have been proposed [2][3][4][5].

Identity-based encryption (IBE) was introduced by Shamir [6]. It allows for a party to
encrypt a message using the recipient’s identity as a public key. The ability to use identities as
public keys avoids the need to distribute public key certificates. So it can simplify many
applications of public key encryption (PKE) and is currently an active research area. The first
efficient IBE was proposed by Boneh and Franklin [7] in 2001. They proposed a solution using
efficiently computable bilinear maps that was shown to be secure in the random oracle model.
There have been many schemes shown to be secure without random oracles at present[8-13].

This paper is devoted to constructing the identity-based broadcast encryption(IBBE). IBBE
is a generalization of IBE. One public key can be used to encrypt a message to any possible
identity in IBE scheme. But in an IBBE scheme, one public key can be used to encrypt a
message to any possible group of S identities. Recently, many IBBE schemes have been
proposed [13][14][15][16][17]. But the well known construction of IBBE was attained by
Delerablée [14]. This construction achieves constant size private keys and ciphertexts which
solve the trade-off problem between the ciphertext size and the private key size. However her
main scheme achieves only selective-identity security and relies on the random oracles. So an
open problem is left in her paper to find direct construction which achieves a stronger security.
In [16][17], two schemes with full security are proposed. But they are impractical comparing
with [14] since they cannot solve the trade-off between the ciphertext size and the private key
size. In [16], the private key size grows linear with the number of privileged receivers. Recent
work in [17] has the sublinear-size ciphertexts. Hence the work in [17] also does not solve the
trade-off problem between the ciphertext size and the private key size. Moreover, the authors
in [17] use a sub-algorithm at the Encrypt phase to achieve full security. In [18], authers also
proposed a scheme which had constant size of private keys and ciphertexts. However this
scheme only achives selective-identity security which is a weak security model for
identity-based cryptosystems. In addtion, Zhao ea al[19] proved that this scheme was not
secure.

We focus on IBBE scheme with constant size ciphertexts. In BGWL1 [4], the public key is
linear in the total number of decryption keys that can be distributed. Moreover, this number is
fixed in the setup. Thus one of our motivations is to introduce a system in which the number of
possible decryption keys is not fixed in the setup, and thus does not have any impact on the
size of the public key. In [16] and [17], the trade-off between the ciphertext size and the private



430 Leyou Zhang et al.: New Constructions of Identity-based Broadcast Encryption without Random Oracles

key size implies that if we want to have short ciphertexts, the private keys cannot be constant
size. Thus we would like to have both ciphertexts and private keys of constant size. Note that
in some systems like the HIBE scheme in [10], the size of the public key can be reduced by
using a hash function, viewed as a random oracle in the security proof, but this is not the case
in BGW1, because all the elements of the public depend on a single value.

Our Contributions. These motivate us to construct a new scheme which can achieve a
strong security-full security with constant size cipertexts and private keys. In this paper, we
present a new construction. Our construction achieves O(1)-size private keys and O(1)-size
ciphertexts. It has full security which is stronger than selective-identity security. In addition,
we show that its security does not rely on the random oracles.

In Section 2, we give the preliminaries for our scheme. Section 3 addresses our new scheme
and efficiency comparison. Section 4 presents security analysis of our scheme. A conclusion
of this paper is given in Section 5.

2. Preliminaries

2.1 Bilinear Groups

We Dbriefly review bilinear maps and use the following notations:

1. G andG, are two (multiplicative) cyclic groups of prime order p;

2. gisagenerator of G .

3. e isabilinearmap e: GxG —G,.
Let G and G, be two groups as above. A bilinear map is a mape : GxG — G, with the
properties:

1. Bilinearity: forall u,veG, a,beZ , we have e(u®,v") =e(u,v)®.

2. Non-degeneracy: e(g,g) #1.

3. Computability: There is an efficient algorithm to compute e(u,v) forall u,veG

2.2 The General Diffie-Hellman Assumption

As in [10], we also make use of the generalization of the Diffie-Hellman exponent assumption,
which is given by Boneh, Boyen and Goh [10]. They introduced a class of assumptions which
includes a lot of assumptions that appeared with new pairing-based schemes. It includes for
example DDH, BDH, ¢g—BDHI, and g—BDHE assumptions. We give an overview of it as
follows [10][11][12][13][14].

Let p be an integer prime and let s, n be positive integers. Let P,Q € Fp[xl, -+, X,]° betwo

s-tuple of n-variate polynomials over Fp and letf € F,[x,---,x,]. Thus, P and Q are just two

ordered sets containing s multi-variate polynomials each. We write P = (py, p2,--+, ps) and Q =
(91, 92, -*+, Qs)- We require that the first components of P, Q satisfy p; = q; =1, that is, the
constant polynomials 1. For a set Q, a function h : Fp — Q ,and avector (Xg, -+, X,) € Fp,

we write
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h(POxy, %)) = (M (X, %))+ (P (X4, %)) € €2
We use similar notation for the s-tuple Q. Let G, G; be groups of order p and let
e:GxG— G, be a non-degenerate bilinear map. Let gy € G be a generator of G and set g =
e(go, go) € G1.
The (P,Q, f)-General Diffie-Hellman Exponent problems are defined as follows.
Definition 1 ((P,Q, f)-GDHE). Given the tuple
HXz, - xn) = (gg ™7, g0,

compute g%

Definition 2 ((P,Q, f)-GDDHE). Given the tuple H(x1, . . ., x,) = (g%, g% *) ) and T,
decide whether T = g "%
In this paper, we will use the the following intermediate decisional problem.
Definition 3. ( (f,g,F)-GDDHE). Let (p,G1,G,,Gr, €) be a bilinear map group system and let f
and g be two coprime polynomials with pairwise distinct roots, of respective orders tand n. Let
go be a generator of G; and h, a generator of G,. Solving the (f, g,F) -GDDHE problem
consists, given
(0,97, 9" -+, 98, 9™, gi, b, gkt ho, e, K, e R ) )

and Te Gt , in deciding whether T is equal to e(go, ho) “* or to some random element of G+ .
The intractability of distinguishing the two distributions involved in the (f, g,F)-GDDHE
problem is given as follows.

Theorem 1 ([10][11][12][13][14]). Let P,Q € F[X,,---,X,]be two s-tuple of m-variate

polynomials over F and let F e Fp[xl,---,xm]. Let dp (resp. do, dg) denote the maximal

degree of elements of P (resp. of Q, F) and pose d = max(2dp , do, dg ).If F ¢ <P,Q>, then for
any generic-model adversary A totalizing at most g queries to the oracles (group operations in
G,Gr and evaluations of e) which is given H(xy, . . ., Xn) as input and tries to distinguish

g" %) from a random value in Gt , one has
Adv(A) = (q+2s+2)d '
2p
Proof: It is similar to [10(full version: Cryptology ePrint Archive Report 2005/015),14]. Note in
this paper, m=4,s=t+2n+6.
Definition 4. ( (f,g,F)-GDDHE Assumption). The (P, ¢ )-(f,g,F)-GDDHE assumption holds if
no adversary has at least ¢ advantage in solving the above problem with polynomial time P.
For a detail description of this assumption, the readers are referred to [5][10][14].
Definition 5. (Weak Decisional Bilinear Diffie-Hellman Inversion (WwDBDHI) Problem) [12]:
An instance of the h-wDBDHI problem over (G;, G,, e) consists of a tuple (g, h,
9% g%, g*, T) for some a<Z, and the task is to decide whether T =e(g,h)*" or T is a

random element of G-.

2.3 ldentity-Based Broadcast Encryption
Identity-based broadcast encryption(IBBE) [13][14] is a generalization of IBE. One public



432 Leyou Zhang et al.: New Constructions of Identity-based Broadcast Encryption without Random Oracles

key can be used to encrypt a message to any possible identity in IBE schemes. But in an IBBE
scheme, one public key can be used to encrypt a message to any possible group of S identities.
An identity-based broadcast encryption scheme(IBBE) with the security parameter and the
maximal size m of the target set, consists of four algorithms Setup, Extract, Encrypt, Decrypt
and is specified as follows.

Setup Take as input the security parameter and the maximal size m of the set of receivers
for one encryption, Setup outputs a master secret key and a public key. The Private Key
Generator(PKG) is given the master secret key, and the public key is made publicized.

Extract Take as input the master secret key and a user identity 1D, Extract generates a user
private key dip.

Encrypt Take as input the public key and a set of included identities S={IDy,..., IDs} with
s<m, Encrypt outputs a pair (Hdr, K), where Hdr is called the header and K is a key for the
symmetric encryption scheme.

When a message M is to be broadcast to users in S, the broadcaster generates (Hdr,K),
computes the encryption Cy of M under the symmetric key K and broadcasts (Hdr, S, Cy).

Decrypt Take as input a subset S={ID;, ..., IDs} with s<m, an identity ID; and the
corresponding private key, a header Hdr and the public key, if ID €S, the algorithm outputs
the message encryption key K which is then used to decrypt the broadcast body Cy and
recover M.

2.4 Security Model for IBBE

Concerning the security in IBE systems, there are mainly two definitions:

1. Full security, which means that the attacker can choose adaptively the identity he wants
to attack (after having seen the parameters);

2. Selective-ldentity(ID) security, which means that the attacker must choose the identity
he wants to attack at the beginning, before seeing the parameters. The Selective-ID security is
thus weaker than full security.

A strong security notion is the full security in IBE scheme. Following [5][14][16][17], we
define the security model for IBBE which is equivalent to the full security in IBE schemes. It
is specified as follows: Both the adversary and the challenger are given as input m, the
maximal size of a set of receivers S .

Setup: The challenger runs Setup to obtain a public key PK. He gives A the public key PK.

Query phase 1: The adversary A adaptively issues queries g, . . ., 0so, Where q; is one of the
following:

» Extraction query (ID;) : The challenger runs Extract on ID; and sends the resulting private
key to the adversary.

« Decryption query for a triple (ID;, S, Hdr) with Sc S and ID; € S. The challenger
responds with Decrypt(S, I1D;, Hdr, PK).

Challenge: When A decides that phase 1 is over, the challenger runs Encrypt algrithm to
obtain (Hdr",K) = Encrypt(S", PK). The challenger then randomly selects b e {0, 1}, sets K, =
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K, and sets K;_, to a random value . The challenger returns (Hdr*,Ko, Ky) to A.

Query phase 2: The adversary continues to issue queries Qs+, - - - , i, Where g; is one of
the following:

« Extraction query (ID;), as in phase 1 with the constraint that ID; ¢ S”.

« Decryption query, as in phase 1, but with the constraint that Hdr = Hdr". The challenger
responds as in phase 1.

Guess: Finally, the adversary A outputs a guessb’ € {0, 1} and wins the game if b =b".

Let qp denote the total number of Decryption queries and t denote the total number of
extraction queries during the game. The advantage of A in winning the game is defined as
follows [14]:

AdV g (8,05, M, A) =[2P(b=Db") -1].

We call an adversary A in the above game a IND-ID-CCA(chosen ciphertext security for
IBBE systems under chosen identity attacks) adversary.

Definition 6. An identity-based broadcast encryption scheme(IBBE) is said to be (t, m,
gp)-IND-ID-CCA secure if Advgge(t, gp ,m, A) is neglectable.

Let (t, m) denote the adversary's attacking parameters, we can obtain the definition of
(t,m)-Collusion Resistance [5]. Our construction only achieves (t, m)-Collusion Resistance.

We say that if the above indistinguishability game allow no decryption oracle query, then
the IBBE scheme is only chosen plaintext (IND-ID-CPA) secure. There have been many
methods to convert an IND-ID-CPA scheme to an IND-sID-CCA scheme(e.g. [20]). Therefore,
we only focus on constructing the IND-ID-CPA scheme in this paper.

3. New ldentity-Based Broadcast Encryption

3.1 New Construction
Setup To generate the system parameters, the PKG picks randomly generators g, h; e G,

he G, and arandom « e Z,. Itsetsg; =g“, h, =h" € G;. The public keys are PK =(g1, h, hy,

h, h*,h*" - h" v) where v = (g, h) and master key is («, g).
Extract To generate a private key for identity ID; e S, the PKG selects random r  Z,, and
outputs the private key

d|Di =(di1’diz):((ghl_ri )rlDi ’ ri)a
If ID =« , the PKG aborts.

Encrypt Without loss of generality, let S = (ID4, ID,,---, IDs) denote the set of users with
s<m. A broadcaster selects a random ke z_, computes Hdr = (Cy, Cz, C3, C4) and K as

follows:

(a-1D;)

C, = gfk, szhzlf, C3:hlk, C4=thL , szk,
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Note that C, can be computed from (h*, he’ ,---,h”‘m ).
Decrypt In order to retrieve the message encryption key K encapsulated in the header Hdr
= (Cq, C,, Cg, Cy), user with the identity ID; S and the corresponding private key

dlDi =(di1’diz):((gh1_ri )a%m' , ), computes

K = (e(C,Cf,h"“))e(d,,,C,))" e(C,, h)“=.

S S

Where p(a)=]] (e~ |DJ.)Jr(—l)sfll‘[j_:l,j¢i ID;and p, =(-1°[] 1D
Correctness: Let Hdr be well-known for S. One can obtain
e(CCI" h*)e(d;,C,) = e(g; i h")e(dy, ' >")

=e((gh;") " b )e((gh; "), T
3 - siljti(aile)+(71)57l sJ'=1jzi|Dj) -, ﬁDj .5:1 a—1D;
=e(gn; ", 11 P (g1 pF 2ty

(@=10))+(-0" [T, ., 1P (a-1D;))

= e(ghﬁi 'h)’k(szl,jzi e(ghl"i ’ h)kl_[j:Ljzi

KD D)
:e(gh1 ',h) HJ ,

and

(e(CCP, hip(a))e(dil,c4))p*ie(c3, h)* =e(gh ", h) e(h*,h)" =e(g,h)* =K.

3.2 Efficiency

Our construction achieves constant size ciphertext, private keys and O(m)-size public keys. In
addition, our construction, as the next section will show, can achieve full security in the
standard model. Table 1 and Table 2 give the comparisons of efficiency with other schemes.
The computing efficiency is denoted mainly by the bilinear pair computation. It is specified in
Table 2. We only give the comparison of the third scheme in [17] since scheme 3 has full
security.

Table 1. Comparisons of Efficiency.

schemes Publ_lc key Prlvat_e key Ciphertext size Security
size size Model

[16] O(A4) O(n) 0(1) Full security
[17] 1% O(m) O(n) 0(1) semi-static security
[17] 2™ Oo(m) 0(1) 0(1) semi-static security
[17] 3° o(m) o) Subtinear Full Security

[18] 0(1) 0(1) 0(1) Selective-1D security

Ours O(m) 0(1) 0(1) Full security
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Table 2. Comparisons of Computing Efficiency.

Pair Computing Hash computing
schemes
Encrypt Decrypt Encrypt Decrypt
[16] 5 3 Yes Yes
scheme 3 in [17] 2 2 NO NO
Ours 0 3 NO NO

Note: A isasecurity parameter. m and n denote the maximal size of the set of receivers and
the size of receivers for one encryption(2n<m). Semi-static security can be obtained in [17].

From Table 2, one can conclude that the scheme in [16] impractical in real-life practice. In
addition, in order to achieve the full security, the authors of [17] use a Tag-encrypt algorithm
at the Encrypt phase in the scheme 3. This folklore construction method leads to the scheme
that is somewhat inefficient. To the best of our knowledge, our IBBE is the first efficient
scheme that is full security with constant size private key and ciphertext.

Table 3. Comparison Il of the Approximate Computation Efficiency with the others.

[16] [17] Our scheme
Schemes
Encrypt | Decrypt Encrypt Decrypt Encrypt | Decrypt
Computation | 120.586 | 67.506 . 41.323s _ 41.323s 20.125s | 671255
cost S S +time(symencrypt) | +time(symdecrypt)

In Table 3, we select m=300, n=150. It is worth noting that the computation cost of pairing
operations, point multiplications operations and modular inverse is about 11110 , a few

hundreds and 70 multiplications respectively. (We assume that all schemes are all using the
GDH group derived from the curve E/F,, defined by the equation y* = x* — x + 1). Hence our

schemes are more efficient in terms of computation cost than others. In Table 3, s denots
cputime (Second). In addition, we only consider the computation cost of the En. and De.
phases. All experiments are run on a personal computer with Pentium Dual core E6500 ( 2.94
GHz) and a maximum of 2.0 GB of the memory available. The program of the algorithms is
written in Matlab 7.1 language.

4. Security Analysis
Theorem 2. Our construction is (P'(4),t,n,&")-IND-ID-CPA secure if the (P(1),¢) (f, 9,

F)-GDDHE problem holds with &'<2¢ and P’(1) = P(1)—-O(zt?), where n denotes the

maximal size of a set of included users S, t denotes the total number of extraction queries that
can be issued by the adversary and ¢ is the time required to compute the exponent in G;.
Proof: Suppose there exists an adversary A breaking our scheme under a (t, m)-collusion,

we will build an algorithm B that can solve the (f, g, F)-GDDHE problem. B takes as input a

2n
. he

k(@)
L @

tUp'e (g01 gg, g(()zzy”'i gglil 1 ggf(a) 1 g§’ gf 1 g(l)(af(a) y hOl h[l)l’ hslz,
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T),where T is equal to e(go, ho) “’ or to some random element of G+ .We define the following
game between A and B.
Setup Algorithm B is given as input a group system (p,G1,G,, G, e) and (f, g, F) -GDDHE

H . a a? = af(a + & ka f (a a a?
Instance: go, gO’ gO PR go y go () ’ 951 gg ’ go ’ hOl hO' hO !

2n

e, e RO Where f(x) and g(x) are two coprime polynomials with pairwise distinct

roots and have respective orders t and n. For simplicity, f(x) and g(x) are defined as follows:

t+n

f(x)= H(x+x) g(x) =] (x+x).

i=t+1

f(a)

The techniques have been used in [5][14]. Then it sets g =g, and

h=g5, =05 =h', g, =0g5' =g*,h=h5";
v=e(g,,h,) @9 =¢g(g,h).
Note that B can by no means compute the value g. It sends the public key PK =(g1, hy, h, h,
h,h* -+ h“" V) to A.
Phase 1: A makes key generation queries qi1, Q2, ---, Qm. B responds to a query g; on

ID; e Z, as follows. Note that ID; # « , otherwise if ID; =« , B can solve t-wDBDHI problem.

f(a)-f(ID})

Then B sets the private key (d,,d;) tobe (g, “™ , f(ID,)). Thisis a valid private key for ID;.
In fact, let r = f(ID;), then

f (a)-f (15})

go «—IDj (gf(a) -f(ID;) )alD, (g|’11 )aID,.

Challenge: The adversary submits aset S* = (ID;, ID; -+, ID; ) of identities. The constraint

is that the adversary does not make Extraction query for ID; in Phase 1and ID, # « . Then B
runs Encrypt algorithm and computes Hdr”= (C;,C,,C;,C;) and K" as follows:

—kaf(a)

* a * kg (a) 1(01 |D ) it i af (a a
=0, € ,=07.C;=0,C, —hg 1. K TH e(gkf ) hq( )
where q(a)=1(g(a) - H. .., %) and C, can be computed from PK and (f, g, F)-GDDHE

instance.
Suppose that B is given a valid (f, g, F)-GDDHE tuple, i.e., T = e(go, ho) ¥ then Hdr and

K" are valid for s”. In fact, one can verify

—kaf(a - * a %k_ . %_
C gok f(a) _glk,czzgoz 0 _hzk,cazgozgok_hlka
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t+n

" k * (a-1D} k[T . (a-1D; - O x
C4:h09<a)l_[.=1(a ) - Hteon :TH.:MXe(ggaua),hg(a)):Vk.

Otherwise K is a random element of G . B randomly selects b {0,1}, sets K, = K" =¥ and
sets K., to a random value . Then B returns (Hdr", Ko, K1) to A.

Phase 2: The adversary continues to issue queries Qm+1,---, Ji, Where @; is an extraction
query 1D; with the constraint that ID; ¢ S”.

Guess: Finally, the adversary A outputs a guess b’ €{0,1}and wins the game if b’ =h.

Probability analysis: Following the [14], we can obtain &' < 2¢.

Time complexity: In the previous game, B's overhead is dominated by

f(a)-1(ID) is
a—1D,

f(a)flf (15;)
computing 9,

Dj

in response to A's key generation query on ID;, where

a polynomial of degree t-1. Each such computation requires O(t) exponentiations in G;. A

makes at most t such queries, hence P(1) = P'(1) + O(zt?).

5. Conclusion

We solve partly the open problem which is not solved in [5][14] and give a new identity-based
broadcast encryption scheme in the standard model. It achieves a strong security without
relying on the random oracles. But it still leaves an open problem to construct an IBBE system
with constant size ciphertexts and private keys that is secure under a more standard
assumption.
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