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ABSTRACT

Cryptographic hash functions are also called one-way functions and they ensure the integrity of communication data and command by
detecting or blocking forgery. Also hash functions can be used with other security protocols for signature, authentication, and key distribution.
The SHA-1 was widely used until it was found to be cryptographically broken by Wang, et. al, 2005. For this reason, NIST launched the
SHA-3 competition in November 2007 to develop new secure hash function by 2012. Many SHA-3 hash functions were proposed and
currently in review process. To choose new SHA-3 hash function among the proposed hash functions, there have been many efforts to analyze
the cryptographic secureness, hardware/software characteristics on each proposed one. However there are few research efforts on the SHA-3
from the point of power consumption, which is a crucial metric on hardware module. In this paper, we analyze the power consumption
characteristics of the SHA-3 hash functions when they are made in the form of ASIC hardware module. Also we propose power efficient
hardware architecture on Luffa, which is strong candidate as a new SHA-3 hash function. Our proposed low power architecture for Luffa
achieves 10% less power consumption than previous Luffa hardware architecture.
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Table 1. Power consumption estimation results for
four SHA-3 candidates
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