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Queueing Model for Traffic Loading Improvement of DDoS Attacks in Enterprise Networks
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ABSTRACT

Today the company adopts to use information management method at the network base such as internet, intranet and so on for the speed of
business. Therefore the security of information asset protection and continuity of business within company in relation to this is directly
connected to the credibility of the company. This paper secures continuity to the certified users using queuing model for the business
interruption issue caused by DDoS attack which is faced seriously today. To do this I have reflected overloaded traffic improvement process to
the queuing model through the analysis of related traffic information and packet when there occurs DDoS attack with worm/virus. And
through experiment I compared and analyzed traffic loading improvement for general network equipment.
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Kendall's notation is written as :

A/B/C/K/m/Z

Arrival Process

Service Process

Number of Servers

IOl =

The size of the queue including any job
currently in service

m | The maximum number of customers in the
system
Z | Service Discipline — this can include such

systems as FIFO(First In, First Out),
LIFO(Last In, First Qut)

The parameters A and B can take the following values:

Value Explanation

D ‘degenerate' distribution, or
“deterministic'’ service times.

E, Erlang Distribution
G General Distribution

Gl General Independent Distribution
M Markovian/Random/Exponential
Distribution

a2 A 7S
Fig 2. Kendall's Notation
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