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Implementation of u-Healthcare Security System by applying High Speed PS-LFSR
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ABSTRACT

The emerging of ubiquitous computing and healthcare technologies provides us a strong platform to build sustainable healthcare
applications especially those that require real-time information related to personal healthcare regardless of place. We realize that system
stability, reliability and data protection are also important requirements for u-healthcare services. Therefore, in this paper, we designed a
u-healthcare system which can be attached to the patient’s body to measure vital signals, enhanced with USN secure sensor module. Our
proposed u-healthcare system is using wireless sensor modules embedded with NLM-128 algorithm. In addition, PS - LFSR technique is
applied to the NLM-128 algorithm to enable faster and more efficient computation. We included some performance statistical results in term
of CPU cycles spent on NLM-128 algorithm with and without the PS-LFSR optimization for performance evaluation.
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MCU MSP430F1611
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RF range ~ 100m
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Table. 4 Summary of profile data

Operation
(CPU Cycle)

NLM-128 using

NLM-128 PS-LFSR

Initialization/Key scheduling

(per key/IV) 227059 75401

Encryption

(per byte) 3539 804
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