Journal of Korea Multimedia Society Vol. 14, No. 10, October 2011(pp. 1335-1347)

muted ojEel Aol e % A
24719 A 2 7

+ +
2, 242

l.o (

MO

o Oof
£ 7

ol 5ol mue o) FelA o] A
3 AL WA ol
7k Bl EE Agelo,

‘AOI:;\(:‘] H)v]b‘l— Z':

A 552 CWE(Common Weakness Enumeration)$} CERT
(Computer Emergency Response Team)S 7|Wto.2 mnutd ofjZ A o]Ade] E4Q o|HlE FFHuaS
gHgste] EEon, 24 T E T4 HEEE Fsto &Aool &2 W FHFgo] EAS=A
Arreth =3 229 HAGH 522 2utd ofEYAolAs AHdte T2 AIAME &8 =
T ATh

HZ 2akd fEGA A B A2
o] Beto] Aj2E EAZ HFHAL e} bz
—rE1 HAS7HA AAHLR o]FojAx gloy mutdd & Gl =
B =2oAe 2akd fEeAoldel Sad AgH F5& =EstaL ol & 7
J= FAFH EA7E AAste I FHoF

u: JN Hj
r.& oft
—‘,J mlo

Design and Implementation of A Weakness
Analyzer for Mobile Applications

llyong I\/Iun*, Seman Oh'"

ABSTRACT

The dissemination and use of mobile applications have been rapidly expanding these days. And in
such a situation, the security of mobile applications has emerged as a new issue. Although the safety
of general software such as desktop and enterprise software is systematically achieved from the
development phase to the verification phase through secure coding, there have been not sufficient studies
on the safety of mobile applications yet. This paper deals with deriving weakness enumeration specialized
in mobile applications and implementing a tool that can automatically analyze the derived weakness.
Deriving the weakness enumeration can be achieved based on CWE(Common Weakness Enumeration)
and CERT(Computer Emergency Response Team) relating to the event-driven method that is generally
used in developing mobile applications. The analysis tool uses the dynamic tests to check whether there
are specified vulnerabilities in the source code of mobile applications. Moreover, the derived vulnerability
could be used as a guidebook for programmers to develop mobile applications.
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6. 7|Z2 24 =7 vs. Metet =7
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