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Border-based HSFI Algorithm for Hiding Sensitive Frequent Itemsets

Dan-Young Lee*, Hyoung—Keun An”, Jae—Jin Koh™"

ABSTRACT

This paper suggests the border based HSFI algorithm to hide sensitive frequent itemsets. Node

formation of FP-Tree which is different from the previous one uses the border to minimize the impacts
of nonsensitive frequent itemsets in hiding process, including the organization of sensitive and border
information, and all transaction as well. As a result of applying HSFI algorithms, it is possible to be
the example transaction database, by significantly reducing the lost items, it turns out that HSFI algorithm
is more effective than the existing algorithm for maintaining the quality of more improved database.
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Sij R_SFIS T] Tz Ts T.1 T5 TG T7 Tg Tg Supp( S )
St dab 1 1 1 3
S2 ch 1 1 1 1 4
bij R_N SFIS T 1 Tz Ts T4 T5 TG T7 Tg Tg supp (B )
b1 da 1 1 1 1 1 1 6
b dc 1 1 1 1 1 1 6
b3 ac 1 1 1 1 1 5
b4 ce 1 1 1 3
bs de 1 1 1 3
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o oalA FalRT

if Psupp(B)>(m+1) then
A A7)
w(B)=supp(B)-Psupp(B)+1 / (supp(B)-m);
if 0<Psupp(B)<m then
w(B)=n+m-Psupp(B);

o 2 B4

// m(Hx AA =

// 0<n<co(n: Yo

o 7]14 AAE TDBeIA R_NSFISY AA QA
i

G5 B AAE= suppB))aL, 4 A2 F
<l TDBE PTDBe]}&}ar, Psupp(B)= PTDB] A
A ol T},

42 SFIS &7|7| £1e|E&E:
tive Frequent ltemsets)

£ =#9] SFIS #7171 &A92 7t5x ol n&
impact 52 A4tsle] R_NSFISO H49] o3-S +
© R_SFISY] 52 ol 2bAsl= Aol SFIS
o] FEJF 717 FRIES s} 3k, wb)=
7} ,y&eR_NSFIS|®] 7F&xg 3 impactE= I(T;,
si) = Zw(bpel 2ol ALE 4 stk 9714 Tie
N7e g5 g5 2d3t A 3t
impact gkoll It ®IZHe & AAE 913 daEF

< 9 59 Zoh

HSFI(Hiding  Sensi-

Input :
TDB : Transaction Database;
m : Minimal Support Threshold;
SFIS : Sensitive Frequent ltemsets;
Output :
RTDB : Result Transaction Database;
Method :
0L Compute FIS and FIS transaction list;
02 Compute NSFIS and SFIS, NSFIS transaction list;
03 Compute border itemset of NSFIS, SFIS;
0d:  Compute R_SFIS, R_NSFIS tansaction list;
05 for each X;ER_SFIS do

06: Compute R_NSFIS|s and wib) where bcR_NSFIS[s;
o7 Initialize C(C is the set of hiding candidate of X);
08 untilisuppX)<m) do

09: Find ui=(T, %) such that Yuj=Min {{ujjued;
10: Update C=C- {(Tx[T=T}

1L Update w(bj) where bj=R_NSFIS|s;

12 end

13  end

14:  Update database TDB;
15:  Output RTDB=TDB;
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B4 A rnE oea 2t
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- W(bi::(da:6))=(6-6+1)/(6-3)=1/3
- W(bz::(dc:6))=(6-6+1)/(6-3)=1/3



- W(bs::(ac5))=(5-5+1)/(5-3)=1/2
- W(bs:(ce:3))=n+3-3=n
- W(bs::(de:3))=n+3-3=n
i) 7F XA wb) 235 33+ impact (T, sij)
g Tk
- I(T1, d)==w(da)+w(dc)+w(de)=1/3+1/3+n

- I(Ty, a)==w(da)+w(ac)=1/3+1/2
- I(Ty, b)== null
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- (T3, a)==w(da)=1/3

- (T3, b)== null

- I(Ts5, d)==w(da)=1/3

- I(T5, a)==w(da)=1/3

- I(T5, b)== null
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Eagy = TDB | FIS RFIS | #loss itemsets | #modified entries
5000 439 435.7 3 129
10000 417 414 31 2952
15000 | 426 4721.5 3 498
20000 | 442 439.2 34 696.3
25000 | 432 427 36 8374
30000 443 4384 3.2 8488
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TDB FIS RFIS | #loss itemsets | #modified entries
5000 439 4331 46 2046
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30000 443 433.8 6.8 14932
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