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A 3-Party Negotiation Protocol Design for the Security of
Self-Organized Storage on Infra-Clouding Environment

Byung Kwan Lee*, Eun Hee JeongH

ABSTRACT

This paper proposes the design of 3-party negotiation protocol for the security of self_organized storage
which consists of the owner node possessing data, the holder node holding the owner's data and the
verification node verifying the data of the holder node on infra-cloud environment. The proposed security
technique delegating the data verification of the holder node to the verification node increases the efficiency
of the self-organized storage. In addition, the encrypt key and certification of the storage created by
EC-DH algorithm enhances the security much more. Also, when the self-organized storage is composed,
the security technique not only prevents external flooding attack by setting a certification key among
three parties, but also prevents internal flooding attack by restricting the number of verification nodes.
And The replay attack which can occur in the step of verification is automatically detected by using
the created seed value whenever the verification is requested.
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Owner_Chiper(data, OS-key){
OS-key : Owner Secret Key;
Edata = OS-Key® data;
return(Edata);

}
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Slice_Data(Edata, m, Sdata){
m : Data Slice size;
Edata : encrypt data;
t : Data Slice count;
cnt = SliceData(Edata, Sdata, m);
// HolHE mAV|E Y=
for(i=0 ; i<m ; i++){
if (Sdatalent, i] == NULL)

return(Sdata);
}
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Personal_Holder(Sdata, HID, HP-key, m, cnt){
HID : Holder’s ID;
HP-key : Holder’s public key;
Pdata : Personal data;
for(i=0 ; i<cnt ; i++){
for(G=0 ; j< m ; j++){
Pdatali,j] = HP-key(Sdatali,j])||IHID;
// dlel8 2Z+S Holder®] 3/M712 ¢45s}
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return(Pdata);
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}
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Delegation(mdata, VP-key){
VP-key : verifier's public key;
metalnfo = VP-key(mdata || HID);
return(metalnfo);

}
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Challenge(HP-key, S, Csign){
Csign : self-organized storage certification
S : Seed value;
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S = Random_Seed(); //seed@tS HF3HA A4
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Response(Q, HS-key, Csign){

Q : Challenge message;

HS-key : Holder's Secret Key;

if (compare(Csign)){
S = HS-key(Q); // A% W= Seeddt EHY
Hdata = hash(Pdata);
R = VP-key(S, Hdata);
return(R);

Yelse{ return(”"Csign error”);}

}
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VS-key : Verifier's Secrete Key;
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if(compare(Csign)){
Vdata(SV, hdata) = VS-key(R);
if (S != SV) return("Seed value error”);
if (compare(mdata, hdata))

msn = "TRUE";
else

msn = "FALSE";
return(msn);

else{
return("Csign error”);
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