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1) Social Network Service(SNS)Q| TLH|ZIQ! JHE Holol| B6lH= Satl= “ll. 0|2X Hjg” 28
oM d%st= e H=x.

A

2) LRl mIXE(Feature Phone: MAIY/Mds FUHS0l HISIH 20t efy=1 TIEE HFY
At AZY(Connectivity)s M5t RUTEE SYoIH 0|2= L2M, 71 Hesld 29
OR H|RSIAIH 702HE 1} PDA(Personal Digital Assistant: SHEETEY|)9| 7|sE8 ZEt
dfs2 FUEtn o & UUCHSTAL 3 & HIXlz: Wikipedia).

3) EQE(Twitter)= 0|2 EQE{AHTwitter Inc.)7} 2%ot= EIMNOIE MHIAZM AN HEYZ
(Social Networking) 2 0Ol0|32 £271(Micro—blogging) AMHIAZ XSt} EQE= 20064
38 ™M T A|(Jack Dorsey), H|Z AE(Biz Stone) 2! ofEt 2|2 A(Evan Williams)of Clsf =2
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(http://twitter.com), (2) BBC %A(http://wwvv_bbc,co_uK/news/businessf12889048), (3)
The New York Times(2EIX) “Why Twitter’s C.E.O. Demoted Himsell,” http://ww
w_nytimes.com/2010/10/31/technology /31ev.html?_r=2&pagewanted=1&partne
r=rss&emc=rss (2010, 10, 30) 7|A} ZfX).

4) ESJE{= 221(Blog)2| QIE{H0|A(Interface)2} O|L| SH|O|X|(Mini Homepage)2| ‘I W7|’
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2 Z=E(http://www_ facebook.com/press/info php?statistics, 2011 68 128 M) ——= 3t

H5tD = MIAl ZCi2) SNS YIA0|EZ A 20043 28 SA| 0|2 SHH=CH(Harvard University)
3

&t =0|2 013 Z7{H I (Mark Zuckerberg) :0| HYoIRICt 20108 MA 2IFE 7|EC=2
StstE MAIRl 148 & of Y Z2 H0|ASZ 085t U= A0IC,
) Xf2:  Of0|=A 24 (2010, 11, 3), “SNS7F BAL FoiEE((?) A4

http://itnews.inews24 com/php/newsview php?g_serial=525948&gmenu=020300 (2010,
1.3 M),
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1. SNS(Social Network Service)

1) SNS2| H9o|

SNS(Social Network Service: 424 HIEQ]A Au] )Tk ARS|A A9 E4 g
el TR TR oA, F)le] 2EIRIQIEYD dellA et % =%
B WA WL, GHE TR AH R ARUAolRS sha il el

7 Bl (Community) g Bg2 OF9-Ea= WOILR12 AR SNS A7} 214]7]

11) UCC(User Created Contents)= AtXI7F ZIF MIZfet ZEIX (AR SGA, HAZ AAZ 59
2E el MAE ZE)E olote ARME YZ=CHATX} &)

2t Sxtol| mhefAs ‘220l HRLEl MH|A(On—line Community Service)'S SNSQ| 30|
ZSIN|F 7= St 22101 HRLE| MH|A= EEHEAIE(Group—centered)Q!d| H|3H SNS= 70l
ZAH(Individual—centered) 7HE0[2k= Xt0|7F AUCHXIZ: (1) Boyd, D. M. & Ellison, N, B,
(2007), "Social Network Sites: Definition, History, and Scholarship," Journal of
Computer— Mediated Communication, 13(1)(http://jcmc.indiana.edu/vol13/issuel/boyd.,
ellison.html) 2 (2) Wikipedia(http://en.wikipedia org/wiki/Social_network_service) —
2010, 11, 1 ZAH),
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Adt, Q14 %ﬂl(ﬂli%ﬂ% P AS Fe AHIR @43}01 *}9—0}7]
El=y

ul=t UC WE-2|t|(University of California-Berkeley)®] T} X.O]=(Danah M.
Boyd) 517:,4 2 1) A17F F5]ti(Michigan State University)2] U3 2l2]<(Nicole B.
Ellison) 1= SNSE Th&a} o] Aofsial Qlrf. Mo =@} ollejd> wa=of ofshd
SNS+= “THRICIBAHEE stola (1) [QIEIYL /2] 5747t SNseF o) gHg%l 44|
(System) ol F7HAo AL Hhg7l# 1 Z}Ale] R2atelS AHdshal, (2) 214
Al(Connection) & &-Fok= Bl o8ARES] H5(Eths 551, (3) Aol 1A

55 5 F AA0lA v o8AEol ofsl AV A HES dsshAY IS
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(E 1) SNSOi| CHSt Mo
= A & 9 Xtz o |XI(URL)
o AolSo] HAAE maEhT, Aue EaH, http://www,bn'tannic'a,
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W yARA =e 1335211/social-networ

42 - A7) 9T ekl
i Akl 4l ERldel 7HrE k?anchor=ref1073083

TNQIE 7holl AKE)A] %ﬁ](H]E-‘HEL)% gAY
Wikipedia | JEREH S8 & 28l Alo]ERA,

(#1719 deh) | 14 HIEHZ WollX AZ(APD, &F, A, #AA
ol I ARE TR & JI=F 3= Avl
QIEYl Aol - A - F85 5 71 AJGMNFH
o] A FAIE ASATIAL B A2 QIES Fon] ZH]

http://en, wikipedia, org
/wiki/Social_network_s

ervice

dlolw o o http://100, naver, com/
2 914 Y EYI--ANAA-2 FAT F Ju=E
A = A-S FAR T SES ST ) hnvdocid=022657

Al Az, SO ole] s 26 - 2 o)
3 oPREE melFE 191 Fele] w191 AR

13) Boyd, D. M. and Ellison, N. B.(2007), Social network sites: Definition, history, and
scholarship. Journal of Computer—Mediated Communication, 13(1), Article 11
(http://jcmc.indiana.edu/voli3/ issuel/boyd.ellison html).
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‘Social Network(44 WEAZ) & 4, Az, 35291 #A], F-§ 7, vz, 434
A, A%}, A, w53} Zo] i 3o 1 ool B4 fio A elEAdl o)
2 = I B 23~ Nodes(itd - 343 2 H-o= 7AH A 72

Social
Network
Analysis

‘Social Network Analysis(24] YEY = #24) o]& “Nodes(d) '3} “Ties(BA) " =
TAAEE WEYA o]ENetwork Theory) A A8 #AE AoEE Zo=,
2e Z22E0] DA MR kg sher] dotrr] fJE] ARRET|E §
Nodest= W[ESA U] 7120 A41E, 223 TiesE 7RIS 2ke] #AIE A8, o|zist
NI &3] &4 YEYA to]ojel(Social Network Diagram) “dellA] Nodes=
HOZ, Tiese AoZ BAH

TV gt ehe] 2 VESIZE Nodes ) 7hell A1) Q13 31 PA(Ties)e)
E2(Map)elH, 52 7le] Al wdEe 1 719 ARE Bl (Contacts) & B
24 HIELT= 7P exFE 571 el ol2717kA] B2 eAlolA] 2es, &
A Aot 232 ool W, 12|a Jile] Bx A 2] AxE Akt
oIA AR dEkg sl Ze = Ve T ATE Bl TS

Network
Society

‘Network Society(M|E9)Z 2AlolofE]) &= Udgt=o] ARS[EkA] ¥ tl=(Jan van Dijk)7}
719) ZA] “De Netwerkmaatschappij(1991)”, “The Network Society(1999 & 2006)” ¢4,
2] 7k~E(Manuel Castells) W57} 3532} “The Information Age(1996)” 5= 3 ¥
] “The Network Society” o] W8} 9i3, AvHBarry Wellman) nl<p9} = & T2
(Roxanne Hiltz & Murray Turoff) WEE WEHA AAolofg] 7idgel #s)
v 3= VESE 2AolofElE AL gl wtjo] HIEQ|Z 9] Ajte] A13]e] 835
27 Fe 9 BE FEN0F, 22, A)A Dol Qlotx] T Fast 25
Fgehe AR AelslA, e, 24, 28)a ARYE|(F) ol 23t FAd=k= ol
SAL8](Mass Society)9} H]nl

Fh=gle 7ilo] FAlo] | ALslEAle] M2 Fell(Pattern) 2] S-S s, 7H<10]
HES TS FAlo] Hof eRlzke] AlE Fehs S UIEHTsHE 7dT<lz 53
Arke ofifdl LB E AlFd F2E HE HoowA Hris YEYZ'9 dds
714 2 geldt 4= lokal FBPAA, JlEkE YIESA SAle] “UELastH el
Fo)(Networked Individualism)”’& 7231901, VEY A 2AlolofEle] =43 84
2A ARJE, @), 283 24 7R 2 24e U

Bl=9l 22 Bl “The Network Nation(1978)"2 53l ‘AFE o] AL 531 715
YAlo| e AlElE AL = eb a1 Fgsldisnl, o Ele] &3 o)) &
H ZozA AAAEE A8 F e 7

vl o=, 9y 8= & B2% 8|3 7kAE S o8 A YEYA AAtolofE]
= ddl 71 B8 2 veha =), H|oj2E oL vlo| 2w o]~ (MySpace) 5
2 PrtelEE UEST aAfolofElZ M8 )1 Fast 2RVl & A

7EF HIESZ 2Ato|ofEl9} fARSE ARElZA] A2 vl (James Martin)-2 19781
iRl 27184 vEYad o3 IFE AlElE XA “The Wired
Society #H= §015 AR

14) HFX7} Boyd, D. M, and Ellison, N, B.(2007), Social network sites: Definition, history,
and scholarship, Journal of Computer—Mediated Communication, 13(1), Article 11
(http://jcmc.indiana.edu/vol13/issuel/boyd.ellison html) & a2 2¢lXtZ 2 Wikipedia,
“Social Network,” http://en.wikipedia,org/wiki/Social_network (2010, 10, 30 ZAM) 52 &t
E5101 24,
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2) SNse| £E3

SNS= Yl 20(Web 2.0199] S48 184s] ©aL glo] | 209] FoP e wH
AL Q71 SRt FRh So] A AAIF O SNSO o go] H5oke ol HER
SNS7F HASL Sli= 9 209] Sa.gh 51091 ARSAF ol T4l QTEfl 2kt

AHO] F-7, Al AH|A0] 2 W otk 24 (Collective Intelligence)!?) 53t S

ok st Aok, #le) HrEAl 7]40] detut QlEYl B kinfrastucture) 2] BHE
2 7Jole mrk 713 9le AR WSl ol Arjele] Alsld SAu} Aol
7lo] Z4lo] Hl= Ajwe Feie] AlsAe] FRe B2l B Aol

o _11{1

sl 9 ARUACI Hote] Awat o219l nReel 7kaE (Manuel
Castelly) =0 f&}l 9 2.0 SoYA QIrkRAL] BAL Hl=gaste Ffelse]
(Networked Individualism) @l 4] 7H851EA, 7H2lo] F4lo] Bz AplAe] Ajwe-
FelPattern)©] ZEE A3k glek F Rl shaElnt e AviBary
Wellman)1®) 515> 5-0- 7j¢le] Heo] Fzbelat vjo] Fjelo] HEglmo] F4lo]
Ejo] Efelate] WAS FAsh= S ﬂ =9)ashe JilelR Esl Qlrk. o
Bo] 7}eElo] ofsi HlEejashe lFels el ARlEe] H3kCollecton)o]

‘_4

N
:l:‘

) 2 2.0(Web 2.0)2 2004 102 & 22122|(Tim O'Reilly)of _|0H 222 ANE oz 7=
of & 1.0(Web 1.0)0] QIE{ MofH HEE= HELE MHIAS B3t shn Y=o St
St B4 EAIS(Push-type) OIIEIE] BIal N, Lt 417 CIEI Aol HIOJEIS Asa

B20HN LB AEIAS Wi 2 4 SIS 8 ASx} HOf S40| S0l Ol HEE
oIt o2 S01, SR8 SRl HEritanica) 22191 WAAEO| @ 10012191 97 mClo}

(WIK\pedla): E! 2,02 HEY Z0[0d, L5 7§l Zm0[X|7t ¢ 1.00(2tH S2(Blogging)=
¢l 2,00 sfiEstcty SHAICHAIR: (1) O'Reilly, Tim(2005), “What Is Web 2.0”
(http://oreilly.com/web2/archive/what—is—web—20 html, 2005, 9. 30),
(2) Wikipedia(http://en wikipedia.org/),
(3) Ulo|t] 0{AFE(http://terms naver.com/item nhn?dirld=205&docld=25362)).

16) & 2.09] EHo 2= SEaiE(PlatformQEAM2 & 24 X[gf, AFZAte| 2 &, MEZ AH[A
o AE(MEXN), Mo ZY(EAE, J2|n ‘EEt X|A(Collective Intelligence)” = ‘S X|
A(Collective Intelligence) 50| ZX=IC},

17) ZE X]M(Collective Intelligence)0|2t CHrO| JIXIS0| M2 &2 = AMSHE IPHuM 25
of X1 59| (EEM 2ozl ZHel XN dgs dde d2M Y XY =

&

1> M
>
=
G
B
my
T

A
olojolct, T XlQo| tHEH AM2E ¢ 2,01k Wikipedia(®/7[T|CI0h) 52

= ¢ U=, 0l
XIAO[LE HEO| At = 6ROl F+Lt MY Tisotn 2571 & ZR6IHA
T X&XoR X5t AE XM EME & B0 QCHAIZ: (1) Wikipedia(http://en
wikipedia,org/wiki/Collective_intelligence), 2010, 11, 1 ZAH (2) 4|0 HHapARM

(http://100.naver.com/100.nhn?docid=8548 25)).
18) Wellman, Barry, et al (2003), "The Social Affordances of the Internet for Networked
Individualism," Journal of Computer—Mediated Communication, 8(3).
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ofuet AF2]4] 44 Socl Paaemu Shteks Hlolchi wheba, AlEe] Lefely
o] ABAGL AR AL EAolw ek XA Ee, olelet vl =g)msk
AelFols] 5A4g k] EasIaL gl Alo] uh sNsek sk

21A17] A AP ESE ARglofl QlofA 9] S Risk)S A= L FRENE ofu)
O] SHHOA AL thE, ESE C1efek 9199 ek e ATiAre] o] 7
& e 54 5 shuetal & Zlojo ofef i, =l o] Ak ARRlekARel &
23] #(Ulrich Beck)-2- 0]2]3t AlS|E “Q]AFS] (Risikogesellschaft; Risk Society)” 2=
ol A kel Wl k] sEt iAo 7ig @Al S FEkE viFle
o, o] 4o wEw ARl= AEA - A4 AR (Traditional /Pre-modern
Society)ol| 4] %7] T LT A}S] (Bary-Simple Modern Society) &, “12]3L ThA] «A)zt
2 T4 (Reflexive Modernity) ™2 2412 3F $8ALS]|Risk Society)2 o HThar 4
gkl Qlek20
H“Oﬂ ofet g4 AlAR]o A= Fg Ak =27t 18 Aalels =
A= ffall leke -3 1AM = o] BAIZE S t= Flo]
14 =rlolok B2 IRAElEE Sall A ARkl A% 1 ¢d)el Histe] sk
Al ZL tieko e AR oS AT, oAk A ARdARRle] BliA &
2G0T O] RS PR} Q- PR 9179 Fuf-olehs AR T o®
vHof Sith= A, &5 S AEA Aok jhekal SRt Zlojrk2l o=
L1 e] a]le] ks vis Aot 97eh o] ofue} AlelR/do] ExtrithsA|aL
T Wpol7|so] s Whdsh A qItto] @ISR Jehe= IEES ¢l 3l
o] ARl Qlom s FRA[A Q7o) ofyek= o] fri (hgith 11 913 %
SA AL grfiE]o] A= withel wsiE Is|Al E A0l A4 o]k

F‘,J w2

42

19) Manuel Castells(2003), The Internet Galaxy: Reflections on the Internet, Business, and
Society, Oxford: Oxford University Press, pp. 129—-132.

20) “A Summary of Ulrich Beck — Risk Society: Towards a New Modernity”
(http://www_nextreformation,com/wp—admin/resources/risk—society pdf).

21) Beck, Ulrich(1992) Risk Society: Towards a New Modernity, London: Sage,

22) TIEX| Hl(1992)2 AALR/0l ACIMO| A2 LErelo] Ajotol= & EX|7t 847] wiZo]
TZ7F Aol 2EsHoF SEXITE 22{et MEIPt GiALL B Staof A0 K)ol et



312 st=zszbsts - M295(2011)

£5, wlo] &r SIRAlEle] AlzkA Tohiol A AxEtar Qs a4E F el
<30 Wk W o A4 (Communications), 7 H AL (Information Society), AF]7]42]
Y| E 9] = (Socio-technical Network), 7}]¢](Individualization 2-2- Individualism)2] 742,
Feh2] SL2(Structure & Institutions => We) 25E] A4 (Self as the Primary Agent
=> Autonomous) 2 2] o], A2l F4]2] F-5 Y AKClient-center Co-production),
12]a1 A]4] 7HKKnowledge-based) 52 SNS7} WlAfE}L Q= B4 UHsHA
= ZlomA] wlo] QRARS|e] QA AARYSIFES s FAlske] = Tt
afc
b, THAlEloAe] SRS fast g o Al 2leo0s)e] A24e] ofshA 91

o0& 25LA A 93 2pAR s B, E7FA obw oJF] A7k Al 93,
BAE A 9, AL oﬂxﬂ 919, 71213 714 A 91Re] AR BRe9et
3 gt of7]4 TR T o R AT ARk TolS ZujAlE =
1 AR 21202) AN AL} 22 kot AJSI A oo ple
A mekh 53, 714 Ade] glge A st 7|e) bl Hgslo] AEe
A1919] 91508 A] HolEal gl Agolu], o wlo] Fu3k gjgAtE]e] S|
] Al Hebrlso] ke Audgehttal sl

Z, w7te] o] HRBANAES F4 08 AYE|T A ABAEA] 7]

Joluf 4] dFo) AL A AR 91712 53] S AU s fI7o] AW
Sk 7Fsdo] ARA HAaL, okee] QIR L] FRISIRE el sefoH Ao
gk 91 oAl =24 %7%}"“‘5‘# o2fgk FoA SNS7F 7= fl7lde- A= 7He)
ApploflA] HaEEAL -2 91919 Akt Atk & = glE Zlelth

1_

O

_\3

[*]

XATtst QIR Y oles Letst TEIF ETD ADIAE], T2 ofsheA|et SA 7k
Olof Z2F =, I AF0ll= A 7t ARIEHE, 71, J2/u ZRO EYeles
A&t FEl =99 Thyo| e Aoj2tn QI
23) Jarvis, Darryl S, L.(2010), Theorizing Risk: Ulrich Beck, Globalization and the Rise of
the Risk Society, National University of Singapore,
) O] Mg 2/(2005), At2|QHHX|E i ot =8l QHNOAl ZAL AMBIIHY, pp. 58-62,
) ol T 9|(2004)°| 01 A= “QIEALS|t *”EHI* Ar2lH %J(SE%NEX—.”OJ-F%)”MIH
= UY A AE oMo HxM oY ez B85t ot

- = A
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of G SNSO| A BT WA FEAS FHOR 3 ol2d 1HS B
o 09044 Siet I 1T S1ekl chol) ek S5 B o2 5
OGS FHOR PO A SNSE o §3 I A1
o el za} I12] 2 A2 ), dleE 2 daele] ofg, 7let
sk o) a1 21| oxg 4 gl ok M) W

] — p
efier] T B8 Solek Tio] wizkeel W EEol A ullAlst sNS SlEwe]
o

thate] nlele 91F B2 Aok ARl Helw 1 ae] wasge] 9l

SpAEL, 71 97 2 BHAR] CEE AR Awst ot SNsok BIgt
& A2, 9 20, UCC B8, AN} B A, ARSI G4, v el Ao
B 9 Y, ASHESHE EUC Sofl MZ5a 459] ALk 9k B AR SNso)
917 oIt BBl At g Sell Tk S Haelsl st sjele]
Aol AYHOR QAR ARlZE A2 Gl Al BAR AT vlF}
2% 52 FHOR 00AT] 0|79 FA} Lok AT AR} Skie] HRt Ew
HFH 2AR NS Bojol AR 978 Alwsiert

A5 A ESE vl SNSOF gt szetoluiA]l el 7] T
= LR QlRE A ffRldell Rt At AREIZE daAolflek Gross &
Acquisti(2005)+= =1 71d]7] BE(Carnegie Mellon University) ASHAY 5 #H]o
AREAF 4R H R Ho] i SRl (Profile)S wAISIO] S-Sl ofT
Al AU IR 5 szrallof A 55] WA R areko|ur Ald A St e
HHZ 22510] sl ARSARS] ARSI EAH T (Social Security Number)--gH+2] =11
TS Al 4= Al ot 5 AL sZeto Al el Thsde A
E5giT).

TS Acquisti & Gross(2006)2] T4 l5to]| o5k Lefo|HA| B S 95t Ay
=9 810f T150] A 3 (ol 1P (Disconnection) 7 EAIRIAL S50 =
4], Stutzman(2006)2] Hjo]Ad AREAL AL Ul Barnes(2006)2] “IZEto]HA] A
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(Privacy Paradon)20) A= §ARE Al Aol ARfelal shylck 4
Barnes(2006)%= 106}50] “lefylo] 324 54 (Public Naturey 2 QI4J514] 8
u) ool A|e] eAlo] ofrlrtil Astgch ERk U & Kramer2009)t= SNS
Aol EofAle] Stafolula] G AbgAL 1] ST ARkFHE A0 A
Aaheiet.

202 SNS AO|EQ} AR} AlRAAE E-4%F A-L2A4 Dwyer, Hiltz, and
Puscrin (0T SNS 1815 Al AE Aol et Alz] B} 2591
Pt A G| ool QRS vtk Fgsiech 150 b A sl
2 o A5 o] to] Aol (MySpace) o G410 HIal AHiISo] AFgEH Aol
(ol =5yl et AIRHE B EAGOM, ot F Ao|Eo] A HuE S ol 3
fatels ofaRe EAS Holeka Bl gk

SNS ARgALe] Hoke| AT}t 5}o] Jagatic, Johnson, Jakobsson, and Menczer(2007)
1= SNS Ao|EERIE Apgio] Hit /Kt Lautole ol gato] nx] U=
Afo] 1ol A & AT Mol ws: £45H= 54l (Phishing 7|4 TE510] SNS
ol AH50] WAl ARRRe: oR| Xk kel Aol A Fmx] ofg Bhls)
2 AE Saalolr). Jagatic S T159] “Social Network Phishing and Control
Experiment(des] W= 91 14 6l 574 A5l 975 8] A 7k0] Afolup 2}

o
A 5y SIS Y ARKEY WRS B R AEA 24 Awskic.

e A7
gk ARG BRIl T At ATk i ) Aldkge] etelalelAe] &
A2 sefolual Hal SIS Ak 9l At Tefeh A 9IRS Zol
7] Slall ARl 2218 Hstn A Ao Ueht 344 BEe masi
Pewol] Ofahel 55%40] Alef5o] Lefeliol s Eruhele 7HT QAN 1L % 66%

7b BE Qe AR B A
Madden, 2007)3}a1, ARA19] L2f0] g ulelS: wi=ofA] T/ ZiEhslActar 35+
3 Al FOIAE 467} TRl Ae] Y 2 ol R 31912 AN Ho]
ek getetgich

SNS AJollAl2] sEefoujle] dfgt AbgARe] §4) W Q143 ialo] Preibusch,

26) “m2f0|HA| SN (Privacy Paradox)’0|2t BHHORE majo|H{A|7} ZlsiEt HefsPME Al
2= HO|ASTH Z2 SNSO| 7tsty| ffe HOIYLEE Mot = B2 FHE HolAS 22
oLt 22fRIYIM AN - SRote & 2ekle LEHE 20ls Az TeICHEFA 5)
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Hoser, Giirses, and Berendt(2007)+= SNS Ao Eo]| Q]3| A|l3E= Zefo|HA] 2-40]
O[gARER Slola metolHAlel gt Q14 Ei= ¥HHO Af Q= FIRER] &
e 2 2T 5 Sl FAdE AlSEIEA] Sehes 24 ol =gl
| ko 2 FAIE Sl Ash] 91t WQEO R Preibusch 5- SNSe]l QlojA] Zejo]
HA] 7] EEramework) & vFEh 18 AQKSIICE T 2]ofl % Boyd & Ellison(2007)
SNSO] EXS Aalar szol /a4 Ao Aoksl= 31, SNSQ| SALA]
W3t slesA o] BA1S A|wsgich
SRR Fe0) 5 AL vl 7]0] S| Sl oo
weIeh vAIg d2E 2.0, ARAR WS, H]Z=Y A
el A 5ok Goll A gate] Hlald Agre] Ahmrt EAfsk, 11 F o] 1t

Iy rlo
re
=2
ol
1o
oX,
)
e
rE
]
ﬁ 1
|
o
olﬂ
=2

A HERN AR o] FHR £](2009)2] “SNS 2] ofoldlEE] & Bl HEof
ot A 5o Qlek o] PR 212009)+= SNS A}Ol EZS Fol 3-fEls ololdlElE
(Identity) 7} €} 2.0 SHollA AREAL Hel ot b a&7de Al 4= Sl ARl
AUFe] 0] T3l Mockup(i3) SNS AL ES %—@L Telsk AlTstl o, A
] Axlell 25k WhH ofo|RIElE] AxfAtol] ofFk ARG FA| B sreto|HA]l BT
SHoA ] a1efo] il ASSE FS WwEshal Qs Ao witEh

-

. SNS9 88 % 9%
1. SNS9 Y= 19

SNS= HIEH NN Atae T, 45

\__

2 A}, SARSE Aol E= A)
917 olshE RSk, AR FReHs FL gaut /|8lE Algeks 5 WAL
2§80 AR Tt T Aol FHE SRk Hek ujAal 4 Lot o) A
A

Aso) W FHG Fo)5 71501 4] 9l el golels 2771l 8

ﬂ.l

\

J&% B

%

8T ulk ZRstekaL Az g Aolth SNt AMgAL W 2k 7191 7]
2ol HotAe] AlZket Sllolu) Aol B3, ejolmA] M), 7let Wz e
o

wAE oI o= 2tk

27) Edwards, John(2007), “The Security Risks of Social Networks” (2007—7-9).
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Brenner(2009)0] 2J31H SNS+= 77FA] 2|84 $]8140282 WAIskaL QUL 3F%=

, op7jolli= AR} Ak 719 22 AR AR B, Q1A ofsh 7
KRS 719 B 3 BETte] B, A W e W e 4, SNsoje]

shEek B9, 714 B 28] 4 b B9 Folloven S 7| aHu] i), 24
S Cleysp A B AT, AL AAL ofjel Bl IR wEAl
A} 22 S0 Yk Kelleher2009) @A) SNSZ 15} ]3]0 4 upola] s @ obA
=, AR2lEskSocial Engineering)?) $1907d, WA ), 7Sl T 71 BH
(Reputation) ©F3} B4, AAHe] Ske, 719) X 22 14990 47| 43l [Bandwidth
UEYA 9= 5 2] UF-AInternal Resources)of|2] 2FAaF 52 A 4|30
sjict

FTV

2. Webgel 918 I Py

Sophos(2010)2] “2010 % H T K 314 (2010 Security Threat Report)”ol] 2J&+H
Z|tol] ke oiFEal Q= QML e delste] 54401 dto s X
AF50] SNS Afo] EAFofA-2lelo]= 7o) = Aglol-- A 4] waliAls wAsko]
AT A 1 )34 A|715F2EE Sophost= 1-0- SNS YALO|E7} AFAIE9] A
AR g 9 AR AlSshs W, 71 LA (01 8AhES TSk I
o] Kol 9l o mitE AEs] Kotk Aol Agsirhal A4stal Qlrk

SNS ARSAFES: tALO & 3T Sophos?] 20101 AL Aol 2J51H SNS 50| A]
Foj2airo] 7R Hebge] f1dlo] Atkal Q1AL Q= o yEhg=t, ol
ol AA| SHA T 60%, wpe|2#|o] 7} 18%, ELIE|ZF 17%, J1ejal 5l 514
ZEL SNSO] LinkedIn(® L= 20)0] 4%5 21251900} H]Z LinkedIno] ThHE A1 37)
SNsoi| Hsf| BlaA] = el 2l om 21AskL Q7] sh o1415] siAE=EE 9
A = 0] QI ARSIkl Qlval oF Flojw, 53] LinkedIn} -2 Q14 HIESI=L
P P10 9] QI SIE SNSO - Rl - 4] Zhgo]| gho] ZEEER SiA

31

Z]
=0 7ol o] e, A, A9 AA 5 22 eg aabA o wulr] 4

28) Brenner, Bill(2009), www_csoonline.com (2009-6-30).
20) QIE BOIO| IIS FOIYE BABIILL OIBAIES JIYste JleE SUBICHTA &)
30) Kelleher, David(2009), “Information Management Special Reports” (2009—10-6).
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o
2
3
ol
-

2

@ RS AlFsiL Q7] kol AEAQ SRS HA Tkl 1
1A, Sophos®] 2010 % A} A1} 57%2] SNS o] 8AFE0] SNSZ Faff 2|
(Spam Mail) HIIThal §akol=t] oli= A 20099) thH] 70.6% 353 2] &2
LR, 36%2] o18A4H50] SNSE a4 ML= (Malicious Code) S 2 74
AL EBE=dl o= A ] 69.8% A5t A SAek g AL

o 7297} QAYES] SNS AHgo] BT 719} B9 Zel A 1L o1 o]

2

o] SNS Aolut Abgol ofmet AokE WA 71514 ek Qlrka skl Al

e e EETIAL QU0IEE?

Hlo] Aol ELIEIQL -2 SNSE tho= gt 7o) 27l d= S7PIsk=
5 SNS7} Z1E Al H|] 34 AR oRgrl= d/do] ZASkE] AL Qlrt. 2009
Teof| oju] EQIEJoA] F 4 AH|ATE B9l eMAEE f2EsE ARZE SL%la,
Fofli= AnREZS] H53t Hagat 34| thefgl SNS ofEelAlol4o] SgRtel wh
2F ZNRIHE el 7o) F7IeE Ao Helrk W3 SNS Afo|Effol|A] 1] 2}
Rlo] o 15 oFgal FrEQE APdEAY HH912] SNS AS EEfste] W]
Soll o8 e glom, SNS AH|A AlFAA|(EAIE)E A Adet s &
AJgE Aoz 3y

)34 Al RA] “Clampi 21/ 315 (Trojan. Win32.Clampi.513024)72] 79~ S5
SNSUF WA S SaliA] dubel=t, =tliofli= 2009\ 9 21 X% ¥Hd=]glom
ol =71e] 28fo] =5 FAo|3Ur}. Clampi OMdF154= SNS = HAIA] ARE-AL
7F TgAto B HeliA] IE Ul WS AlwEeh uff 27190 (Login) AH-E 7HERA7T

= S0 o= A, o] opdsiol IFIET fexplore.exe S ATYAIA CPU 2]

31) ZOXIZ: http://ivebeenmugged.typepad.com/my_weblog/2010/02/social—networks—
risk_html?cid=6a00e008d035db8834013488112{38970c.

32) Sophos(2010), “Security Threat Report 2010”(http://www.sophos.com/sophos/docs/
eng/papers/sophos—security—threat—report—jan—2010—wpna, pdf).

33) AhnLab(QFE4012A)0| 2010 1ol &S | Z|of 2Ot Issue 127tX|2 AHEH “SNS2
0185t 32 EA70| A0 Ut

34) AhnlLab(2010), “2010 0|7t 2 =t & 127X|” (2010, 1. 12),
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ang ol ARSIl HaL ARARE ALl Bl AEShEAE HUEE o
ARZ 7A61A| T}, AR Campi OPIFER Q18] ID Ei A= E Afoly
H7E o] g Aol o 8% A9t v WAYSIeITE

SNSE &3t oMJLE ot T2 o9 Alg- A2l Fojaiolut E9JE 55
SAHoE oo oL, AI&KM tHeh=5 AFASh= SNSQI NARS] H|Ero]
(me2day) S tAfo& T =V} GaE AR YhAelES-o Fus d e vt 97l
t}. o] Windows QJu|o]E uhel& 948t 14 DDI(Data Definition Language: U]
ole] eje]) upde] ELIE Bl il 7[99 SNSQl w|Fro
5 theREohA HH] PC(Zombie POE FAlSh= ol3he it 9olct &
Aol oM E= FHAE PCE FH] PCR WHEo] S4AEHA) o] 7 54 ™

|12 Ea| 27} opdsie

88 7tk w2 AA =Y Ao|t}0
Et Hlo|AE FBAE FollA fkls IS ARE WA=, 2010
]

9% Abnlabe- Fo] % ZA|i oPTES Gashs [QIEUAS] Tjel Fal)
Z URL (Uniform/Universal Resource Locator)©] Zer=|31 Qlrhal A 1aeli=g), o]
= 20104 8% 25E| Q3 Aol Sl Fejoh GA ol Hgow
dief sl Aollrhil Frk § oPAEL o)At ZX|E Ea Aloha’ D'
Hello' 5 wAIZ|2} 517 §1% URLo] Aehelizd], o] URLS 22 & 512)(Coded)©.
2 7P SEE T (setup902674.ex) S AAX|EPH Windows Security Alert2l= 714
ulAl sjolo] Slgtol thee EluA sg AAe] Hol A% Aol 52H 7S
A B A7} el WSS B B4zl o]tk

4. ZatolHA] Hel 2A|

SNS AMEAL QPgell iz The 371K)0] F-adt stetoluiA] sl SlaAle] AEst
S olckan shck 14 SNsel| ofat s SNSE 8 AAHSl 9] 4]
1524, W 8 B A] ik 05 ek AL Al 1 51
#l o] vilgk A4 AP oIk SNS AN ENE T150] 8 Poral) Ao

35) Hauri(2010),  http://hauri.co kr/customer/security/virus_view html?intSeq=17748&page
=1&keyfield=&key=8&SelectPart=1,

36) YTN ZXH|(2010), http://www_ ytn.co.kr/ In/0102_201007230906428225.

37) AhnLab ‘FA(2010), http://blog.ahnlab.com/ahnlab/948.
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A AREARE 9 rHAIY SHEUEC] ks K= 9IS S 2RI 4= gle
], ARGARE THAE S ko 2214 i1 E #%M 7hse
of ARGAREE] AR FofUF 224 Qlolt Aol S=flo] 7hsSHAl ol Sk
wheba] SNS Aol ARSE AL -8 9 st ke Al v WOJ]@E%
S HERRSONA U=, Egt HHAES SNSof|A] et HHEEE oF8s)
of ZAA dela-e & AU Asr] figh ar EﬂOIEﬁ 285t
= Slo] 7FsRE Zloftk. 5, SNS Aol A o] AREAR Lulel HHeL tliro] ARgAL
thet M= (@Aeh o] 1hAdat golghe MAR S dollA= SNS7F - 8=t |
F| et (Platform) &2 B-§-2 4> QUtal stk
L olu]ef SNS+= T AelfA 54 A AF 7 (Stalking), 210l A ) et whs

2](On-line/Cyber-Bullying), " ¢)|3]l<= 9 ¥.8(Libel & Slander), E-& (Trolling)38) 5
¥ o] szefo|Alel AAIE= AtolH WF|of| &3] of-8-E axx|7} TSl SNS
Aol EL] AHELS EX AL8x}o] Alo|L} Hilo] 414 &AL 718l E AFR-=
T QLo SNS Aof] e S A S 54 ARG ARERT ofU e A3}
O] AlE AFol=dl degh FRE H oy glo] R4 - ST Reverse
Engincering) 3F 4= 9li= §JglAdo] ZAsk= 7ot}

Toyuch AzksHA| AYztefor gk A SNS ARRAFE-S: AAIES] ol AR et
PRk ek SNS QIALO|E Aof] AAGE o 22H4] 5015 SNS AR Sl A
Ao, “1efgt AREof thgh SNS AFYARS] A22bA] ARGl el e 5-ofgt
OR 7WpEER FaA o R i HJRE| ek FANS sk A w4
= 7P @A Flvh= ARAo|t) o] Qlsf Bl efolHiAle] syt oy
ol Ba71ae] 7Ry A7 ]s T A - e ol el
th= 2 frasioRt shlch

oo N oy po
Ny VQL
~|

pacs

p

oX
BN
P‘L
£l

5. 88 = 9 ID Theft(Al¥ %)

A AAROR 7P T AGAE Bt Gl o] 8] A9 87 Ei= 9
38) 2% 10) Ex: 2212149 AHRLIE[(Community)H M AZAHEHINSS dEH2Z K=ot
= YoH EES Yolislzle X0z NESH0L FHLs Mo Rt HAXIE Alilehs
AP 5= LeltHe7At 5)
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fon
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IOI

0.

e

EN

7% (Impersonated or Fake Account)®]] 23t 4191 H=(D Theft) 2 714 R 9
Abdo] FF HAlEal Sl AAolek 7P tiaE4] o= 2010 7 28 AllA|
= F|o] s ARBA—FA] 5910 W ] 519] 20 SHISk= 19] 73Nt
O] ZHel7g i wpdo] o gk ol iAol ofsfi DB(HlolE H|o]2y) = g7l 22f
ol AREAF QAE7} e ARo] sl SNS AL EL) AfRIZ Al A7)
- delehs ARAR ZQ1g o] o g f-2of thet =wte] Al7]E] = T
H| 2T %] (TechCrunch)of] 2JahH HPHRE7F] &2 H.2-%(Ron Bowes)7} #o0]A
& 2l R R ARAF HEE S5, EdlE(Torrent) = HipA s A4l
o] EHjolAo Y= Frkar HAskle). BlA=AR] 7} g vlof] th=, & H-
27} 2251 ALSA} Mol = ZRulolg ﬁéﬂ% URL(Uniform Resource Locator)
I} 7+ ARgRe] A, /\Q} AsPHE 7] AE] Qlar, AA| BekS 28GBe| o=,

oF NN

o

AR|o] Z17} ARRS 7] QRE o] QIlEnE o] L2 RS2 At
] 4247 Ah%@j LL\___: TRl Zlow A 1 FAIY AHME ol 5
A2,

ESF 2008E0] X% EFA]E]o] 20091 o] % S aE “Koobface” Hlo]]A40)0] 7
- Ho] R ARBARE 55 TR 3F Zlow ujsf ARBALS] PCE AAIA w4
O R sfAQES} B2 ARG, 8= T, 7]E I E S gl A
R AHA|AL QAT Koobface Hfo|2] 2= &4 i PC AILTE TFHAA
A el PC W] AEE wigtiz FAskar e ¢ Al WhEes AlomA
Koobface H}o]2|2+5 Esﬂ ot EonLH A oH?%Ur WAl 2ls) efele]
Ae 7PEE 3 E o2 Mol AlsElAL) 0 wajRte] A R0l £
op7|eh= & ANt om 417 6& s sk Ur-

o

FI
o

HHE

Z]<tof] ENISA(The European Network and Information Security Agency: -+
= 9l AR EQE Z]hollA] WS HaLkof] e ANPEE 5 FoiEs ES

39) Xt&: (1) TechCrunch(2010), http://techcrunch,com/2010/07/28/hacker—proves—
facebooks—public-data-is—public/, (2) Blotter by ZE=(2010, 7. 30), http://www blote
r.net/archives/35918.

Koobface HI0|2{A= 20084A 128 X EFIIEICH 2009 3<of =t 225t HE0| S356H
=4, o] sto|z{AE 0[o] 2T SNS(HO|AE) AEXte] “FIF'S0|A HAXIE ELies &
2 MoEH HAIXIE B AKX HEE g'OOH S Adobe Flash Player 2H[0|EZ
CHRZE otz &7t Y PC AARIS ZHEAIA siY PC L2l §EE OS2 AMstn 5
2 QU Bt== HO[AO|CHATX} 5F).
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SNS <5+ ARE- Al 918/92t Q1 9] F5rell disl AwshiAl, 5a] Al A, 7H%]
olub 71 A cEEhel thgt Fehet el AR = Soll TS FaL HHpd Aol
Alo] QI el tiAskaL ek SNS ARG-S 913t 177F4]1€] S35 (Golden
Rule) S AASRAL ek 5 Haraloll wh2 5 of AR o 177057 29 8% 36yt
B 5 29 13 19k o] SNSE AMB-SHH, 71 5 6% 5uivt W oido] o]-§A50]
wHke] 71715 ARgEA] sjolakat R SNSOfl Hhahs AloR UERthay
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[Abstract]

An Exploratory Study on the Risks and Threats
of SNS(Social Network Service):

From a Policing Perspective
Choi, Jin—Hyuk

This exploratory study aims to review the risks and threats of social network
services(SNSs), particularly focusing upon the policing perspective. This paper
seeks to acknowledge the present risk/danger of SNSs and the very significance
of establishing a strategic framework to effectively prevent and/or control
criminal misuse of SNSs. This research thus advocates that proactive study
on security issues and criminal aspects of SNSs and preventive
countermeasures can play a significant role in policing the networked society
in the time of digital/internet age.

Social network sites have been increasingly attracting the attention of
entrepreneurs, and academic researchers as well, In this exploratory article,
the researcher tried to define concepts and features of SNSs and describe a
variety of issues and threats posed by SNSs. After summarizing existing
security risks, the researcher also investigated both the potential threats to
privacy associated with SNSs, such as ID theft and fraud, and the very danger
of SNSs in case of being utilized by terrorists and/or criminals, including
cyber—criminals,

In this study, the researcher primarily used literature reviews and empirical
methods, The researcher thus conducted extensive case studies and literature
reviews on SNSs. The literature reviews herein cover theoretical discussions
on characteristics, usefulness, and/or potential danger/harm of SNSs, Through
the literature review, the researcher also concentrated upon being able to

identify a strategic framework for law enforcement to effectively prevent
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criminal misuse of SNSs

The limitation of this study can be lack of statistical data and attempts to
examine previously un—researched area in the field of SNS and its security
risks and potential criminal misuse., Thus, to supplement this exploratory
study, more objective theoretical models and/or statistical approaches would
be needed to provide law enforcement with sustainable policing framework and

contribute to suggesting policy implications,

Key Words : SNS(Social Network Service), Risks, Threats, Policing, Security,
Cyber—crime, Privacy





